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PREFACE

The current issue is the second edition of the report which was originally
published by the NATO Strategic Communication Centre for Excellence in
cooperation with the Estonian National Defence College in early 2017". It
analyses the information operations of the Russian Federation against Ukraine
from 1 April 2014 until 31 December 2014, and the research presented in the
volume was finalised in July 2015. The report was edited by Dr. Vladimir
Sazonov, Kristiina Miilir, M. A., and Dr. Holger Mélder, and compiled within
the framework of the project “Information operations of the Russian Federa-
tion 2014-2015 with examples from the Ukraine crisis: Influences on the
Ukrainian Armed Forces”.

The other publications of the project include:

* Sazonov, V.; Moélder, H.; Saumets, A. (eds.). 2016. The Crisis in Ukraine
and Information Operations of the Russian Federation. — SGjateadlane.
Estonian Journal of Military Studies, Vol. 2 [Cultural, Peace and Conflict
Studies Series, Vol. 6];

* Sazonov, V.; Moélder, H.; Miiiir, K.; Saumets, A. (eds.), 2017. Russian
Information Operations Against Ukrainian Armed Forces and Ukrainian
Countermeasures (2014-2015). — ENDC Occasional Papers, Vol. 6.

We are very thankful to the contributors, interviewees, reviewers of chapters
and to our colleagues for their assistance.

Vladimir Sazonov
Kristiina Miiiir
Holger Molder
Andres Saumets

' Sazonov, V.; Miiiir, K.; Mélder, H. (eds.) 2017. Russian Information Warfare against the
Ukrainian State and Defence Forces: April-December 2014. NATO Strategic Communications
Centre of Excellence, Riga.

ENDC Occasional Papers, Volume 7, 2017 http://www.ksk.edu.ee/teadus-ja-arendustegevus/publikatsioonid/



SHORT ANNOTATION

Kristiina Miiiiv, Holger Mélder, Viadimir Sazonov

Description
The project analyses the information operations of the Russian Federation
performed against Ukraine from 1 April until 31 December 2014.

Firstly, it examines and systematises the phenomenology of image
building in the Russian media about Ukraine, its authorities, and its armed
forces during the anti-terrorist operation in Eastern Ukraine. Then it gives an
overview of the Russian information activities and their impact in Ukraine.

Justification

The Russian military doctrine from December 2014 explicitly states that
information superiority is essential to achieving victory on the physical
battleground in the modern war.’

It is crucial for NATO to draw appropriate conclusions from the on-going
conflict in Europe which saw the usage of information warfare to a yet
unprecedented scale in order to further strengthen the unity of the alliance
and avoid such conflict scenarios between Russia and NATO.

Objectives

The objective of this research is to identify how the Russian media portrays
the Ukrainian military and security structures, including the policies of the
Kyiv government and their ‘collaboration’ with the West. The research group
looks at how messages disseminated in the media attempt to construct atti-
tudes and advocate behaviours in parallel to political and military events on
the ground in Ukraine.

Methods
The study combines standardised content analysis (online news and social
media) with interviews. During the course of two field trips to Ukraine (Kyiv

2 Yexunos, C.T.; Bormanos C. A. 2013. O xapakTepe U cofiep:KaHuUii BOHHBI HOBOTO MOKO-

nenust. — Boennas Meicis, 22 (4), p. 17. [Yexknnos, Bornanos 2013].
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and Eastern Ukraine) interviews were carried out with different media repre-
sentatives, political and military experts, officials and politicians, as well as
soldiers and officers of the Ukrainian defence forces who have actually been
involved in the conflict in Donbass.

Outcomes

The media analysis executed for this report maps the various communica-
tive strategies used in Russian information campaigns against the Ukrainian
defence forces, and the interviews help to provide an assessment of their
possible impact. Understanding the nature of Russian information warfare
provides NATO and Europe in general with input that can improve our level
of preparedness to respond to the challenges of 21* century warfare.



EXECUTIVE SUMMARY

The Russian Information War in Ukraine

The Russian information war in Ukraine in 2014 was a massive, multi-
faceted, and coherent operation. Russia denies direct involvement, but
supports local pro-Russian separatists to maintain the conflict that can
be considered a proxy war. Military activities are supported by an active
media campaign that undermines Ukrainian authorities and their political
goals to reunite the country.

Russia often adopts defensive narratives, which justify its positions in the
mytologized opposition between East and West. The Ukrainian authorities
as well interested international organisations are considered to be merely
puppets of the West under the guidance of the United States and NATO.
During Putin’s presidency, Russia has declared the restoration of Russia
as a Eurasian empire as its national goal.

However, according to the ruling narrative, Russia cannot be a real
Eurasian Empire if it does not control Ukraine and the Black Sea, and
control over Crimea is of utmost importance. In the Russian national
mythology, Ukraine was an integral part of the birth of the Russian
Empire. Ukraine’s special position makes crisis management there extre-
mely sensitive.

Russian information operations skilfully target a wide range of audiences
with different beliefs and convictions. The anti-Ukrainian approach relies
on a variety of stylistic forms and nuances. It can take the form of sensa-
tionalism and blaming (e.g. Komsomolskaya Pravda) or use a more rest-
rained approach (e.g. Regnum, TV Zvezda).

In addition to the content of the messages, Russia technically ensures that
certain messages reach specific audiences and others do not (i.e. by cont-
rolling TV and radio towers, mobile phone operators etc.).

Recommendations

NATO must make every effort to de-mystify Russia and stop cultivating
a culture that sees the Russian state and culture as something inevitably
incomprehensible. There is no ‘mysterious Russia’, which acts in an
untold manner. The major difference lies in the governance of Russia and
the West, and its implications for international relations. However, there
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is no fundamental difference between Russia and any Western country in
terms of carrying out research and raising awareness.

* NATO must raise public awareness of specifics of Russia — its history,
culture, ideology, politics, governance, army, etc. — in public diplomacy
and strategic communications targeted toward internal audiences within
member states.

* Any efforts on behalf of Russia to portray itself as an exporter of ‘alter-
native opinions’ must be taken seriously. Lies produced by a country
where there is effectively no democracy or freedom of speech cannot
be mistaken for a source of alternative opinions. In this respect, NATO
could foster closer cooperation with numerous NGOs, think tanks, and
human rights watchdogs (e.g. Freedom House, Reporters without Borders,
Amnesty International, etc.) that are already producing quality materials
regarding the real situation in Russia.

*  NATO must continuously pay attention to non-military actions that may
have military co-objectives, especially those trying to circumvent NATO
Article 5. This includes all operations related to information warfare,
which have an increasing importance in contemporary conflicts, especi-
ally those with the Russian involvement.

» NATO must increase its information warfare capabilities and be prepared
in the event of any kind of information operation that would lead not
only to military conflict, but also toward political, social, economic, or
environmental crisis. Emotions are essential for narrative building and a
powerful tool in shaping international relations. The power of informa-
tion warfare may nullify military advantages and disadvantages and may
distract political leaders from making rational decisions and designing the
attitudes and beliefs of states and societies.

The best way to face information warfare would be to present rational argu-
ments supported by real evidence to overturn myths and beliefs that are intro-
duced by destructive powers in order to create panic and manipulate popula-
tions. Greater awareness about Russia is a vital component in increasing the
share of fact-based assessments and informed opinions in the society, and
thus reduces susceptibility for different manipulations by Russia.



1. INTRODUCTION:
RESEARCH AIMS AND METHODOLOGY

Kristiina Miitir, Pille Pruulmann-Vengerfeldt, Viadimir Sazonov

1.1. Research Goal

The research project Russian Information Warfare against the Ukrainian
State and Defence Forces: April-December 2014 was carried out by scholars
from the Estonian National Defence College Centre for Applied Studies
under the auspices of the NATO Strategic Communications Centre of Excel-
lence. Our cooperation partners were the University of Tartu Institute of
Social Studies and the Headquarters of the Estonian Defence Forces Stra-
tegic Communication Department. This was an interdisciplinary endeavour
involving political, historical, military, and communication studies. The
research was carried out March-July 2015.

The project focused on Russian information operations that took place soon
after the annexation of Crimea by Russia — from 1 April to the end of 2014. This
period includes the activities of the so-called Donetsk and Luhansk People’s
Republics in Eastern Ukraine; Russian Federation campaigns in support of
pro-Russian forces against the Ukrainian Defence Forces; and the so-called
‘humanitarian convoys’. Research methods included the analysis of various
media sources and conducting interviews with relevant experts in Ukraine.
Media analysis was used to map the communicative strategies of the Russian
information campaigns against the Ukrainian defence forces and the interviews
provided the assessment of various experts as to their possible impact.

The main goal of the research was to provide further insight into the
nature of Russian information warfare and, thus, input for NATO and Europe
in general to improve the level of preparedness in countering the challenges
of 21* century warfare.

1.2. Research Questions and Objectives

The objective of this research was to identify how the Russian media portrays
Ukrainian military and security structures, and the Kyiv government and
their ‘collaboration’ with the West. The research group looked at how these
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messages were disseminated in the media in an effort to construct attitudes

and advocate behaviours parallel to political and military events on the

ground in Ukraine. The following research questions were addressed:

1. How has the Russian Federation constructed images related to the perfor-
mance of the Ukrainian armed forces (including volunteers®), army
leadership, and the Ukrainian government?

2. How have Russian information operations portrayed the Western players
(USA, NATO, and the EU) and their role in the on-going Ukraine crisis?

1.3. Methodology

The study combined standardised content analysis with interviews. Media
analysis made it possible for researchers to examine both explicit and implicit
messages from a variety of sources and compare the results across media
channels. Content analysis also made it possible to quantitatively depict
trends in using various keywords, labels, and other phenomena. During the
course of two field trips to Ukraine (Kyiv and Eastern Ukraine) in May and
June 2015, interviews were carried out with a number of political and military
experts, officials and politicians, media representatives, as well as soldiers
and officers of the Ukrainian defence forces who were actually involved in
the conflict in the Donbass area.

The coding manual

The first aim of the project was to develop a methodology for the systema-
tisation of the rich empirical Russian propaganda material into a coherent
structure. The added value of the resulting coding manual is that it is not
limited to analysing this case study alone, but could be a useful starting point
for others doing similar research.

The coding manual can be roughly divided into two parts. The first part
deals with the various characteristics of the news stories, such as main topics,
sources used, geopolitical locations referred to, and both past and present
events referred to in each of the stories. The second part of the manual deals
with the meaning-making aspects of the propaganda material. A series of
questions were posed about what kinds of attitudes (if applicable) the articles
conveyed about the various groups being researched — the Ukrainian defence

> Those voluntarily fighting in support of Ukrainian sovereignty.
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forces (including volunteers), the army leadership and the Kyiv government;
the USA/NATO, the EU, or the West in general.

The representation of these target groups in the media was scrutinised

against the following labels and phenomena:

« parallels with Third Reich — fascists, Nazis, neo-Nazis, Banderivtsi*, etc.

* humiliation and belittlement of Ukrainian soldiers by, for example, calling
them criminals, rapists, drug addicts, and cowards, and by claiming that
there is an abundance of violence, chaos, etc within the Ukranian armed
forces

» execution squads, punitive units (karateli)

» genocide, fratricide, terrorists

» the Kyiv junta and its followers

* Russophobia — discrimination, nationalism, xenophobia

» Ukrainians as ‘false Russians’, little brothers, Ukraine as a failed state

 the West as fascist

» Ukrainians as puppets of the West

» Western provocations against Russia in Ukraine.

These criticisms are tools used in Russian information operations to achieve
their objectives — to demonise, deter, and demoralise the adversary, i.e.
Ukraine and the West.’

In addition to the preponderance of negative images, other possibilities
were included in the coding manual. For example, a text might be conveying
a positive image of the target group, either through a supportive statement by
the author himself or by use of a supportive quotation. The articles might also
take a justifying stance — not directly supportive, but nevertheless providing
an explanation or an excuse for a certain behaviour or event. An important
category was that of neutral-looking articles, which simply presented facts
and events (true or untrue), but without explicit judgements. If an article
conveyed a negative tone that did not fall under any of the above-mentioned

4 Banderivtsi — followers of Stepan Bandera (1909—1959), leader of the Ukrainian nation-

alists, head of Organisation of Ukrainian Nationalists (OUN, in Ukrainian Oprasni3aunis
Vkpaiacekux Harionamicris). Bandera was also the leader of Ukrainian independence move-
ment. See more in Chapter 2.2.

*  Since the present study did not involve image-building concerning Russia itself, keywords/
labels/phenomena that would help to analyse other objectives of information operations —e.g.
the legitimization of Russian activities on Russian soil to the general public and the promotion
of Russian political elites — was not assessed.
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negative categories, it was coded as ‘other negative’. This analysis did not
include an examination of the share of true and false stories presented in the
messages.

Data sample

Three channels of online news were used for the media analysis — Komsomol-
skaya Pravda (KP), Regnum, and TV Zvezda.® Although not representative
of the entire Russian media landscape, these three outlets were of particular
interest.

KP is one of the most widely circulated newspapers in Russia and abroad,
especially in the CIS.” The paper targets not only the Russian media audience,
but has many readers in Ukraine (especially Eastern Ukraine), Moldova,
Belarus, and in other countries with large Russian diasporas, including the
Baltic States. It is published altogether in 53 countries: 11 CIS countries
and 42 countries in the rest of the world.® The overall circulation of the KP
Publishing House comprises 46.1 million copies/month; the kp.ru web portal
is visited by more than 20 million people/month.” Historically, during the
Soviet Era, the ranks of ‘journalists’ working for KP were often filled with
officials from the Russian intelligence services and the KGB. Even in the
1990s, KP had about a dozen foreign correspondents of which only one was
not connected to the intelligence services.'

Regnum represents an information agency that focuses on events in the
post-Soviet space or the so-called ‘near abroad’.'" According to Liveln-
ternet.ru, the monthly audience is more than 4.3 million people.'> Vigen

¢ See also K. Miiiir, H. Mélder, V. Sazonov, P. Pruulmann-Vengerfeldt 2016. Russian
Information Operations against the Ukrainian State and Defence Forces: April-December 2014
in Online News. — Journal of Baltic Security, Vol. 2, Issue 1, pp. 28-71.

7 CIS — the Commonwealth of Independent States (Conpyxectso Hezapucumsix [ocynapcTs).
8 <http://advert.kp.ru/Files/20150901122913.pdf>. However, the list of CIS countries also
includes the Georgian breakaway territories of Abkhazia and South Ossetia, recognised as
independent by Russia.

°  See <http://www.kp.ru/about>, see also <http://www.chel.kp.ru/daily/24213.4/416227/;
http://mediaguide.ru/?p=house&house id=04>.

10" Earley, P. 2009. Seltsimees J: Vene meisterspioon kiilma sdja jirgses Ameerikas paljastab
oma radkimata saladused. Inglise keelest tdlkinud Lauri Liiders. Tartu: Tanapidev, p. 244.
[Earley 2009]

"' Regnum — undopmannonnoe arenrcrso. <http://www.regnum.ru/information/about/>
(04.07.2015). [Regnum — nH(pOPMAIHOHHOE ATEHTCTBO |

12 See more <http://www.liveinternet.ru/stat/regnum.ru/>.
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Akopyan, former editor-in-chief of Regnum, has declared that the agency
will oppose Russian investments in any country where political opinion
is hostile to Russia or supports the rehabilitation of fascism." Regnum is
also connected to the Russian government. For example, Modest Kolerov,
Regnum co-founder and current editor-in-chief, worked in the Presidential
Administration of Russia (2005-2007) and is one of the most prominent pro-
Government ideologists in Russia."

TV Zvezda is owned by the Russian Ministry of Defence and is there-
fore important in terms of reporting the military aspects of the crisis. The
media analysis for this report concentrated only on the online news part of
the channel.

In order to cover the research period from April-December 2014, each
week was examined in the following way:

Table 1. Principles of data sampling

Channel Mon Tue Wed Thr Fri Sat
Regnum X X

Komsomolskaya Pravda X X

TV Zvezda X X

Each day two relevant news stories — first and last — were analysed according
to the coding manual. Altogether the data sample comprises 418 articles.

For certain coding manual categories, the results were divided into four
phases according to different stages in the military events on the ground (for
additional information see Chapter 4 and Appendix 1):

I — Provoking the military conflict — April 2014.

II — Escalation of the military conflict — May-June 2014.

III — Direct intervention in the military conflict, changing the situation — July-
September 2014.

IV — Stirring up the military conflict — September-December 2014.

The breakdown of articles according to the phases and outlets was the
following:

3 MndopmarenTcTBo «Pernym» He CTaHET PEKJIAMHPOBATH DCTOHHMIO IAKe 32 IeHbIH. —
Baltija.cu. <http://baltija.cu/news/read/25568> (04.07.2015).

" Obshchaya Gazeta 2015.
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Table 2. Breakdown of the data sample according to phases of the military conflict in
Ukraine (2014)

Komsomolskaya Pravda Regnum TV Zvezda
(number of articles)
Phase 10 9 15
Phasell 33 34 34
Phase lll 34 35 36
Phase IV 51 70 57
Total 128 148 142

A supplementary analysis of social media was carried out on one public Face-
book group — Hayuonanrerno-Oceobodumenvroe /{susicenue (the National
Liberation Movement)."” The National Liberation Movement unites political
forces that support ‘the territorial integrity of Russia’ and whose aim is to
‘re-establish the sovereignty lost in 1991°."° Since the Ukraine crisis can to a
large extent be seen as an existential quest for Russia to secure its sphere of
influence (see Chapter 2.4), this group was chosen as representative of this
particular line of Putin’s thinking. Due to the large volume of posts in the
group, every 50™ post was examined; the number of overall data units came
to 165. The group was created at the beginning of May 2014, so the month of
April is not included the data sample.

In addition to these three media outlets, we have analysed as case study
the articles published in RIA Novosti from 1 April 2014 until 31 December
2015.

Interviews

Researchers Vladimir Sazonov and Igor Kopdtin made two field trips to
Ukraine in May and June 2015 to carry out interviews with relevant media
representatives, political and military experts, as well as soldiers and officers
who were actually involved in the military conflict. The aim of the interviews
was to get an overview of the strategies, effectiveness, and impact of Russian
information operations in Ukraine. Altogether 24 interviews were carried out.

15 <https://www.facebook.com/groups/306119699545500/>.
16 <http://rusnod.ru/index/o-dvizhenii/>.



2. CLASHES BETWEEN RUSSIA AND
UKRAINE: IDEOLOGIES AND POLITICS

This chapter provides insight into the ways in which Russia and Ukraine
position themselves in the international arena and how identity influences the
way in which each country sees the other. The chapter begins with an over-
view of the state ideology of Putin’s Russia and its historical roots. Prevailing
attitudes in Ukraine are then scrutinised against this historical background.
Attention is primarily focussed on providing a military-historical retrospec-
tive into events that have contributed to the identity of the Ukrainian armed
forces. Next, a comparison of the Russian and Ukrainian security narratives
is also provided, including the question of whether or not Ukraine is still
within Russia’s sphere of interest and how this issue is perceived by Russia
and contested by Ukraine. Then the chapter turns to Russia’s use of inter-
national law and the Budapest memorandum to justify its actions. Finally,
Russian propaganda tools are considered.

2.1.The Ideology of Putin’s Russia and its Historical Roots

Viadimir Sazonov

The Concept of the Russian World
As political scientist Andreas Umland remarked:

Since coming to power in 1999, Viadimir Putin has purposefully instrumental-
ized Russian imperial nostalgia, national pride, and ethnocentric thinking for
the legitimization of his authoritarian regime. The repercussions of this strategy
are becoming a threat to the integrity of the Russian state in the 21st century."

The recreation or re-establishment of the Russian Empire in accordance with
the borders of the former USSR is one of greatest ambitions of Vladimir
Putin, his idée fixe. Kremlin ideologists and political technologists'® have

7 Umland, A. 2010. Russia: Nationalism’s Revenge. — Foreign Policy Journal, December 17.
<http://www.foreignpolicyjournal.com/2010/12/17/russia-nationalisms-revenge/> (28 October
2015). [Umland 2010]

'8 A term commonly used in Russia for campaign and PR-managers in the spheres of politics
and ideology.



2. CLASHES BETWEEN RUSSIA AND UKRAINE: IDEOLOGIES AND POLITICS 19

created a new ideological platform, which is now known as Russkiy mir (the
Russian World or Pax Russica).”

Probably the most fundamental idea of Vladimir Putin’s state philosophy
is the concept of Russkiy mir that he and his ideologues officially introduced
in 2006-2007.%° The idea of Russkiy mir*' has been developed over the past
decade, promoted by PR companies and information campaigns for both
internal and external Russian-speaking audiences through mass media, social
media, and in Russian popular and scientific literature (especially historical,
political, economic journals), etc.*

But what does ‘Russkiy mir’ mean? How should we understand it? Is it
something new?* In April 2007, Vladimir Putin said the following:

The Russian language not only preserves an entire layer of truly global
achievements, but is also the living space for the many millions of people in
the Russian-speaking world, a community that goes far beyond Russia itself.
As the common heritage of many peoples, the Russian language will never
become the language of hatred or enmity, xenophobia or isolationism. /.../ In
my view, we need to support the initiative put forward by Russian linguists
to create a National Russian Language Foundation, the main aim of which
will be to develop the Russian language at home, support Russian language
study programmes abroad, and to generally promote Russian language and
literature around the world.*

1 This comes from the idea of Pax Romana (Latin “Roman Peace” or “Roman World”),
which was introduced by first Roman emperor Augustus after the end of Roman Republic.
Later there were several Pax’is — Pax Britiannica, Pax Americana.

» Tocnanue @enepaasuomy Codpanuio Poccuiickoii ®enepannu Mpesnaenta Poccnu
Buaanumupa Ilyruna. — Poccuiickas razera, 27.04.2007. <http://www.rg.ru/2007/04/27/pos-

lanie.html>.

2l See more ChbrueBa, JI. 2007. Pycckuit Mup, pycckasi Ky/bTypa, pycckuil mup. — PD

Ceroans, 14/2007. <http://russia-today.ru/old/archive/2007/no_14/14 look.htm>. In June
2007, Putin founded the Russkiy Mir Foundation (http://russkiymir.ru/fund/). See also Decree
of the President of the Russian Federation of the Establishment of the Russkiy Mir Foun-
dation. <http://russkiymir.ru/en/fund/decree.php>.

See also Mmenko, P. 2014. Pycckuif Mup ¥ HalMOHANbHBIA Bompoc. — DkcmepT online,
7.09.2014. <http://expert.ru/expert/2014/37/russkij-mir-i-natsionalnyij-vopros/>; ®okuna, A.
B. 2014. K Bompocy o pycckom mupe. <http:/filos.univ-orel.ru/_media/issue/1/2014-01-04.pdf>.
22 For example, see a profound philosophic, but propagandistic book — ‘Project Russia’
(ITpoexTt Poccusi) — that was published in 2014. This book was recommended by the
Administrative Department of the President of the Russian Federation to be read by states-
men and politicians of Russian Federation.

3 See more Mudopmanmonnsiii mopran gponna «Pycckmii mupy. <http://russkiymir.ru/en/
fund/index.php> (10.10.2017).

. Ibid.
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Dr. laroslav Kovalchuk, Head of the Internal Policy Department of the Inter-
national Centre for Policy Studies in Kyiv, defines Vladimir Putin’s state
ideology:

The desire to build the state philosophy on the past, namely the glory of the
Kyivan Rus, resulted in the elaboration of the concept ‘Russkiy Mir’ (the
Russian world). ‘Russkiy Mir’ means an international commonwealth based
on affiliation with Russia, the Russian language, and Russian culture. The
advocates of the concept believe that it has a right to be treated as a separate
civilization space, which includes more than 300 million people. ‘Russkiy
Mir’was first used in public discourse in 2006 by Vladimir Putin, and ever
since it has been gradually adopted as a Russian soft power tool in relations
with its neighbours.”

This fundamental idea of the Russian World is vigorously used by Moscow
for imperialistic and expansionistic purposes, especially regarding aggres-
sion against Ukraine and its government. The concept of the Russian World
is used as an ideological tool by Russian political elites to unite all Russian-
speaking people worldwide and to create a powerful and global Russian-
speaking cultural, ideological, historical, social, political and informational
space as an alternative to the Soviet Union. This concept of the Russian
World is closely connected to the compatriots (coomeuecmegennuxu) policy of
the Russian Federation — Russia declared that her duty is to protect Russian-
speaking people not only in Russia, but also abroad.*

Many historical phenomena, ideas, narratives, and historical myths that
originated in the 18™ and 19™ centuries, or from the beginning of the 20™
century (e.g. Holy Rus, Greater Russia, the Russian World, the Russian
soul) are actively reused by Putin’s propaganda machine in their renewed
forms. Various historical myths used during the period of Russian Empire
before 1917 have been reawakened and mixed with Soviet ideas, narratives,
and phenomena. The concept of the Russian World is partly based on the
legacy of Imperial Russia (1721-1917) and partly on ideas introduced by the

2 Kovalchuk, I. 2015. Why does Russia want Ukraine? Kyiv: International Centre for Policy
Studies.

% See more MOHI MOANEPKKH W 3ANIMTHI IPAB COOTEUECTBEHHAKOR, MPOKABAMOIINX
3apy6exxnom. <http://pravfond.ru> (10.10.2017); <https://interaffairs.ru/news/show/9505>;
<http://archive.mid.ru//bdomp/sitemap.nsf/kartaflat/03.04>; <http://www.russkie.org/?module
=interview&action=view&id=18>.
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Bolsheviks (e.g. the enemy of the people®’, execution squads®®, the Nazis, the
Great Patriotic War® (1941-1945), banderivtsi, fascists, Western spies). In
addition to Soviet narratives and ideas, Russian ideologists introduced some
images from the Third Reich in early 2014, such as ‘the national traitor’
(nayuonan-npedamens) that has its roots in the German term Nationalver-
riiter.

In many cases Vladimir Putin’s national idea does not offer anything new.
It copies Count Uvarov’s national idea from the first half of the 19" century,
which is based on three ideological concepts — autocracy, orthodoxy, and
nationality (camodepoicasue, npasocnasue, Hapoonocms).’'

Count Sergey Semionovich Uvarov (1786—1855) was a highly influential
imperial political leader under Tsar Nicholas I of Russia. He was one of the
fundamental ideologues of the Russian Empire and author of the ‘theory of
official nationality’ (Teopus ogpuyuanvroti napoonocmu), which promoted
the famous slogan, ‘Autocracy, orthodoxy, and nationality!” His theory
became the basis for Russian imperial ideology and public education.

Today these ideas are reused in official Russian narratives in a revitalised
contemporary manner. Already in the first half of the 19™ century, Count
Uvarov actively accentuated the uniqueness of Russian state, the Russian
people, and the Russian-Orthodox civilisation. Uvarov’s theory postulated
that Russia is a unique civilisation, different from all others, especially
Europe.*” In the 19" century many Russian ideologues (Pan-Slavists) and
statesmen already viewed Ukraine as part of Russia. They often refused to
accept Ukraine as a separate nation or the Ukrainian language as an inde-
pendent language. For example, in 1863 Count Pyotr Aleksandrovich Valuyev

27 The term enemy of the people is used in Soviet Period for designation of person or people,
who were political oponents for Bolsheviks. This term was first used in Soviet Union already
in 1917, introduced by Vladimir Lenin in the decree of 28 November 1917.

2 Execution squads or death squads — armed groups to conduct terror, genocide, mass killing
of people (e.g. ethnical, political, religious groups) used in some totalitarian states, e.g. Ein-
satzgruppen in Nazi Germany.

¥ In Soviet and Russian historiography, the term Great Patriotic War is more commonly used
instead of WWII. However, it refers mostly to war between Nazi Germany and Soviet Union
during 1941-1945.

3 See Masaosa, C. 2014. Hammonan-npenarenu [lytuna. — Paqno CeoGona, 18.03.2014.
<http://www.svoboda.org/content/article/25302687.html> (10.10.2017);
<https://www.youtube.com/watch?v=zJkN76EystU> (18.03.2014).

31 Jiigman, U. 2014. TIpoekr «Ilytun». HoBas nHauuvonansHas unes I[lyrnna. Mocksa:
Dxkemo, p. 11.

2 3amukun, U. A.; Toukaes, W. H. 1994. Pycckas uctopus ot Exarepunsr Benvkoit mo
Anexcanzpa II. Mocksa: Meicib, p. 595.
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(1815-1890), a Russian statesman, author, and nationalist who served as
Emperor Alexander II’s Minister of the Interior, declared that a separate
Ukrainian language does not exist; it is rather a Russian dialect. In 1876,
during the process of the Russification of Ukraine, Russian Emperor Alex-
ander II (1855—-1881) forbid in part the publication of books in the Ukrainian
language (the Ems Ukaz of Alexander II).* Putin’s propagandists, Russian
politicians, opinion leaders, and authors often recycle this opinion in their
declarations that there is no Ukrainian state, nation, or language.*

1) What does the concept of autocracy (camodeporcasue) mean for Pax
Russica? This was a fundamental concept for the Russian Empire and Great
Russia and it is used to mean a ruling system in which the leader (dictator or
king) has unlimited power. The idea has been very popular among nationalists
and monarchists, especially ultra-monarchists, throughout Russian history. It
even influenced the Soviet ruling system where some leaders of the Commu-
nist party and Soviet Union had unlimited power. This idea is also promoted
by Putin’s close supporters, whose last ruling years are more similar to the
dictatorship of Antonio de Oliveira Salazar (1932-1968) in Portugal .’

2) The second, but no less important basic concept is orthoedoxy (mpaBo-
cnaBue, ortodoxia in Latin, dpfodolio in Greek), which means ‘right’, ‘true’,
or ‘straight’, and is also a ‘religion’. Orthodoxy has played a central role for
Russians for more than 900 years — since 988 when Kievan Rus was alleg-
edly Christianised, up until the events of 1917. This idea was reintroduced
after the collapse of the Soviet Union (1991) and it has once again become
extremely popular, and powerfully reused by the Russian state ideology
mostly for propagandistic purposes. Orthodoxy has an important and influen-
tial role in modern Russia®, as well as for Putin’s national idea (Pax Russica).

¥ Rudnyckyj, B. 1976. The Ems Ukase of 1876 and the problem of linguicide. — Nationali-
ties Papers: The Journal of Nationalism and Ethnicity, Vol. 4, Issue 2, pp. 153—155. <https://
docs.google.com/viewer?url=http%3A%2F%2Fshron.chtyvo.org.ua%2FRudnytskyi
Yaroslav%2FThe_Ems_Ukase of 1876_and_the problem_of linguicide en.pdf>.

3 See e.f. Baccepman, A. 2009. YkpauHCKHii A3bIK — TUAJIEKT pycckoro. — Barsaz. Jlenopas
razera, 16 mapra 2009. <http://www.vz.ru/news/2009/3/16/265622.html>.

% See Piirsalu, J. 2015. Former Kremlin Official: Putin’s Russia Moving Towards Salazar’s
Portugal. — Diplomaatia, No. 139, March 2015. Russia.
<http://www.diplomaatia.ee/en/article/former-kremlin-official-putins-russia-moving-towards-
salazars> (15.07.2015).

36 See Riistan, A. 2015. Ukraina konflikti teopoliitikast: Moskva patriathaadi perspektiiv. — Kirik ja
Teoloogia, 20.03.2015.
<http:/kjt.ee/2015/03/ukraina-konflikti-teopoliitikast-moskva-patriarhaadi-perspektiiv-2/> (5.06.2015).
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The so-called ‘orthodox fascism’ — a radical form of orthodoxy grounded
in orthodoxy, anti-Semitism, and chauvinism — is relatively popular among
certain Russian groups.’” This extreme ideology is strongly based on the
views of the Black Hundreds (Chornaya sotnya, chernosotentsy) — an ultra-
nationalist, radical movement of imperial Russia in the early 20" century
before the Revolution (1917) and the Civil War (1917-1922/1923). The
Black Hundreds supported the legacy of the House of Romanovs, and their
ideology drew on xenophobia, anti-Semitism, ultra-monarchist views, impe-
rialism, Russo-centrism, Pan-Slavism?® and, last but not least, chauvinism.
This movement became very popular in Russia in the early 20" century, as
did many other similar ultra-monarchist movements such as ‘Soyuz russkogo
naroda’ (Union of the Russian Nation), ‘Soyuz russkikh lyudey’ (Union of
the Russian People), ‘Russkaya monarkhicheskaya partiya’(Russian Monar-
chist Party), and ‘Belyi dvuglavyi oryol’ (White Two-headed Eagle). Later,
after the Revolution in October 1917, these ideas spread among the Russian
emigrants.”

For example, the Black Hundreds were devoted to the support of the
Russian Tsar, the Orthodox Church and, of course, the motherland (the
Russian Empire).

Their ideas were expressed by Uvarov’s imperial motto, ‘Autocracy,
orthodoxy, and nationality!” At the beginning of the 20™ century, the Black
Hundreds carried out a masterful propaganda campaign against socialists,
anarchists, and Jewish people during church services, community meetings,
academic lectures, and public demonstrations. This propaganda caused large-
scale anti-Semitic hysteria and a patriotic fever among the Russian people,
and was used by many ideologists and orthodox clerics to promote their ideas.
These attitudes led to pogroms and waves of terror against Jewish people,

37 E.g. <https://www.youtube.com/watch?v=9rHvt199fKc> or
<http://news.eizvestia.com/news_politics/full/726-russkij-pravoslavnyj-fashizm-vo-vsej-krase-
video>, last visited 10.10.2015.

3 This ideological movement became popular in Russia in the middle of the 19" century.
The main idea of this ideology was to unite all Slavic peoples under the Russian dominance.
As a political movement it started after Crimean War (1853-1856) that Russia lost. After their
defeat, the Russian elite started to cultivate hatred and labelling of the Western countries (e.g.
Great Britain, France, etc.) and West in generally. This idea is still alive and popular in Putin’s
Russia and actively used by Russian propaganda machine also today (see e.g. Report about
the XII. Pan-slavic congress in Moscow, May 2015 — CaaBsinckuii 1yx nognuraj Ilyruna
u Hac, 22.05.2015. <http://lenta.ru/articles/2015/05/22/slavesobor>).

¥ E.g. Credan, JI. 1992. Pycckue pammcts. Tparenus u dapc B smurpanun 1925-1945.
Mocxksa: CII Cnoso.
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especially those living in Ukraine, and, at times, against Ukrainians, revolu-
tionaries, socialists, anarchists, other national minorities, homosexuals, and
certain key public figures.* Russia is now actively promoting Pan-Slavism,
chauvinism, xenophobia, and anti-Semitism as it did two hundred years ago.
Traditions originating in the 19" and early 20™ centuries such as blaming
the West (since the Crimean War 1853—1856), promoting the uniqueness of
the Russian soul and Russian civilisation, chauvinism, nationalism, Russo-
centrism, anti-Semitism, and xenophobia are once again being followed by
Russian nationalists and ultra-nationalist, radical fascist movements are on
the rise again in modern Russia. Andreas Umland writes:

Racially motivated hate crimes are frequently presented as outcomes of mere
Youth hooliganism’ while the manifestly neo-Nazi skinhead mass movement
has, until recently, often been dismissed as a marginal phenomenon. In fact,
the overwhelmingly ultra-nationalist Russian skinhead movement has been
estimated to have between 20 and 70 thousand members — depending on the
definition of such membership. This would seem to make the Russian skinheads
the largest informal, openly neo-Neo-Nazi youth movement in the world."'

For several days now, Russia has been haunted by nationalistic demonstra-
tions, violent ethnic brawls, and the resulting mass arrests. A series of inter-
related events was triggered by the death of a Russian soccer fan in a scuffle
between an ethnic Russian and a north Caucasian youth in Moscow, on 6
December 2010. International media has focused on the following violent
clash between neo-Nazi demonstrators on the one side and Russian policemen
on the other, in Manezh Square in the Moscow city centre, on 11 December
2010, as well as on subsequent clashes in the Russian capital. Prior to this
confrontation there were several other, less spectacular, but impressively
massive public gatherings of Russian nationalist youth in Moscow, as well as
more in other cities including Rostov-on-the-Don and St. Petersburg.**

This attitude is not limited to radical youth. According to Levada Tsentr, more
than fifty per cent of Russians support the slogan ‘Russia for Russians’.*
3) Count Uvarov’s third important idea was that of nationality or

national character (HapogHocTs). Russian nationalists and chauvinists have

4 See e.g. Black Hundreds. — Wikipedia. <https://en.wikipedia.org/wiki/Black Hundreds>
(10.10.2017).

4" Umland 2010.

2 Ibid.

* See I'yaxos, JI. JI., Munus, K. JI. 2015. KcenohoOckie ¥ HAMOHATHCTUYECKHE HACTPOE-
Hus poccusiH. — JleBana-uentp, AHranutnueckuid neHtp HOpus JleBaasbl.
<http://www.levada.ru/cp/wp-content/uploads/2015/10/STS.pdf> (10.10.2017).
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been exploiting this idea since the beginning of the 20™ century and it is still
reflected in the Russian ideology of the 21* century.

Today, the concepts of autocracy, orthodoxy, and nationality are being
re-appropriated by Putin’s Russia. Lectures, demonstrations, and sermons
organised by Kremlin propagandists during the Ukrainian conflict were often
directed against Western countries, homosexuality, and certain nationalities
while, at the same time, Russia was pictured as the defender of traditional
values against the immorality encroaching from the West.

3A POIUHY! 3A MYTUHA!

Picture 1. ‘For Fatherland, For Putin!"*

(Source: http://ic.pics.livejournal.com/tov_ignat/27119593/5816/5816_original.jpg)

* For example, a military slogan used by the Soviets ‘For the Fatherland, for Stalin!’ (3a
Ponuny, 3a Cranuna!) or sometimes ‘For the Fatherland, for Stalin, for the Communist Party!’
(3a Ponuny, 3a Cranuna, 3a [Tapturo!) appeared in the Russian press for the first time in
September 1938 in articles of Pravda and Krasnaya Zvezda (Kpacuas 3Be3na). On 1 Sep-
tember 1938, a politruk’s deputy G. Sazyskin wrote about the battle for lake Hasan (29.07—
08.08.1938): «Bmepen, 3a Ponuny, 3a CranuHa! — KpHYHM MBI ¢ KOMaHAUPOM BO BECH TOJIOCH
(Pravda, article «3a ponuny!»). The slogan ‘For the Fatherland, for Stalin!’ (3a Ponuny, 3a
Cranuna!) was nothing more than a modification of a military slogan used by Russian soldiers
and officers during 19" and at the beginning of 20™ century — ‘For the Tsar, for the Fatherland,
for Fate!” (3a naps! 3a ponuny! 3a Bepy!). Interestingly, many people in Russia have started
to use a new slogan ‘For Putin, for the Fatherland! (3a Ilyrtuna, 3a Pogumy!) or modifications
like ‘For Putin! For Great Russia!’ (3a [Tyruna! 3a Bemukyro Poccuto!) or ‘For Fate, for the
Fatherland, for Sovereignty!” (3a Bepy, Poguny, Cysepunetet!). Therefore, this old idea from
the Russian imperial period is still very well usable in Putin’s Russia. Patriotic and military
songs and marches have always been in service of Russian propaganda — e.g. the famous
‘Farewell to Slavyanka’ (Ilpontanue cnaBsakm). This extremely patriotic Russian march, com-
posed by Vasily Agapkin in 1912 (ideologically connected directly to the Balkan wars), was



26 VLADIMIR SAZONOV

The Idea of Moscow as the Third Rome

In addition to the Russian World, another significant concept used by
Moscow’s politicians and ideologists is based on the ancient ideological
dogma originating from Late Middle Ages — the concept of the Third Rome.
This idea helps justify Russia’s foreign policy of expansionism and to legiti-
mate Russia’s imperialist claims in the Eurasian region. The idea of Moscow
as the Third Rome is skilfully exploited for propagandistic means.

The concept of Moscow as the Third Rome is more than 500 years old. It
is related to the continuity of the Roman Empire. After the fall of the Western
Roman Empire in 476 A.D. and the Byzantine Empire (or Eastern Roman
Empire) in 1453, Moscow took advantage of the political and ideological
vacuum and began to ascribe itself the role of sole legitimate successor of
the Eastern Roman empire and the rulers of the Grand Duchy of Moscow
were successors of Byzantine (or Roman) emperors.* Even today, the state
symbol of Russia is the Byzantine double-headed eagle to show that Russia
is the new Byzantine Empire and Moscow is the successor of Constantinople
(Byzantine) in terms of orthodox religion and state ideology. It is neither acci-
dental nor surprising that in modern Russia Vladimir Putin is often compared

still popular after the 1917 Revolution and it was not forbidden during the Soviet period when
it retained its amazing popularity. Putin’s propaganda and Russian military forces still use it
very actively. One of many such examples is ‘God is with us!’ referring to the war in Donbass
(Tpoumos, C. 2014. C namu bor.<https://www.youtube.com/watch?v=jGQyRsxnU3Y &fe
ature=youtube> (9.07.2015)). The phrase ‘Gott mit uns’ (God is with us) was used in the Ger-
man military during the 19" and at the beginning 20" of century and later in the Nazi Germany.
It also included the imperial Russian motto «Cp Hamu bors!», the idea of which comes from
Late Roman Empire (Byzantine Empire) and was used as battle cry (Nobiscum deus).

4 For promoting the imperial idea and accentuation of ‘Roman (Byzantine) origin’ of his
dynasty Ivan IV the Terrible (ruled 1533—1584) was crowned as Tsar of Russia (1547). Ivan,
who wanted to become a new Caesar — completed the centralisation of his state and tried to
create a powerful empire. His grandfather was Ivan III or Ivan the Great (1462—1505) who
became a ruler of a vast territory and was married to Sophia Paleologue, who was a daughter
of Thomas Palaeologus, a ruler of Morea. Thomas was brother of the last Byzantine emperor
Constantine XI. Ivan III was influenced by Byzantine imperial traditions due to Sophia’s impe-
rial origins. From this time Moscow began to promote the idea of legacy of Roman Empire.
Ivan the Terrible was a grandson of Ivan III and Sophia and he had the blood of Byzantine
emperor. He introduced a new title for himself, which originates from Rome — the title ‘Tsar’
(meaning ‘Caesar’). So Ivan IV became ‘Tsar of all Russia’ in 1547 and used this title until
his death in 1584. He conquered Kazan, Astrakhan and Siberia, etc. and under his rule Russia
became an influential regional power. Style of Russian diplomacy and ruling system became
more and more similar to Late-Byzantine style. However, it seems that elements of the old
ruling system of the Golden Horde were more widespread in Moscow even in 16-17" centu-
ries or even later.
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to Roman emperors and pictured as Julius Caesar or Octavian Augustus, who
were the first emperors and created the ‘Roman world’ (Pax Romana).**

Modern Russia often turns to the old ideological software of the Third
Rome and the so-called ‘Byzantine type of diplomacy’*, which in some cases
drastically differs from that of Western democracies.

Conclusion

While Western media and politicians often regard Putin’s national idea (Pax
Russica) as a new phenomenon, it is actually not new. Russia’s ideology is,
to a great extent, an irrational mix of older systems — i.e. Byzantium, the
Golden Horde, the Grand Duchy of Moscow, the Slavophile legacy from the
beginning of the 20" century, the Soviet system and its ideological elements,
and some ideas from Orthodox Christianity.

Nevertheless, Putin’s state philosophy is strongly influenced by nationalism,
chauvinism, clericalism, orthodoxy, xenophobia, imperialism, and autocracy.
In addition, the whole concept is decorated with ideological inventions and
myths from the ‘glorious’ Soviet times. The Russian Orthodox Church and the
Russian state are both playing the same game as they share an important role
in all spheres of modern Russian society — education, science, media, warfare
(e.g. justification of wars, aggression), politics, economy, culture, etc.

Although Putin’s ‘new’ ideology, which has been developing in Russia
over the past decade, makes effective use of modern technologies for influ-
encing people, the Kremlin’s propaganda machine is still mostly built on

4 See Sharkov, D. 2015. Russia unveils bust of Putin as Roman emperor. 18.5.2015. <http:/
europe.newsweek.com/russia-unveils-bust-putin-roman-emperor-327425> (15.07.2015);
Koreneva, M. 2015. Russia unveils bust of Putin as Roman emperor. 17 May 2015. <http://
news.yahoo.com/russia-unveils-bust-putin-roman-emperor-175036497.html> (15.07.2015).
47 In his article ‘The Return of Byzantine Diplomacy’ historian Mart Nutt remarked: One
might argue whether there even is such a thing as a particular, clearly distinct Byzantine
diplomacy that differs from every other type. However, particular characteristics manifest
themselves during different civilisations, cultures and eras that make it possible to group and
distinguish between them, which is why I now take the risk of limiting Byzantine diplomacy
to being a phenomenon. In doing so, I do not view Byzantine diplomacy as the diplomacy
of Byzantium, but rather as a tradition of diplomacy whose legacy continues today, in the
first decades of the 21st century (Nutt 2014). We agree with the following opinion proposed
by Nutt: However, Byzantine diplomacy did get a foothold in Russia. Ivan III wanted to
make Russia the Third Rome and the legacy of Byzantium was part of this. Despite Russia’s
backwardness in other fields, its diplomacy had attained a high level of professionalism in
the Tsarist Empire (Nutt, M. 2014. The Return of Byzantine Diplomacy. — Diplomaatia, No.
130/131, June/July 2014. Foreign policy concepts, Russia).
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old traditions. It is flexible and adapts to each new situation, but has certain
weaknesses. Using a mixture of contradictory phenomena and ideas may
be an effective tool in information warfare for those who have mastered the
art, but it can easily backfire, for example, when two historical enemies —
Communist ideology and Orthodox religion — are branded as twin brothers
(see the picture below).

MNAEN KOMMUHU3MA, .n.uxnauuu
CROEDAbI, PABEHCTBA, EPATCTRBA
SKMAW EILE CPEAM YHEHHKOB XPUCTA.

OHM EECCMEPTHI !

. KTO MPOTHB KOMMSHU3MA—
iETng,,-o myﬁﬁm"m’ "' TOT HPOT"B XPHCTA,

£ OBAIATEABKHOE

S el TPOTVE WPA WA SEMAE

Picture 2. The text on poster reads: “Merry Christmas! Jesus Christ is with us! Ideas of
Communism, spiritual freedom, equality, brotherhood lived already among followers of Christ.
Whoever is against Communism, is against Christ and against peace on Earth."*®

* Source <https://scontent-ams.xx.fbcdn.net/hphotos-xft1/v/t1.0-9/10386398 11894344910828
02_7565534049252295534 n.jpg?oh=0360a7e96addfbca28eebdadceca604b&oe=55C56756>
(10.06.2015).
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2.2. A Military-Historical Retrospective of
the Identity of the Ukrainian Armed Forces

Igor Kopotin

One characteristic of the organisational culture of the armed forces is the
collectivist disciplinary model. This model is based on values that have
developed by the officers’ corps as ‘experts of violence’. Military profes-
sionalism is considered to the main value-based concept and is shaped by
military, instrumental, nationalist, and traditionalist aspects. A military (self)-
identity based on the above aspects can be seen as a type of formalism that
is the sum total of other values of individual and collective (including the
unconscious) identity. In other words, a serviceman, especially an officer,
may also be influenced by the elements of his other non-military identities,
e.g. ethnic, religious, political, sexual, or other value-based identities.*

During the civil war (1917-1921), a number of armed groupings emerged,
the most powerful of them being the Red Army, South-Russian Armed Forces
(Russian White Army), the UNR®® army, and the Galician Army. From 1991
onwards, a committee of historians formed by order of the Ukrainian Presi-
dent began studying the historical and political significance of the activities of
the Organization of Ukrainian Nationalists (OUN) and their Ukrainian Insur-
gent Army (UPA). The present-day Ukrainian armed forces share a number
of controversial military-historical traditions that have been influenced by the
historical narrative of the Red Army and the narrative of the Great Victory
of the Soviet Union in World War II (1941-1945). This is reflected in the
way military personnel are educated, military history is approached, military
symbols are used, and in the work of military museums.”'

Historical myths and elements of historical political discourse designed
by pro-Russian separatists and Russia are actively used in the Donbass

4 Weber, M. 2002. V&imu ja religiooni sotsioloogiast. Tallinn: Vagabund, pp. 97-98; Hun-
tington, S. P. 2013. Sddur ja riik. Tsiviil-militaarsuhete teooria ja poliitika. Tallinn: Riigikaitse
raamatukogu, pp. 18-22, 92-93.

% The Ukrainian People’s Republic or Ukrainian National Republic (Ukrainian: Ykpaincbka
Haponna Pecny6inika, Ukrayins’ka Narodna Respublika; abbreviated YHP, UNR).

31 TloauTHyHa cucTemMa Aast YKpaluu: icropuunuii 10cBin i BuKiIMkyu cydacHocTi. 2008.

Kuis: Hika-I{entp, pp. 920-922; Cioboasniok, M. 2012. CyxonyTHi Bificka Ykpaiuu. Icropis
Ta cuMBoIiKa 13-ro apMitickoro xopmycy. JIbBiB: Actpomnsobis, pp. 6-15; Ciio6onsiHiok, M.
2011. CyxomyTHi Bilicka Ykpainu. Icropist Ta cumBoIika 8-ro apmMilickoro kopiycy. JIbBiB:
Actpoms6is, pp. 7-18.
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conflict. These concepts coincide to some extent with Ukrainian ideas of their
common (Soviet) past with Russia. A central question is to what extent can
Russia’s historical and political measures damage the image of the Ukrainian
armed forces by taking advantage of the weaknesses of the Ukrainian mili-
tary and national identity?

With the collapse of the Soviet Union in 1991, a significant number of
Russian Army assets remained in Ukranian territory, e.g. army units (over
700 000 soldiers), as well as significant numbers of weapons (6500 tanks,
7000 armoured vehicles, 7200 pieces of artillery, 2500 tactical nuclear
weapons). The process known as Ukrainisation started with the units located
in Ukraine, especially those located in the defence command of Kyiv, Odessa,
and Carpathia. For the most part this meant the promotion of Ukrainian
symbols, and did not involve manning or training armed forces personnel.
By 2014 the Ukrainian army had lost not only its combat capability, but also
its popularity and respect in society.

A significant issue was the subdivision of the Black Sea fleet, which was
finally resolved in 1997.° Out of the 43 warships given to Ukraine, only
four ships were combat-ready by 2014. During the annexation of Crimea, the
majority of Ukrainian ships, as well as naval officers and the commander of
the Ukrainian Navy, deserted to join the Russian army. Ukraine also lost the
Naval Academy located in Sevastopol named after famous Russian Naval
commander Admiral Pavel Nakhimov.>?

Historically, the Ukrainian armed forces were established during the Revo-
lution of 1917, followed by the Ukrainisation of the southwestern Russian
front, the Romanian front, and the Black Sea Fleet.’* This process was led by
Simon Petlyura and coordinated by the Central Rada of Ukraine.” The Ukrai-
nisation of the military forces was synchronised with political developments
in Ukraine and followed a decrease in the military morale of the Russian
army. Many soldiers preferred Ukrainisation over going to war and thus
it mostly served its formal purpose. After the Treaty of Brest-Litovsk, the
Hetmanate led by Pavlo Skoropadski was established in Ukraine, which was

2 ®enmopoBbIx, A. 2007. Pasnen YeproMopckoro dioTa B nudpax u dakrax. 02.11.2007
<http://fondiv.ru/articles/3/193/> (15.07.2015).

> Boenmubiii Grot Ykpaunsl B KpeiMy nepenies Ha cTopoHy ABTOHOMHOI PecrryOnmuxmy.

*  Tunvenko, 5. 2010. Hositai 3anoposxui. Bilicka Ilenrpansnoii Paxu, 6epesens 1917
p- — xBitens 1918 p. Kuis: Temmnopa, pp. 4-5.

5 3agpa C. B. IleTJopu npo BETYN Ha Mocaly reHepajibHOIO KoMicapa BilickoBUX cnpas
Vipalun 02.11.1917. — Yipuiuscka Llentpansua Pana. Joxymenri u matepiamu. T. 1. Kuls:
Hayxosa mymka, pp. 385, 393.
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occupied by Germany and Austria-Hungary at the time.*® The officers serving
the Ukrainian army and fleet formed during that time also preferred service in
the Ukrainian army to service in a Russia that was governed by Bolsheviks.
In the chaos of World War I, the defeat of Germany and Austria-Hungary,
and the withdrawal of occupation forces from Ukraine, the Hetmanate’s rule
in Ukraine ended as it lacked the value-based link with a national ideology.
Approximately one quarter of the Ukrainian officer corps and a few units
joined the Ukrainian People’s Republic (UNR) led by the Ukrainian Directo-
rate. When the Bolsheviks invaded Ukraine, the majority of the Hetmanate’s
forces dissolved and joined the Russian White Guard.”’

The clash of the Ukrainian unit formed from university and secondary
school students with the Red Guard units invading Kyiv near Kruty®® in
January 1918 represents a special myth of Ukrainian military history. This
showed clearly that neither the regular army of the UNR nor the regular army
of the Hetmanate were morally prepared to defend Ukraine as a nation-state,
so patriotically-minded students started fighting for Ukraine instead.”

During the civil war, a number of armed groupings emerged, the most
powerful of them being the Red Army, South-Russian Armed Forces (Russian
White Army), the UNR army, and the Galician army. In addition to these,
several spontaneous Hetman gangs emerged, the biggest of them undoubt-
edly being Nestor Makhno’s anarchist army with more than 100 000 soldiers
(also known as the Ukrainian Revolutionary Insurrectionary Army and the
Gulyai-Pole Republic). A significant military force were the insurgent units
led by Otaman Nikifor Grigoryev. Grigoryev, a former Tsarist army officer,
led a division of the UNR. Afterwards he started supporting the political ideas
of Borotbists® and changed sides, joining his division with the Red Army. In
April 1919 his division organised an anti-Communist revolt, but was defeated

56 Peenr, O. II. 2013. Vkpuluscka Ilenrpansua Pana i Tumuacosuii ypsia. YHP. Terbmanar
ITaBna Cxoponaasckoro 1918 p. Bemnka Biitna 1914-1918 pp. Vkpalma. Kuls: Kiio, pp. 654,
666-372; lepsadoun, A. 1998. I'paxnanckas BoitHa B Poccum 1917-1922. HanmonanbHbie
apmuu, Mocksa: Acr, pp. 12-13.

7 Tunuenxo, 5. 2014. Biiicka ACHOBENEMOXHOTO TIaHA reThbMaHa. Apmis Ykpalucexol gep-
aBH, TpaBeHb-rpyaeHb 1918 poky. Kuis: Tempora, pp. 62—66; IMupir, P. 2011. Ykpalncrka
nepxasa 1918 poky. Kuis, pp. 256-257.

% The Battle of Kruty (Ukrainian: Biit mix Kpytamu) took place on January 29 or 30, 1918
near Kruty railway station, about 130 kilometres northeast of Kyiv. Battle of the military units
of the UNR Army against the Red Army.

¥ Boiiko, O. /1. 2008. Biii nis Kpyramu: icTopist BuBueHHs. — YKpaiHChbKuii icTOpUuHuiA
xypHai, Ne 2 (479), pp. 43-53.

% Borot’ba (Struggle) — Ukrainian Communist party, founded in 1918.
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by the Red Army. Grigoryev was shot dead by Makhno’s army. The activi-
ties of Otaman Zelyonyi (Daniil Terpilo) were similar to Grigoryev: he also
changed sides between the UNR and the Red Army.*'

In different parts of Ukraine, semi-independent republics were formed
to support different parties of the conflict. At one point the Makhno units
allied with the Red Army fought against the Whites, while somewhat later
they fought with the UNR against the Red Army. The Hladnyi Jari Republic
should be highlighted as one of the biggest ‘republics’ supporting mostly the
UNR and the Donetsk-Krivoy Rog Republic (DonKrivBas) in the Donbass
region, founded by Comrade Artyom®. Sometime later DonKrivBas joined
the Russian SFSR. In order to politically divide Ukrainians, Russia founded
the Ukrainian Red Army. The involvement of the Ukrainian socialist ‘Borob-
ists’ in the activities of the Red Army during 1919-1920 was an important
political step.*

It should be noted that during the civil war the UNR Army had control
over no more than 1/4 to 1/6 of the territory of the Ukrainian Hetmanate, the
exact size of it being extremely unclear. In addition, a relatively numerous
Galician army was formed in the territory of former Austria based on local
Ukrainians and officers of the former Austrian-Hungarian army.* The Gali-
cian army operated in cooperation with the UNR, but also with Russian
White, and for some time even as part of the Red Army. It is important to
highlight that the Galician army did not consider the Russian Red Army or
Whites as its main enemy, but Polish and Romanians, having constant ethnic
fighting with them.

Throughout the year 1920 General Baron Wrangel’s White army was
located in Crimea. As it is known the White forces fought for the ‘united

' Conmarenko, B. 2012. Tpaxanckas Boiina B Ykpaune 1917-1920. Mocksa: HoBbrit

xpoHorpad, pp. 314-315 [Coanarenko 2012]; Cepedpsixos, I. . u ap. 1979. Kpachos-
HaMmeHHbIi KueBckuii. Ouepku ucropun KpacHosnameHHOro KueBckoro BOGHHOro OKpyra
(1919-1979). Kues: M3narenpcTBO TONMUTHYECKON INTEPATyphl YKpauHsl, ¢. 23, 25-27, 35.
62 Fyodor Andreyevich Sergeyev (1883-1921), better known as Comrade Artyom (ToBaapui
Aptém), was a Russian revolutionary, organizer of a military coup-d’etat in Kharkiv and the
whole Donbass region. At the 1st congress of Soviets in Ukraine he was elected to the Cent-
ral Executive Committee of Ukraine. Comrade Artyom was a chairman of the Sovnarkom
(Soviet narodnykh kommissarov or Sovnarkom — the Council of People’s Commissars) of the
unrecognized Donetsk-Krivoy Rog Soviet Republic (1918) in Ukraine.

8 Coanarenko 2012, pp. 123124, 260.

% Mowmoaariii, I. 2008. Ykpaluncki nerionepu. ®opmysanms Ta 6okosuii miax ykpaluckux
cigoBux crpinbiiB 1914-1918 pp. Kuis: Tempora, pp. 80-81.
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and undivided Russia’ and therefore they had conflicts with the nation states
emerging in the periphery, in this case with Ukrainian and Polish people.

In conclusion, the Ukrainian revolution with the Civil War (1917-1921)
was an armed conflict between different political powers, which could be
addressed from completely different viewpoints.

After the Treaty of Riga in 1921, the current territory of Ukraine was
divided between Poland and Soviet Russia. In order to counterbalance the
Polish areas inhabited by Ukrainians, the Ukrainian SSR® was created within
the Soviet Union. The purpose of creating the Ukrainian SSR was to organise
diversionary attacks to the areas of Poland in the 1920s and thereby attract
patriotically minded Ukrainians to cooperate with the Red Army. Indeed,
many Ukrainians, after being under pressure from Poland, fled to the Soviet
Union, among them Mikhailo Grushevsky, a former chairman of the Central
Rada. As part of the policy called korenizaciya for the first time the use of
the Ukrainian language was promoted in Kharkiv, Zaporozhye and Dnepro-
petrovsk (Yekaterinoslav) regions and elsewhere in the Ukrainian SSR. The
korenizaciya ended in 1929 with collectivisation and Holodomor followed by
political terror and repressions by the civil guard.®

At the same time several ethnic Ukrainian centres emerged in Poland and
Germany with the aim to organise armed resistance to Poland and Russia and
re-establish the Ukrainian Republic. The Ukrainian nationalists’ organisation
OUN was among the most powerful of them, organising terrorist attacks
in Poland and cooperating with German intelligence units. USSR leaders
considered the activity of the OUN extremely dangerous, and therefore the
Foreign Department of GPU® organised several large-scale actions against
the Ukrainian nationalist movement, including the assassination of their
leader Konovaletsh. After that, the OUN split into two parts: supporters of
Stepan Bandera OUN (b), and supporters of Andrii Melnik — OUN (m). With
Germany’s attack on the Soviet Union on 22 June 1941, Ukrainian nationalists
became more active. Two Ukrainian intelligence battalions participated in
warfare, and with their support the Ukrainian National Republic was declared

% The Ukrainian Soviet Socialist Republic (Ukrainian SSR or UKSSR; Ukrainian: YKpa'i'Hcr;Ka
Papnsinceka Coujanicriuna Pecry6ika, Vipainceka PCP; Russian: Vkpanuckas CoBérckas

Conmanmuctnyeckas Pecriy6nuka, Vipannckas CCP).

6  Exenbunk, C. 2012. Uctopus Ykpaunsl. CTanoBIeHHe coBpeMenHoi Hamuu. Kues: KHC,

pp- 129-173. [Exenpunk 2012]

7 The State Political Directorate (also translated as the State Political Administration) of
the Russian SSR during 1922-23. Russian abbreviation GPU, (Russian: I'ocyzapcTeenHoe
nonutrdeckoe ynpasinerne npu HKBJ] PCOCP, Gosudarstvennoye politicheskoye upravlenie
under the NKVD of the RSFSR).
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in Lviv that time controlled by Germany. As a result of that the Gestapo
arrested Bandera and other leaders of the OUN (b) and put them to concentra-
tion camps. The OUN (b) formed the groups of partisans in western Ukraine,
which started working against Germans and later on against the Red Army.
The OUN (m) continued active collaboration with Germans and formed the
Waffen-SS Division “Galicia” in 1943-1944, which was defeated in heavy
combat against the Red Army in Brody.*® The OUN (b) continued fighting as
a guerrilla army called the Ukrainian Insurgent Army (UPA) led by Roman
Shukhevych.”

Starting from the Civil War many Ukrainians served in the Red Army,
made career and received recognitions, among them Stepan Saenko, the
murderer of the State Commission of Kharkiv: he murdered several hundreds
of people and afterwards was responsible for the upbringing of Soviet youth;
the USSR Marshal Semyon Timoshenko; General Chernyakhovsky; an
outstanding fighter pilot Ivan Kozhedub; General Kovpak, a well-known
leader of red partisans, and many others. There were lots of Ukrainians
among the organisers of Holodomor and among those fighting against the
UPA or collaborating with the NKVD. Bohdan Staszynski, a NKVD agent
and murderer of Stepan Bandera was also a Ukrainian by nationality.

In the newly independent Ukraine, the attitude toward its 20™ century
history was extremely controversial and complex. Over years different
approaches to history were developed in Ukrainian schools depending on the
region. Relatively little attention has been paid to the history of the Ukrainian
National Republic — one of the central themes of Ukrainian history. Instead,
the Ukrainian revolution and the activities of the Central Rada preceding the
Republic are researched. The era of the UNR is addressed relatively briefly
in grade 9. A clash of different discourses with regard to the 20" century
Ukrainian history can be witnessed in Ukrainian historical research. For
example, the attitude toward the events of 1917-1920 as a civil war and inter-
vention of foreign countries, the invasion of Soviet Russia to independent
Ukraine, and many other.

The history of the present-day Ukrainian army is generally divided into
five stages: 1991-1996 — formation, 1997-2000 — further organisation, 2001—

% Taiixe, B-I. 2014. Vkpaincbka nusisisa «amuuunay. Icropus popMyBaHHs i 60ii0BHX il
y 1943-1945 pokax. TepHomine: Manapiseus, pp. 75-83.

% OYH B 1941 poui. 2006. JoxymenTu. Yactuna 1. Kuis: HAH Yxpalnsr, pp. 273-274;
Marpuask, 1. 2015. ITepemora a6o cMepTh. YKpalHCHKHI BU3BONBHUHA pyx y 1939-1960
pokax. XapkiB: Yacomuc, pp. 444-448.
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2005 — reforms, and 20062011 — development. The processes initiated in
the Ukrainian armed forces in 2012 are called a new stage of development
and reforms. Soon after the takeover of the Soviet Army units on the 24™ of
August 1991, a large-scale downsizing of the armed forces started. By 1994,
12 thousand active servicemen left for former Soviet republics. 33 thousand
active servicemen of Ukrainian nationality returned to Estonia. By 1996
Ukraine eliminated nuclear weapons from its territory, the size of the active
force was cut by 410,000 men, 850 aircrafts and 4400 armoured vehicles
were written off. Shrinking the army continued, and by 2011 there were
only 192,000 servicemen in active service. In the 1990s, there was the lack
of laws and legal acts regulating the work of armed forces. In 1997-1999,
relevant legal acts were passed, tasks of the ministry of defence and head-
quarters, as well as issues of strategic planning, and the territorial subdivision
of the armed forces at defence command level were specified. The problem
of the Black Sea fleet was resolved. By 2005 the structure was approved
and organised into three defence commands: western, northern and southern
defence commands with their tasks and structure. Western and southern
commands are tasked with operational command.” The underfunding of the
Ukrainian armed forces’', not much respect of the armed forces in society,
inefficient conscript service, and aging of weapons, equipment and vehicles
became the main concerns.”

" MinictepcTBo 060pOHH YKpaiHH.

7' Mywnrisin, B. 2002. ®IHAHCYBAHHS 35POMHUX CUJI YKPATHU: IIPOBJIEMH TA
MEPCITIEKTUBU. — []3epkano tmwxkHs. Ykpaina, 06.09.2002. <http://gazeta.dt.ua/POLITICS/
finansuvannya_zbroynih_sil ukrayini_problemi_ta_perspektivi.html> (14.07.2015).

2" See more KORTPaKTHYI0 apMHI0 OTOBHHYJIH emmie Ha Tpu roxa. 27 gespais 2013. — Ykpa-
nHCKas npasna. <http://www.pravda.com.ua/rus/news/2013/02/27/6984502/> (5.06.2015);
ApMusi OyreT noKynars 6oJiee aeuieBble TAaHKH paau dkoHomun. 30 aprycra 2012. — Ykpa-
nHCKas npasaa. <http://www.pravda.com.ua/rus/news/2012/08/30/6971702/> (14.07.2015);
Yepe3 nsATh JeT apMus Oyaer B 2,5 paza menbe? 24 mapra 2012. — YkpauHckas npasza.
<http://www.pravda.com.ua/rus/news/2012/03/24/6961367/> (15.07.2015); Aprar, O. 2012.
YTpaueHa apmis 3100yTol nepxkaBu. — YKpaiHChKa mpaBna, lcropuuna npasna, 23.02.2012.
<http://www.istpravda.com.ua/articles/2012/02/23/74241/> (13.07.2015); lleas:xkenxo, 0.
2011. «MozaepHU3amws”’, apMusi YAHHUKOB M P03 KyIbTyphl. — YKpauHCKas npasaa, 19
anpens 2011. <http://www.pravda.com.ua/rus/columns/2011/04/19/6120997/> (15.07.2015);
Makcumenko, P. 2011. Ykpaunckas apmus: onepaius «CaMOyYHUYTOXECHHUEY». — YKpauH-
ckas npasaa, 31 mas 2011. <http://www.pravda.com.ua/rus/columns/2011/05/31/6179727/>
(15.07.2015); Apmun Henonaan 6oJiee 4 muiaauapaoB. 09 susapst 2010 — Ykpaunckas
npasna. <http://www.pravda.com.ua/rus/news/2010/01/9/4597352/> (15.07.2015).
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2.3. A Comparative Analysis of the Development
of Security Narratives in Ukraine and Russia

Holger Molder

Introduction

Contemporary security narratives reflect the public understanding of secu-
rity matters and expectations and the best way to translate this information
to a wider audience.” Arun Kundnani writes: “Narratives are the stories
we tell ourselves and others about the world in which we live.”’* Shaul R.
Shenkiv adds: “Examinations of political discourse show that it relies exten-
sively on narrative patterns. This is partly the result of the human tendency to
rely on narrative as a way of understanding the world and endowing it with
meaning.”” Conflicting narratives can cause status conflicts between inter-
national actors, especially for rising powers that want to ensure a good posi-
tion in the international system. Rationalist theories have often marginalised
questions of perceptions, beliefs, and identity that may impact narratives in a
unique, unexpected, and uncalculated way.”

The end of the Cold War changed the dominant ideas about security.”” The
Kantian security culture became a major driving force for the international
community of states, especially in the 1990s. The post-Cold War concepts
of security governance have broadened institutional and cooperative secu-
rity options, moving on from the simplifying framework of the Westphalian
nation-states and their search for military security. There are significant
cultural divergences between Russia and the West, including their defini-
tion of liberal democracy. Russia’s definition of democracy differs to some
degree from the standard Western ideal of liberal democracy. The question
the extent to which Russia shares Western democratic values is still highly
contestable as they tend to define international policy in the traditional West-

* MeLeod, L. 2013. Back to the future: Temporality and gender security narratives in Serbia. —
Security Dialogue, Vol. 44 (2), p. 166.

™ Kundnani, A. 2012. Blind Spot? Security Narratives and Far-Right Violence in Europe. —
ICCT Research Paper, June 2012.
<https://www.icct.nl/download/file/ICCT-Kundnani-Blind-Spot-June-2012.pdf>.

> Shenhav, Sh. R. 2006. Political Narratives and Political Reality. — International Political
Science Review/ Revue internationale de science politique, Vol. 27, No. 3 (July, 2006), p. 246.
* Williams, M. 2007. Culture and Security. Symbolic power and the politics of international
security. New York: Routledge, p. 44.

7 Ibid., p. ix.
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phalian terms’®, emphasising availability of spheres of influence in their secu-
rity policy narratives.

The post-Cold War environment strengthened nationalist sentiments in
former Communist countries by becoming a driving ideological force for
post-Communist societies, including Ukraine and Russia. The latest chal-
lenge to the Kantian international system initiated by Russia is manifest
through the status conflict between Ukraine and Russia in the Eastern part
of Ukraine accompanied by a value-related internal conflict between pro-
Western and pro-Russian identities in Ukraine.

The Russian narrative

Although on some counts it may be considered a democracy, Russia can
hardly pretend to be a stable liberal democracy. Authoritarian tendencies
in the country have strengthened during the second presidency of Vladimir
Putin. During that time the economic situation in the country was notably
improved due to high oil prices, and Russia has clearly demonstrated its
willingness to restore the position it once held as a superpower. The Russian
security narrative increasingly follows the spirit of Cold War competition
between the East and the West, where Russian ambitions require the country
to position itself as a competing power with the United States and the West
in the polarised world. Russia tries to overcome its international isolation
by attempting to build a Russian world that consolidates its initiatives in the
Commonwealth of Independent States and the Eurasian Economic Union.
Unlike China, which is gradually spreading its economic influence around
the world and becoming active in Latin America and Africa, Russia’s main
concern seems to be with its neighbours. Russia is promoting the concept of
the ‘near abroad’, which is closely related to the concept of ‘legitimate sphere
of influence’.

Russian narratives often evoke messianic goals that contain strong moral
judgement and opposition to what it calls ‘American imperialistic expan-
sionism’. Marcin A. Piotrowski identifies three competing geopolitical

" The Westphalian system was established with the Peace of Westphalia in 1648, after the
Thirty Year’s War (1618—1648) in Europe, which recognised that every state has sovereignty
over its territory and domestic affairs, and all states are equal under international law. Since the
1980s and early 1990s the processes of globalization, institutionalization, and enhanced inter-
dependence between states have lead to international integration and the erosion of Westpha-
lian sovereignty.
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narratives concerning Russia.”” The Westernizers give priority to Russia’s
modernisation and its cordial relations with Europe. They believe that the
West is inherently a partner of Moscow and its newly independent neighbours
against the Islamic world and China. The Great Russians base their arguments
on the ideology of the nineteenth-century Slavophiles. They believe that the
main goal of the state is the rebirth of Greater Russia and they idealise a
common eastern-Slavic state of Russians, Byelorussians and Ukrainians. The
Eurasianists base their ideology on the ideas developed by Lev Gumilev and
the post-revolutionary emigrant movement. They believe that Russia should
build a bloc of Eurasian countries that are dissatisfied with American domi-
nance and globalisation, and establish a partnership with countries such as
China, India, and Iran.*

Vladimir Putin does not have clear ideological preferences, besides of
being the leader of a great power. His ideology®' includes elements of all
three aforementioned narratives. He wants to cooperate with the West, to
establish the glory of the Russian Empire, and to be respected as a Eurasian
regional power.

Andrew Monaghan describes his ambitions: “Moscow thus considers
Russia to have a right to sit among other leading powers and have its inter-
ests and views considered, even when they differ from those of the West.”**

Conclusively, Russia does not have permanent friends in foreign policy,
but rather relies on strategic partners that are revealed by their response to
Moscow’s proposals and initiatives.* Along with other regional powers
China, India, South Africa, and Brazil, Russia has been able to raise its status
vis-a-vis US primacy within the international system and can now be iden-
tified as a rising power — a state that intends to gain recognition as a great
power in the eyes of its contemporaries.*

" Piotrowski, M. A. 2002. Russian Security Policy. — Bugajski, J.; Michalewski, M. (eds.).
Toward an Understanding of Russia: New European Perspectives. New York: Council of For-
eign Relations Press, pp. 60—61.

80 Ibid.

81 See more in Chapter 2.1.

8 Monaghan, A. 2009. Russian Foreign and Security Policy — A Strategic Overhaul? — Pano-
rama, No. 2, p. 88.

8 Ibid., p. 89.

8 Lebow, R. N. 2010. The Past and Future of War International Relations. — International Rela-
tions, Vol. 24, Issue 3, p. 243.
<http://journals.sagepub.com/doi/abs/10.1177/0047117810377277>.
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Timothy Frye examines two of the most popular explanatory narratives,
which have spread in the West concerning Russia’s attack on Ukraine. The
first one explains the hostilities with the sluggish Russian economy and
declining public approval ratings. The second narrative emphasises foreign
policy concerns that Ukraine will align itself with the West, and is becoming
an ally of the United States and NATO.* During the last several years,
Russia has been facing heightened nationalism as it attempts to establish a
patriotic spirit to fight against its foreign and domestic foes. Putin’s foreign
policy goals are closely aligned with the postulates of US neo-conservative
foreign policy — patriotism is a necessity; world government is a terrible idea;
statesmen should have the ability to accurately distinguish friend from foe;
the protection of national interests both at home and abroad; and the neces-
sity of a strong military.*® Russia attempts to increase its role in world affairs
on the basis of its national interests in a way that is reminiscent of George
W. Bush’s foreign policy doctrine."’

The Ukrainian narrative

It is more difficult to identify a single narrative for Ukraine, because the
competition between different orientations is stronger than in Russia. The
post-Cold War Ukrainian narrative manifests a pro-statehood and anti-state-
hood cleavage between Ukrainophones and Russophones. Ukrainophones
favour state- and nation-building that rely on economic and political reforms.
Russophones support the policies of returning to Eurasia.*® Currently, there
are Westernizers (Arseniy Yatsenyuk and the People’s Front, Vitaliy Klichko),
Russophiles (the Party of Regions and its spin-offs), and Ukrainian Nation-
alists (Svoboda, the Right Sector). President Petro Poroshenko is pro-Euro-
pean, but holds more pragmatic positions towards Russia than Prime Minister
Yatsenyuk. Since the dissolution of the Soviet Union, the country has been
split between Western Ukraine and its more western orientation and Eastern

% Frye, T. 2014. A Tale of Two Russian Narratives.
<http://perspectives.carnegie.org/us-russia/a-tale-of-two-russian-narratives/> (29.06.2015).
[Frye 2014]

8 Kristol, I. 2003. The Neoconservative Persuasion. — The Weekly Standard, August 25,
2003. <http://www.weeklystandard.com/Content/Public/Articles/000/000/003/000tzmlw.asp>
(30.06.2015).

8 Frye 2014.

8  Moroney, J. D. P.; Kuzio, T.; Molchanov, M. 2002. Ukrainian Foreign and Security
Policy: Theoretical and Comparative Perspectives. Westport: Pracger Publishers, p. 205.
[Moroney, Kuzio, Molchanov 2002]
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and Southern Ukraine, which are interested in retaining friendly relations
with Russia. There are historical reasons for this split; for centuries western
Ukraine was aligned with Poland and the Austrian Empire, the eastern and
southern parts were under the Russian rule and Russian language and culture
attained primacy, even among ethnic Ukrainians living in these areas. The
separatist republics of Donetsk and Luhansk identify themselves through
their special relationship with Russia and their adherence to the aforemen-
tioned Russian world.

After the dissolution of the Soviet Union, Ukraine’s security policy did
not adopt a strict Western orientation, but rather intended to build a bridge
between the West and Russia. Russia was not treated as a security threat by
the Ukrainian political elites, which is characteristic of the Baltic States or
of Georgia during the Saakashvili period, and it was generally recognised
as a friendly partner nation to Ukraine. The two countries conducted inten-
sive security- and defence-related cooperation. Personal contacts between
Ukrainian and Russian military personnel and Army units were maintained
after the dissolution of the Soviet Union. Before the current crisis, Ukraine
was passive in regard to enhancing its political ambitions towards the West
and the Western institutions, and never officially aspired to EU accession and
NATO membership.

However, Russia uses Eastern Ukraine as a stronghold for destabilising
the country and moving it away from ties with Europe. Therefore, Russia
is probably more interested in maintaining Ukraine as a satellite state in its
sphere of influence than in restoring the greater Russian Empire. Russia
produces narratives about Ukraine that are not objective and do not foster
crisis management. On June 24 2014, US Ambassador to the United Nations
Samantha Power claimed:*

...Time and again — at least 17 times since February — we have gathered here
to discuss the situation in Ukraine. And time and again, we 've had to dedicate
significant amounts of time to reviewing the efforts of Russia to destabilize its
neighbor and to refuting the bald misinformation and outright fiction about
what is happening on the ground in Ukraine. /.../ Russian rhetoric has been
inaccurate, inflammatory, and self-justifying. On June 17, just last week,
Foreign Minister Lavrov accused Ukrainian military authorities of carrying
out ‘ethnic cleansing’. Days earlier a leader in the Duma accused Ukraine of
committing ‘mass genocide’.

% Countering Russia’s False Narratives on Ukraine. — DipNote, U.S. Department of State
Official Blog. <https://blogs.state.gov/stories/2014/06/24/countering-russias-false-narratives-
ukraine> (29.06.2015).
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The escalation of tensions certainly makes an impact on Ukrainian narratives.
On February 5 2015 the Verkhovna Rada imposed a decree that restricts the
distribution of movies and TV series about the Russian armed forces that
have been released after 1991, because it calls them a threat to Ukrainian
national security.”” Ukraine’s return to Europe signifies a rejection of impe-
rial rule and Soviet totalitarianism. But, if Ukraine is fully integrated into the
so-called Eurasian space’’, becoming a part of Europe (including the Euro-
pean Union and NATO) is impossible. The civil war prompted by Russia
pushed Ukraine more strongly in the direction of Europe.

Another important issue not sufficiently covered in the analysis is Russia’s
hidden support for extremist and nationalist movements in Ukraine (e.g.
the Right Sector). The political positions of the Right Sector and the repre-
sentatives of so-called ‘Republics of Donetsk and Luhansk’ towards crisis
management in Eastern Ukraine tend to converge, since both groups reject
the Minsk Agreements. Russia’s connection with far-right nationalist move-
ments in Europe tends to be obvious.”

Conclusion

The analysis is based on a comparative inquiry into Ukranian and Russian
political narratives and it examines which perceptions have influenced the
formation of their security positions. During the crisis, the Great Russian and
Eurasianist narratives grew stronger in Russia and the Westernizers started to
lose their influence. In Ukraine, the Russophiles were gradually downplayed
after the fall of President Yanukovych and his government. The parliamentary
elections of 2014 indicate that Westernizers had significantly more public
support than Russophiles, but Ukrainian Nationalists also received marginal
support from society.

Russia is developing a particular nationalist state narrative that relies on
the country’s glorious past and its claims to become a leader of the Eurasian
nations. The Russian security narrative is a product of the aforementioned
state narrative, which prepares the nation to face military threat from the

% Mashable: Ukraine is banning films and TV shows that glorify Russia’s military. — Kyiv
Post, April 02, 2015. <http://www.kyivpost.com/content/lifestyle/mashable-ukraine-is-ban-
ning-films-and-tv-shows-that-glorify-russias-military-385189.htm1> (30.06.2015).

' Moroney, Kuzio, Molchanov 2002, p. 202.

2 Polyakova, A. 2014. Strange Bedfellows: Putin and Europe’s Far Right. — World Affairs.
September/October 2014. <http://www.worldaffairsjournal.org/article/strange-bedfellows-
putin-and-europe%E2%80%99s-far-right> (30.06.2015).
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West and consequently identifies Ukraine as a battleground in the value-
based conflict between Russia and the Western civilisation. Russia identi-
fies itself as the holder of traditional values facing Occidental decadence.
While previously Ukraine preferred to stay in the grey zone between Russia
and the West, the anti-Western attitudes have encouraged Ukraine to adopt
a more rigorous Western orientation and have actually forced the country to
distance itself from Russia’s sphere of influence. Through the destabilisa-
tion of Ukraine, it is likely that Russia intends to cause massive discontent
with Ukrainian authorities, and thus, sooner or later, return the country to the
Russian sphere of influence.

Up to the current crisis, Russian and Ukrainian security narratives
were close, or at least did not contradict each other. However, they rapidly
started to diverge during the crisis. The Western influence has grown in the
Ukrainian narratives and dramatically weakened in the Russian narratives.
Nationalist narratives have started to play a more important role in shaping
national consciousness for both nations. In the long run, social-economic
factors may cause changes for both nations — the Westernizers will return to
the Russian political landscape and the Russophiles will get more support in
Ukraine, as we saw after the Orange revolution. The worst-case scenario may
lead to the strengthening of even more extremist forces. If the West intends
to maintain its influence in Ukraine, it has to offer large-scale development
assistance, similar to the Membership Accession Plan it provides for potential
NATO candidates. Social reforms are necessary to avoid a social-economic
catastrophe, otherwise Russia will achieve its political goals in Ukraine, and
Ukraine will return to the Russian sphere of influence.
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2.4. Ukraine in Russia’s Sphere of Interests

Viadimir Sazonov, Holger Mélder, Kristiina Miitir

Before going any further in-depth with analysing the current Ukrainian
crisis”, it is essential to understand the underlying reasons for its outbreak.
Russia’s painful reaction to the events in Ukraine unfolding with the Euro-
Maidan of December 2013°* is well explained by Zbigniew Brzezinski® who
already two decades ago described Ukraine as an ‘important space on the
Eurasian chessboard’, the control over which is a prerequisite for Russia “fo
become a powerful imperial state, spanning Europe and Asia”.

Ukraine’s independence in 1991 was a shock too hard to swallow for
the patriotically minded Russian political groups as it meant a major defeat
for Moscow’s historical strategy, which attempts to exercise control over
the geopolitical space around Russia’s borders. According to Brzezinski®,
losing Ukraine decreases Russia’s ability to rule over the Black Sea region.
Crimea and Odessa have historically been important strategic access points
to the Black Sea and even to the Mediterranean through the Bosphorus strait.
Throughout history, Ukraine has always been essential to Russian nation-
building narratives.”” Ukraine holds a special place in Russian national myths
as Kyiv has traditionally been regarded as the ‘mother of all Russian cities’ —
also brought out by Russian President Vladimir Putin in his 18 March 2014
address to the members of State Duma and Federation Council.”® Therefore,
Ukraine does not only play a pivotal role in Russian geopolitical strategic
thinking, but also holds a symbolic value as the homeland of the Russian
civilisation that should not be underestimated.”

% Tpimuyk, J.; Kapun, F0.; Mamosen, K. ; T'ycapos, B. 2016. Bropxenue B Ykpauny:
Xponnka poccuiickoii arpeccuu. Kues: bpaiit Crap [1abnumuHr.

% See e.g. Komkuna, C. 2015. Maiinan. Hepackasaunas uctopus. Kues: Bpaiit Crap
[Ma6nummHr.

[Komkuna 2015]; Myxapbcknii, A. 2015. Maiinan. EBomonis nyxy. Kuis: Ham dopmar.
[Myxapbckuii 2015]

% Brzezinski, Z. 1997. The Grand Chessboard: American Primacy and Its Geostrategic
Imperatives. New York: Basic Books, p. 46. [Brzezinski 1997]

% Ibid., p. 92.

7 E.g. Exenbunk 2012,

% President of Russia 2014.

* E.g. Tpymesckwuii, M. C. 1891. Ouepk ucropuu Kuepckoii 3emmu ot cmeptu Spocnasa
1o korna XIV cronerus (Ouepks ucropin KieBckoit 3emmnn oTs cMepTH SIpociaBa 10 KoHIa
XIV cronbris). Knes: Tun. Umneparopckoro Yausepcurera CB. Brnagnmupa B. U. 3aBan-
ckoro; Iatima, @. 2013. Kro npunyman Kuesckyro Pych u ubuM yueHukoM siBiserca dunaper
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In addition to Ukraine, Russia sees Belarus and the Baltic States as part
of the Russian World (Pax Russica). However, from the Russian point of
view, the Baltic States have chosen the wrong side in the clash of civilisa-
tions.'” This is another reason why Russia perceives the Baltic States as
geopolitical puppets of the West, the civilisation that ‘dreams’ of annihilating
the so-called unique Russian Orthodox world.

After the fall of pro-Russian President Yanukovych on 22 February 2014,
the Kyiv government set on a more determined path towards integration with
the West. In Moscow, the possibility of losing Ukraine from its geopolitical
sphere of influence was seen as a catastrophic defeat'®!, probably even more
so than the collapse of the Soviet imperial system in 1991. In order to prevent
that from happening and to keep Ukraine, or at least part of Ukraine, under
its control, Russia occupied Crimea in March 2014'* and destabilised the
predominantly Russian-speaking Eastern Ukrainian regions by means of
asymmetric warfare'” — information operations, economic measures, cyber
warfare, psychological warfare, etc. on all levels. Russia has not taken any
initiative favouring international or regional crisis management, though it
would have had good tools for mediating between the Ukrainian government,
recognised by Russia, and unrecognised People’s Republics of Donetsk and
Luhansk, had those in charge so wished. Russia’s behaviour during the crisis
indicates that Russia is not interested in peace and is trying to use the current
crisis to advance its national interests by increasing its political influence as
an alternative power to the West. By destabilising Eastern Ukraine and under-
mining the peace processes, Russia also avoids taking any responsibility for
the security and well being of the mostly Russian-speaking people living in
the conflict area.

Jenucenko? — Ostkraft. Boctounoe areHctso, 15.04.2013. <http://ostkraft.ru/ru/articles/514>
(12.11.2015).

1 See Huntington, S. P. 1993. The Clash of Civilizations? — Foreign Affairs, Summer 1993,
Nr. 72.

191 Brzezinski 1997, p. 92.

12 Concerning the annexation of Crimea see Molder, H.; Sazonov, V.; Virk, R. 2014,
Krimmi liitmise ajaloolised, poliitilised ja diguslikud tagamaad. I osa. — Akadeemia 12/2014,
pp- 2148-2161. [Molder, Sazonov, Virk 2014]; Mélder, H.; Sazonov, V.; Virk, R. 2015.
Krimmi liitmise ajaloolised, poliitilised ja diguslikud tagamaad. II osa. — Akadeemia 1/2015,
pp. 1-28. [Mélder, Sazonov, Virk 2015]

1% See, for example, Rosin, K. 2015. Hiibriidsdda Ukrainas. — Eesti Kaitseviigi. 2014 aasta-
raamat. Tallinn: Kaitsevie peastaap, pp. 33-39.
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2.5.The Legal Narrative: Russia’s Claims that
Its Actions Are Lawful and Legitimate

Rene Virk

Russia continuously makes use of international law in order to justify its
actions and to legitimise the breakaway regions in Ukraine, but it also claims
that Ukraine violates the terms of international law. The Concept of the
Foreign Policy of Russian Federation (2013) emphasises that the consistent
application of international law is indispensable for orderly and mutually
beneficial international relations, and that Russia conducts its foreign policy
in accordance with international law.'*

Russia often portrays itself as a guardian of international law. The message
is that only Russia understands the original meaning of central legal instru-
ments, notably the United Nations Charter, and general principles of inter-
national law. According to Russia, others misinterpret and misuse the rules
of international law and therefore destabilise international relations, e.g. the
on-going conflict in Eastern Ukraine was begun and continues to be fuelled
by the support of the European Union and the United States.

Russia focuses on the rules that regulate and safeguard inter-state rela-
tions, e.g. sovereignty, prohibition of the use of force, prohibition of inter-
vention in internal affairs, and respect for territorial integrity. Russia often
adheres to an overly conservative understanding of these rules that avoids
the discussion of the rights and interests of individuals, and in many ways, it
shares the opinion that these rules were carved in stone (e.g. in 1945 with the
adoption of the United Nations Charter) and should not evolve over time. In
other words, when Russia and other states discuss these issues, they may be
using the same terms, but have a different understanding of them.

Although Russia’s Foreign Policy Concept gives the international law a
prominent role, it is not the only factor that governs Russia’s actions. ‘Russia
pursues an independent foreign policy guided by its national interests and
based on unconditional respect for international law’.'* It is true that a given
state’s national interests can override its obligations under international law
and the state can make a conscious choice to ignore international law when
considering its course of action — this is the inescapable reality of interna-
tional relations.

1% The role of international law is discussed in different paragraphs of the Concept of the
Foreign Policy of the Russian Federation 2013.

195 Ibid., para. 24.
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Russia acknowledges that the fundamental legal instrument of interna-
tional law is the United Nations Charter (1945). Additionally, Russia likes to
refer to such well-known documents as the Friendly Relations Declaration
(1970)' and the Helsinki Final Act (1975).'"” These sources contain univer-
sally endorsed principles such as respect for sovereignty and territorial integ-
rity, non-use of force, inviolability of borders, non-intervention and peaceful
settlement of disputes. Although Russia stresses the importance of these prin-
ciples, it has blatantly violated them in connection with Crimea and Eastern
Ukraine. When challenged by others, Russia simply denies that it has done
anything unlawful (e.g. there are no Russian armed forces in Ukraine, Russia
is not providing any assistance to ‘self-defence forces’), or tries to distract
others by repeating its propaganda narratives (e.g. someone has to support
the people who are mistreated or threatened by the pro-Western regime in
Kyiv). Such narratives carry powerful historical connotations and therefore
should hopefully end the discussion about the lawfulness of Russia’s conduct
by justifyingy, at least morally, the necessity to fight against extremism and
its equivalents.

Russia skilfully uses the mistakes of other states to defend or to justify its
own actions. Domestic discussions and textbooks of international law focus
and repeat certain events, which show how the West disrespects international
law, likes to act unilaterally (outside the authoritative collective mecha-
nisms, foremost the United Nations) and, as a result, is not trustworthy. Most
notably, these events include the NATO military operation in Kosovo (1999),
the United States invasion of Iraq (2003)'%, and the Western intervention in
Libya (2011), which eventually exceeded the Security Council’s mandate.
These actions are taken as precedents and used to defend Russian inter-
ests, despite arguments to the contrary made by the West. However, it is no
problem for Russia to abandon its long-term positions in favour of Western
positions, if these serve its interests better. In the case of Crimea, Russia
abandoned its conservative position on self-determination, presented to the
International Court of Justice in 2009 in connection with Kosovo’s unilateral

1% GA Res 2625 (XXYV), 24 October 1970.

7 Final Act, Conference on Security and Co-operation in Europe, 1 August 1975.
<http://www.osce.org/mc/39501?download=true> (30.06.2015).

1% See more Sazonov, V.; Mélder, H.; Virk, R. 2013. Kiimme aastat operatsioonist “Iraagi
vabadus”: ajalooline, poliitiline ja diguslik {ilevaade ning Iraagi tulevikuperspektiivid [Ten
Years Since the Operation “Iraqi Freedom™: Historical, Political and Legal Overview, and
Future Perspectives for Iraq]. — Ajalooline Ajakiri [The Estonian Historical Journal], Vol. 3,
pp. 405-418.



2. CLASHES BETWEEN RUSSIA AND UKRAINE: IDEOLOGIES AND POLITICS 47

declaration of sovereignty'®, and adopted the liberal position by emphasising

that the Unites States had put forward the position in the same proceedings.

When Russia claims that its actions are in accordance with international
law and the actions of other states are in violation of it, it makes no refer-
ence to specific legal sources that explain its position. Instead Russia makes
general statements that they act in accordance with international law or that
other states violate international law. It is more difficult to provide specific
rules, which actually support or prohibit particular actions. There are reoccur-
ring concepts, e.g. the protection of nationals abroad, intervention by invita-
tion, and providing ‘humanitarian’ assistance, but such concepts are either
questionable by nature or implemented controversially by Russia. When
states provide genuine humanitarian assistance, it is done openly; often in
co-operation with IOs/NGOs (e.g. the International Committee of the Red
Cross) and in a way that allows others to verify the nature of the assistance.
States are certainly free to offer humanitarian assistance, but other states are
not obliged to accept such assistance, especially if the delivery is not co-ordi-
nated with them and they cannot verify the contents of the humanitarian
convoys, as was the case with Russian ‘humanitarian assistance’ to Ukraine.

Even if Russia puts forward specific legal arguments to justify its actions,
they are used in a twisted way. The regions in Eastern Ukraine should have
the right of self-determination and potentially secede, but Ukrainians did not
have the right to force the president, who had lost people’s confidence, to
step down. Likewise, Russia claims that it respects the territorial integrity
of Ukraine, but at the same time intervenes in Eastern Ukraine, destabilises
the situation in Ukraine, and legitimises the so-called ‘People’s Republics of
Donetsk and Luhansk’ by recognising elections in these regions.

When it comes to sanctions against Russia, it maintains that the sanctions
are unlawful, as the Security Council does not impose them."'” The latter
has a legitimate right to impose general sanctions binding for all states, but
the United Nations is not the only mechanism to impose sanctions. States
and international organisations have also such rights, although not unlimited,
including retorsions and reprisals. Nevertheless, Russia strives to portray
states that have imposed sanctions against Russia as violators of international
law, and itself as the innocent victim who is subject to unfair and unlawful
coercion by the West.

19 Written Statement of the Russian Federation, para. 88. For more discussion, see Virk, R. 2014.
The Advisory Opinion on Kosovo’s Declaration of Independence: Hopes, Disappointments and
Its Relevance to Crimea. — Polish Yearbook of International Law, Vol. 34, pp. 111-127, 123-125.
10 E.g. News conference of Vladimir Putin. 18.12.2014. <http://en.kremlin.ru/events/presi-
dent/news/copy/47250> (25.06.2015).
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2.6. The Budapest Memorandum (1994)

Rene Virk

The Budapest Memorandum on Security Assurances was signed on

5 December 1994. It was done in connection with Ukraine’s accession to the

Treaty on the Non-Proliferation of Nuclear Weapons and it provides security

assurances by the United States of America, the Russian Federation, and the

United Kingdom. The signatories promised to:

* Respect the independence and sovereignty and the existing borders of
Ukraine in accordance with the principles of the Helsinki Final Act (1975);

» Refrain from the threat or use of force against the territorial integrity or
political independence of Ukraine, except in self-defence or otherwise in
accordance with the United Nations Charter;

» Refrain from using economic coercion to subordinate Ukraine to their
own interests;

* Seek immediate United Nations Security Council action to provide assis-
tance to Ukraine, if it becomes a victim of an act of aggression or an
object of a threat of aggression in which nuclear weapons are used;

» Not to use nuclear weapons against Ukraine, except in self-defence;

» Consult with one another if questions arise regarding these commitments.

It is debatable whether the memorandum is a political document or a legal
treaty.

When considering the statements made by the signatories during and in
the wake of the Ukrainian crisis, it seems that the signatories do not strictly
consider the memorandum to be biding legal treaty. Furthermore, they disa-
gree on what the exact purpose of the memorandum is. For example, United
States Ambassador Geoffrey Pyatt claimed that the memorandum was not
an agreement on security guarantees, but an agreement to respect the sover-
eignty and territorial integrity of Ukraine."" If so, it means that no one can
accuse the United States and the United Kingdom of not fulfilling their obli-
gations towards Ukraine.

Russia denies that it has violated the memorandum. Firstly, the crisis in
Ukraine is a result of complex international processes, which are unrelated to
Russia’s obligations. Secondly, due to the anti-constitutional coup, Ukraine is

I Ukraine’s forgotten security guarantee: The Budapest Memorandum. 2014. — Deut-
sche Welle, 5.12.2014. <http://www.dw.com/en/ukraines-forgotten-security-guarantee-the-
budapest-memorandum/a-18111097> (29 October 2015).
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‘a new state with which we have signed no binding agreements’.""* By using
this argument, Russia is claiming that agreements are not concluded between
States, but between governments, and agreements lose their meaning when
governments change. This is not a sound position under international law.
The memorandum speaks mostly about ‘commitment’ and only once
mentions ‘obligation’ (the ‘obligation to refrain from the threat or use of
force’ against Ukraine). The wording is not of the strongest kind. But, even if
the signatories did not intend for the memorandum to have the same effect as
a traditional legal treaty, the memorandum reaffirms matters that are other-
wise legally binding. For example, States are obliged to respect the independ-
ence and sovereignty of other States in any case. When it comes to providing
tangible security and defence assistance in case of an attack against the inde-
pendence and sovereignty of Ukraine, the memorandum is of little use.

2.7.Tools of Propaganda War in the Russian-Ukrainian Conflict
Viljar Veebel

Introduction

The propaganda war plays a growing role in the confrontation between
Russia, Ukraine, and Western countries. However, the criteria and defini-
tions of success in this war have been in constant development during the last
two years of the confrontation. The central activities of are based on the same
concepts — the demonization and deterrence of the adversary, the legitimisa-
tion of one’s own activities to the general public, and the mobilisation of the
population and promotion of political elites. In the light of public opinion
polls on the support to their respective governments and opposition to their
adversaries, all three parties have mostly reached their objectives, but should
this be considered evidence of tactical success and a sustainable strategy in
the longer run?'"

A second important aspect is related to the management of a peaceful exit
after participants achieve their goals. Or is an exit strategy part of the success
package at all? Maybe success is calculated in terms how the propaganda war
contributes to the resolution of traditional conflict.

112 V]adimir Putin answered journalists’ questions on the situation in Ukraine. 4.03.2014.
<http://en.kremlin.ru/events/president/news/20366> (29 October 2015).

'3 Veebel, V.; Markus, R. 2015a. Lessons from the EU-Russia sanctions 2014—-2015. — Baltic
Journal of Law & Politics, Vol. 8 (1), p. 191.
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To sum up, the main objectives of information campaign are
* to demonise the adversary;
* to deter and demoralise the adversary;
* to legitimize one’s own activities to the general public;
* to mobilise target populations;
* to promote one’s own political elites.

Despite the cost, it is important to combat psychological attacks for two
reasons. First, as the scale and significance of information warfare grows,
it draws attention away from the objective circumstances of the conflict,
including self-criticism and potential solutions to the conflict. Second,
distorted information, initially intended to distract opponents, may eventually
come to be believed even by the initial source of the disinformation. Once
falsehoods begin to circulate, it is difficult to limit their spread.

The components of propaganda war

A psychological war, waged by experts, can be won — regardless of ideology —
by using certain best practices. For example, a democratically elected prime
minister is just as eager to climb into a fighter jet for a photo opportunity,
as is an authoritarian president. Methods and patterns remain the same as in
conventional warfare; no matter how noble and benevolent we are deterring
and destroying the enemy is the goal of warfare. Showing empathy to one’s
opponents scores no points and has no place in history books."*

The processes of competition in an arms race and conflict escalation are
similar in both propaganda wars and conventional conflicts.'"

The initiatives of one side provide the impetus for the opponent to balance
the situation by retaliation. This urges each side to engage in pre-emptive
activities to regain the initiative''’, which inevitably refuels the confronta-
tion and moves it to the next level. Additionally, while each side tends to
see its own actions as defensive, they tend to see the opponents’ actions as
predominantly offensive, which is the key mechanism of the ever-reactive
propaganda war.

!4 Veebel, V. 2014. Will economic sanctions fulfil Baltic expectations in terms of Ukraine
and Russia? — Baltic Rim Economies, Vol. 6, p. 42.

115 Veebel, V.; Markus, R. 2015b. Wie groB sind die Aussichten auf Erfolg der Russland-
Sanktionen? — Sicherheit und Frieden, Vol. 33, p. 157.

% Veebel, V.; Markus, R. 2015c¢. Die Wirtschaftssanktionen als die Mittel der Internationalen
Druck. — Discussions on Estonian Economic Policy, Vol. 1.
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Propaganda wars can be set up initially by an open, balanced, and factual
model that reflects the reality and is not prejudiced. In such a case every
activity, whether one’s own or that of the adversary, is assessed rationally,
sensibly, and separately, and communication is not filtered or manipulated.
Facts always take precedence in this model, both in shaping positions and
accepting alternative explanations. Such a model can work when knowl-
edgeable and educated consumer of information (political elites and inter-
ested citizens) refuse to accept simplified or exaggerated solutions without
a convincing analysis. The disadvantage of this model is that it is resource-
intensive and the information that needs to be understood, and may be
massively manipulated by the adversary, can not be analysed with the speed
and skill required.

Psychological war in practice: aims and tools

When starting to lose out with the fact-based and open model in propaganda
war, a solution is often found in reconstructing (manipulating) the image of
oneself and of the enemy, allowing to retake the initiative with less (some-
times limited) resources. As a general rule, replacing an objective image on
the media with a distorted (manipulated) one is first justified by the prac-
tical need to retaliate in a deserving and operative manner, to mislead the
adversary, or with the argument that it’s more effective mobilising and moti-
vating the simple-man in the street, and besides, it was meant as a temporary
measure anyhow.'"’

In a constructed field of information during a psychological conflict, it’s
essential to set a single clear goal. To accomplish that goal, a polarised image
is created (the dark enemy vs. the forces of light); attitudes are attributed
and, finally, carefully selected facts are served with the ‘right’ attitudes.
Adherence to a clear and confident message is central to the process, as well
as keeping the initiative (truth sides with the one who says it first) and quan-
titative pressure (as many mutually corroborative messages from allies as
possible). The methods include presenting true information together with
lies, so that the consumer of the message recognises a familiar fact and then
is primed to trust the rest, which actually is manipulated information. The
reader is patronised (e.g. ‘Even a child knows that Putin is insane.’ or ‘The
Soviet Union liberated Europe from the Nazi terror.”) and the adversary is
labelled (e.g. they are ‘fascists’, ‘Nazis’, etc.). As a general rule, quantita-

" Ibid.
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tive information is not source-referenced and, in case of conflicting data,
a more favourable version is presented — if, later on, one fact or another
turns out to have been fabricated, it is suppressed. The main criterion for
producing news and press releases is conformity to the ‘right’ ideology with
right terminology. One of the keys to popularity is a clear, resolute message
and increasing confrontation with the rival parties.'®

To sum up, the main components of propaganda war are:
* Demonise:

— Ukrainians deliberately make ‘unimaginable’ excuses, Putin is char-
acterized as insane and not rational, Poroshenko characterized as
corrupted;

— Ukraine has intensified military action in the affected areas;

— The Ukrainian government wants civilians to suffer as punishment, so
the convoy might face further delays;

— The other side is corrupt.

* Legitimise, demoralise:

— There is a humanitarian catastrophe in UKR;

Russia has fulfilled all demands posed by the UKR government;
— Russia is supported by the Red Cross;
Russia fulfils its duty to protect compatriots abroad;

— Use academic experts to confirm your positions.

* Mobilise, promote political elite: Russia acts according to Christian
values.

* Promote political elite, demoralise: Putin stands above it and is merciful
to Ukrainian population; Russia is strong and does what it wants.

» Confuse: Mix the precise facts with lies to confuse the readers and abuse
their trust.

» Patronise: Tell to the readers the ‘respectful’ opinion and positions about
the situation.

* Overload with information: Give readers so many useless facts that they
do not look for additional facts themselves.’

118 Veebel, V. 2015d. From Psychological defence to Propaganda War. Riga: Latvian Institute
of International Affairs.
<http://liia.lv/en/blogs/from-psychological-defence-to-propaganda-war/>. [Veebel 2015d]
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Outcomes of propaganda war

A reconstructed information field of psychological conflict neither requires
nor involves in-depth analysis of the facts or the use of scientific methods,
as this would undermine its credibility. Instead, self-legitimising expert
opinions, presented by confident government officials or ‘bearded opinion
leaders’, glorified with fancy titles, tend to prevail. Propaganda department
essayists gather the wind under their wings, while those presenting factual
information are forced out of the media as boring sceptics, defeatists, or even
influence-agents of the enemy. The hesitant are soon paired with the enemy
(‘You 're either with us or against us!’), and a difference of opinion in one
question is considered a sign of disloyalty in others. Looking for comparative
information from alternative sources is seen dangerous and negative (‘Don ¥
be influenced by false information.”). Once labelled as opponents or scep-
tics, experts and academics that do not agree can be excluded from further
debate.'”

Political elites, who are able to differentiate between facts and slogans or
the reconstructed information field, soon lose interest in facts since slogans
facilitate gaining popularity more effectively. As a result, the simple man
in the street might easily develop the belief that the information he is given
reflects the objective reality and, despite occasional inconsistencies, the
constructed images are true. This is especially true when access to infor-
mation is limited. A reconstructed reality does not pose a problem for the
general populace as long as the news remains positive and credible to a
certain extent. If there is bread on the table and hot water in the bathroom,
there is a decreasing tendency to challenge the logic and plausibility of the
news or political elite.

What can the international community learn from Russia’s information
warfare techniques in Estonia in 2007 and Ukraine in 2014-2015? Over the
past decade, disinformation has become one of the main tools of Russian
propaganda during times of conflicts. Russian media sources label their
adversaries as ‘fascists’ or ‘criminals’. This is intended to discredit those
countries in the eyes of the West and to convince the Russian people that their
government’s actions are just. In light of this new reality, providing balanced
information sources to Russians is an important policy goal.

Europe needs to devote more financial resources within the framework of
European Neighbourhood Policy and Eastern Partnership to create balanced

% Veebel 2015d.
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sources of information that are based on facts rather than prejudice. The EU’s
recent initiative from March and June 2015 to counter Russian media propa-
ganda with ‘positive messages’ serves as a first step.'*

Conclusions

The international community faces serious challenges arising from a new
mode of information warfare, which Russia has deployed during the Russian-
Ukrainian conflict in 2014-2015. This on-going ‘propaganda war’ is the most
recent and frightening example of information warfare. It reflects a wide
array of non-military tools used to exert pressure and influence the behav-
iour of countries. When skilfully combined, disinformation, malicious attacks
on large-scale information and communication systems, and psychological
pressure can be even more dangerous than traditional weapon systems, since
they are extremely difficult to discover and combat. Today psychological
warfare involves certain ‘best practices’. Disinformation, media propaganda,
threats, and psychological techniques are used to deter or to destroy oppo-
nents. Defending against such attacks requires an open and balanced model
that is based on facts, reflects reality, and is not prejudiced. The best antidote
to information warfare is for the public to assess the conflict situation ration-
ally and individually, and to guarantee that communication is not filtered or
manipulated. Facts should take precedence, as should the assessment of alter-
native viewpoints. Knowledgeable and critical ‘consumers of news’ do not
expect simplified and exaggerated solutions. They expect a thorough analysis
of all aspects of the story. But providing this model of careful journalism is
resource-intensive.

The main threat of a gripping and gradually deepening psychological war
is that it draws attention away from the objective circumstances of a conflict,
self-criticism, and solution scenarios. In time it may sever the political
leadership from access to objective information or alternatives (Hitler had
the same problem with actual precise news from the front during WWII),
because bearers of good news, even if calibrated or distorted, are rewarded,
but critical experts are ostracised, however reliable.

The second threat of a reconstructed information field is that distorted
information meant to deter the adversary, may also be accepted at face value

120 Veebel, V; Kulu, L; Tartes, A. 2014. Conceptual Factors Behind the Low Perfomance
of the European Naighbourhood Policy. — Lithuanian Foreign Policy Review, Vol. 31, pp.
85-102.
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by the populace and eventually by the political elites. The constructed world-
view achieves supremacy over the actual circumstances. Markers to measure
information objectivity or avoid manipulated information will be seen as
unnecessary, because there is only one truth. Once the construction has been
set in motion and the wish for plausibility has been overpowered, every new
piece of news seems to drift further from the truth in comparision to the
earlier news stories.



3. CHANGING CONCEPTS OF WAR:
RUSSIA’S NEW MILITARY DOCTRINE AND
THE CONCEPT OF HYBRID WARFARE

Aarne Ermus, Karl Salum

The following chapter unveils the conceptual background for the on-going
Russian-Ukrainian conflict that began in 2014 by explaining the nature of
unconventional warfare, the role of information warfare in it, and how they
relate to the new Russian military doctrine.

Increasing our knowledge of Russian strategies in exploiting different
avenues for realising its geopolitical ambitions helps other countries, espe-
cially those neighbouring Russia, to build their own strategies for countering
these attempts. This is of utmost importance to NATO in order to enhance
its unity in the face of Russia’s possible attempts to try something similar
against, for example, the Baltic States. Over the last years these countries
have continuously faced deliberate efforts by Russia to discredit them in the
international arena.

President Vladimir Putin approved the new military doctrine of the
Russian Federation on 26 December 2014. This document takes into account
the fundamentals of other key strategy documents: the National Security
Strategy of the Russian Federation until 2020, the Concept of Foreign Policy
until 2020, the Maritime Doctrine of the Russian Federation until 2020, the
Development Strategy of the Arctic Zone of the Russian Federation, and
others.

The Chief of the Russian General Staff General Valeriy Gerasimov intro-
duced the key elements of the new military doctrine to the wider public
in January 2013."*' The new doctrine was most probably tested during the
conflict in Ukraine. In his speech'”, Gerasimov emphasised the lessons
learned from the Arab Spring and other conflicts. This was likely an attempt

12l Tepacumos, B. 2013. Ileanocts Hayku B Ilpeasunennn. — Boenno-IIpoMbIneHHBIIH
Kypbpep 8 (476), 27 despans—5 mapra 2013, pp. 2-3. <www.vpk-news.ru> (15.07.2015).
[Tepacumos 2013]

2 Ibid.
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to legitimise his views and future actions by building on what others have

done previously.

The second chapter of the Russian military doctrine defines the military
risks and threats for the Russian Federation and describes also the Russian
understanding of the characteristics of a modern military conflict. It is the
key to understand Russian official views on modern war and fighting. By this
doctrine, modern military conflicts are characterised by:

» Integrated use of military force, political, economic, informational, and
other non-military tools, implemented with extensive use of the protest
potential of the population, and special operations forces;

* Massive use of weapons systems and military technology, precision,
hypersonic weapons, electronic warfare, weapons based on new physical
principles comparable in efficiency with nuclear weapons, information
management systems, unmanned aircrafts, autonomous marine vehicles,
controlled robotic weapons, and military equipment;

» Impact on the enemy throughout the depth of its territory simultaneously
in the global information space, in the air, on land, and at sea;

» Selectivity and a high degree of destruction of objects, speed of mano-
euver and fire of troops (forces), the use of various mobile groups of
troops (forces);

* Reducing the time parameters to prepare for hostilities;

» Strengthening the centralisation and automation the command and control
of troops and weapons as a result of the transition from a strictly vertical
command and control system to the global network of automated mana-
gement systems of troops (forces) and weapons;

» The creation of a permanent war zone in the territories of warring parties;

 Participation of irregular armed groups and private military companies
in hostilities;

* The use of indirect and asymmetric methods of action;

* The use of externally funded and managed political forces and social
movements.'>

The similar approach is also seen in General Gerasimov’s statement
describing the modern military conflict as an integrated application of mili-
tary, political, economic, informational, and other powers by state or non-
state actors to achieve their political goals.'** Therefore, warfare as under-

12 <http://www.rg.ru/2014/12/30/doktrina-dok.htmI> (19.06.2015).
124 Tepacumos 2013, pp. 2-3.
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stood by Russian military leaders is not ‘... the continuation of politics by
other (military) means..." but an integral part of politics.

For Russians modern wars will be fought on all levels of an adversary’s
territory — on land, at sea, in the air and in space, as well as in the global
information space. The latter being especially important, according to the
new Russian doctrine, information superiority is essential for achieving
victory on the battlefield in a modern war.'”

The importance of non-military means in conflicts will increase dramati-
cally. According to the Russian General Staff, the ratio of non-military to
military means is expected to be 4 to 1.'*° As a result, the line between the
state of peace and the state of war will be blurred.'”’” This idea is similar to
the older Communist idea of permanent struggle.

Alongside traditional military forces, a wide variety of paramilitary,
special and insurgency forces will be used to achieve political objectives. An
important and the most visible role in fighting will be carried out by irreg-
ular military formations, private military companies and insurgency forces
with special forces supported and funded from outside. The open and visible
participation of own military forces may take part only at the final stages of
an operation to finalise the direct takeover, or if not possible/acceptable, as
peacekeeping forces.

The implementation of the doctrine will be carried out by new forms and
methods, such as:

» Military actions will start with peacetime units;

» Non-contact clashes of joint forces with high manoeuvrability;

* Annihilation of the adversary’s military and economic powers by precise
short-time strikes against military and civilian infrastructures;

* Massive use of high-precision weapons, special operation forces, weapons
based on new physical principles, and the use of armed civilians;

» Simultaneous impacts on an adversary’s military units and objects in
across the entire breadth of its territory;

» Simultaneous battles on land, at sea, in the air and space, and in the global
information space;

* The use of asymmetric and indirect methods;

+ The command of forces in a unified information space.'**

12 Yexunon, Bornanos 2013, p. 17.
126 Pepacumos 2013, pp. 2-3.

127 Ibid.

128 Ibid.
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After the publication of the new Russian military doctrine there were
numerous discussions about the Russian new generation warfare, especially
in relation to the crisis in Ukraine. Some analysts call it hybrid warfare, some
call it the full spectrum conflict, asymmetrical, unconventional, or nonlinear
warfare. At the same time, these new elements — information operations,
physical and informational provocations, the use of special operation forces,
paramilitary units, and internal oppositions, economic pressure and decep-
tion — have been part of Russian or Soviet strategies for a long time. As stated
by general Gareev:

All the time the international confrontation was implemented through the
use of different forces and methods such as intelligence, counterintelligence,
deception, manipulation, disinformation and others. Only some of our philos-
ophers think that all these non-military tools appeared today..."”

Of course, Russian/Soviet strategists have been more or less successful in
their implementation of these elements and making them work together.
The crisis in Ukraine in general, especially the takeover of Crimea shows an
increase in abilities and capabilities to implement the doctrinal views first
written down by General Gareev in 1995."

Chekinov and Bogdanov divide the new-generation war into two phases —
an opening and a closing period. The opening phase starts with an intensive
and centrally coordinated non-military campaign against a target country.
The campaign includes diplomatic, economic, ideological, psychological,
and information measures. In addition, a heavy propaganda campaign is
conducted to depress the enemy population, to disrupt the government and to
demoralise the enemy’s armed forces. The actions also include the deception
and bribing of governmental officials and members of the armed forces."!
In addition to a large-scale intelligence and information gathering, different
covert operations to create chaos and instability are launched. By the authors,
the enemy would have the main governmental and military command centres
destroyed, critical infrastructure heavily damaged to the extent of non-
governance. The second or the closing phase consists of the open entrance
of occupying forces into the country and destruction of remaining points of

' Tapees, M. 2013. Boiina ¥ BOcHHAas HayKa Ha COBPEMEHHOM 3Tare. — BoeHHo-TIpoMbII-
nernbiid Kypepep 13 (481), 3— 5 anpens 2013.

130 Gareev, M. 1998. If War Comes Tomorrow? The Contours of Future Armed Conflict.
Translated by Yakov Vladimirovich Fomenko. Abington: Routledge.

B! Yexunos, Bormanos 2013, pp. 20-21.
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resistance.'*> Chekinov and Bogdanov consider the first phase of operation
more critical and important than the concluding part. This supports Gerasi-
mov’s view that non-military means play the main role in future conflicts.

Information operations have the key role in future conflicts. According
to the Russian theorists, the war will be conducted in the two domains: in
physical and informational realms. The decisive battle is to be fought in the
latter one. Interestingly, according to Gerasimov, information means are not
clearly identified as military or non-military means.'*’

Even if the new Russian military doctrine seems to resemble a revo-
lutionary approach to warfighting, it is still old wine in a new bottle. The
Russian military thinking has always been more close to Sun Tzu’s mili-
tary thinking rather than to the Western understanding of conducting wars.
The key difference today is the Russian increased ability to carry out their
doctrinal principles successfully as it was seen in Crimea. In previous post-
Cold War conflicts, Russia employed its traditional doctrine and was not
impressively successful. Thus, Crimea may either be an exception to the
norm — or a new norm for the West to reckon with.

What can we conclude from this analysis of the new military doctrine and
Gerasimov’s views?

First, the Russian military maintains its traditional role as defender of the
homeland. Second, the key role in future conflicts has been assigned to the
Security Services and Special Forces. This was apparent in Crimea and has
been apparent in Eastern Ukraine where Russian military units have been
assigned a supportive, secondary role to the GRU/FSB.

Third, all branches of Russian government, especially the executive
branch, is even more heavily involved in the war effort than on previous
occasions. Their role is to provide the political conditions for the forces in
fight. It has to be noted, though, that while fulfilling this role today, different
branches of the Russian government have strayed of the traditional paths
of their colleagues in other countries. In support of the information warfare
campaign, it now appears that especially the executive branch has clearly
crossed the fine line between classic diplomatic ambiguity and lying.

Fourth, the term ‘hybrid warfare’ is as misleading for Western audiences
as it does not mean the same thing as the Russian term ‘new generation
warfare’. The word ‘hybrid’ derives from Latin ‘hybridae’ which means ‘a
mongrel, half breed’. Hence, hybrid warfare should be the offspring of 1)

2 Ibid., p. 22.
13 Tepacumos 2013, pp. 2-3.
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warfare as an act of execution or implementation and 2) some concept or idea
from a particular realm or sphere of life (economy, social affairs, informa-
tion etc.). In order to achieve goals or implement national interests via the
aforementioned spheres, a country may decide to utilise the ways and means
of warfare within these realms.

Perhaps one of the earliest academic uses of the term ‘hybrid warfare’ was
in 2002 by William J. Nemeth in an unpublished Naval Postgraduate School’s
master’s thesis titled ‘Future war and Chechnya: a case for hybrid warfare’'**,
which did not reach wider audiences.

The term ‘hybrid warfare’ became more public in academic literature in
2005 after an article by LtGen James N. Mattis and Frank Hoffman, ‘Future
Warfare: The Rise of Hybrid Warfare’'**131. The term did not spread until the
conflict between Lebanon and the Hezbollah in 2006, which was somewhat
mistakenly labelled as a ‘hybrid conflict’. After that conflict, ‘hybrid warfare’
was used to describe activities similar to those of unconventional warfare
as defined by the US and NATO with one clear distinction — there was no
obvious state power behind it. With the annexation of Crimea and subsequent
invasion of Eastern Ukraine, the comprehension of ‘hybrid warfare’ changed
and it was used to refer to a comprehensive approach of using military, non-
military, and non-official means to wage warfare.

There was now a clearly identified state power behind the events. When
we compare the phases of Russian new generation warfare to the phases of
US unconventional warfare, we can see many similarities (see Figure 1).

Despite apparent differences in the titles of the phases, the contents of the
Russian and US approaches are quite similar. Specifically:

» Russian subphases 1.1 and 1.2 match several activities in the US phases
1 and 2.

* Russian subphases 1.2 and 1.3 serve the same purpose as the conduct of
PsyOps in US phase 2.

» Russian subphases 1.3 and 1.4 are comparable to the PsyOps efforts of
US phase 4.

13 Nemeth, W. J. 2002. Future war and Chechnya: a case for hybrid warfare. Unpublished
master’s thesis. Naval Postgraduate School, Monterey, CA.

<http://calhoun. nps.edu/bitstream/handle/10945/5865/02Jun_Nemeth.pdf>.

135 LtGen Mattis, J. N.; Hoffman, F. 2005. Future Warfare: The Rise of Hybrid Warfare.
Naval Institute Proceedings, Nov 2005, pp 30-32. For a more thorough review see Hoff-
man, F. 2007. Conflict in the 21st century: the rise of hybrid wars. <http://www.potomacin-
stitute.org/images/stories/publications/ potomac_hybridwar_0108.pdf>.
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PHASES OF RUSSIAN NON-LINEAR WARFARE PHASES OF UNITED STATES UNCONVENTIONAL
WARFARE

Non-military asymetric warfare to

establish suitable political, economic

and military conditions (1.1.)

Special (information) operations (for
deception purposes) (1.2.)

Influence operatlons agains military
officer (1.3.)

Destabilizing operations targeting the
population; arrival of Russian militants;
subversion (1.4.)

Establishment of no-fly zones, block-
ades; extensive use of PMC-s (1.5.)

Commencement of military action
2.1)

Comprehensive military operations in
all domains (2.2.)

Mop-up operations of remaining
resistance (2.3.)

Figure 1. Comparison of the phases and sub-phases of the Russian new generation warfare
and US phases of unconventional warfare.'*

* The build-up described in the US phase 5 occurs during the Russian subp-
hases 1.2 to 1.5.

* The Russian subphase 1.5 makes the conflict and the actual forces behind
it open to the public as is the case of the US phase 6.

* The Russian subphases 2.1 and 2.2 match US phase 6.

*  Mop-up operations of the Russian subphase 2.3 are one of the measures
undertaken in the US phase 7.

Despite differences in timing and sequencing, the ways, means, and ends
of the Russian and US approaches are largely similar for such operations.
Perhaps the only major difference we can identify is that events in the first
phase may occur simultaneously with those in the second phase according
to Chekinov and Bogdanov. The US field manual stipulates that the phases

13 Yexunon, Bornanos 2013, pp. 15-22. For US doctrine, see FM 3-05.201: Special Forces
Unconventional Warfare Operations, April 2003. Headquarters, Department of the Army,
paragraph 1-12.
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should ideally occur sequentially, even though one or more may be skipped
if conditions permit.

Hence we should stop using the term ‘hybrid warfare’ and refer to the
Russian campaign in Crimea and Eastern Ukraine as unconventional warfare,
at least in Western terms of reference. The most notable difference between
Russian and US conduct of unconventional warfare is the Russia’s heavy
emphasis on information operations. When we compare Russian Special
Forces with those of the US and the vast difference in capabilities and expe-
rience between them, this makes sense. The sudden increased in focus and
reliance on information operations in the Russian military doctrine is an indi-
cator that Russia is well aware of the developing situation and has found
alternate ways and means of conducting unconventional warfare.



4. OVERVIEW OF POLITICAL
AND MILITARY EVENTS

This chapter gives an overview of the political and military conflict unfolding
in Ukraine in 2014. The events from April until December 2014 have been
divided into phases.

4.1. Political Overview

Holger Mélder, Viadimir Sazonov

The political events unfolding in Ukraine after the Vilnius Summit can be
systematised in the following way. For a detailed timeline, see Appendix 2.
The first two phases describe the events before the research period of 1 April
2014-31 December 2014, yet we include them here because they help to
decode the major events that took place during the research period.

Phase A: 21 November 2013-21 February 2014. EuroMaidan in Kiyv'’
On 21 November 2013 the Ukrainian government suspended its prepara-
tions for signing the Ukraine-European Union Association Agreement.'*®
This caused riots, civil unrest and demonstrations in Kyiv, which began on
the same day in Independence Square (Maidan Nezalezhnosti) in Kyiv.'* On
27-28 November 2013 the third Eastern Partnership Summit took place in
Vilnius."* Hundreds of anti-government protesters were killed in Kyiv during
EuroMaidan between November 2013 and February 2014. The period ends
with President Viktor Yanukovych leaving the country on 21 February 2014.

137 See more about Euromaidan — Myxapbckmii 2015; Komknna 2015.

%8 Komxuna 2015, pp. 22-23.

13 Balmforth, R. 2013. Kiev protesters gather, EU dangles aid promise. — Reuters, 12.12.2013.
<http://www.reuters.com/article/2013/12/12/us-ukraine-idUSBRE9BA04420131212>
(10.10.2017).

140 The Third Eastern Partnership Summit in Vilnius. — Lithuanian Presidency of the Council
of European Union 2013, 2.12.2013. <http://www.eu2013.1t/en/vilnius-summit> (22.10.2016).
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Phase B: 22 February 2014-1 April 2014. Annexation of Crimea'"!

On 21 February 2014 President Yanukovych signed the ‘Agreement on the
settlement of political crisis’.'** On the same day Viktor Yanukovych left
Kiev and moved to Kharkiv, some days later he was already in Moscow.
Yanukovych was removed from office by the Ukrainian parliament on
22 February 2014. Also in February, the Crimean crisis began with demon-
strations against the new Ukrainian government. Russian support of separa-
tist politics culminated in March 2014 with the annexation of Crimea by the
Russian Federation. On 21 March Vladimir Putin ratified the inclusion of two
new areas into the Russian Federation: the Republic of Crimea and the City
of Federal Importance Sevastopol.

Phase I-11: 1 April 2014-30 June 2014. Pro-Russian offensive

This phase of the conflict leads to the armed conflict. On 7 April 2014 the
so-called People’s Republic of Donetsk was declared. Militants took control
of SBU offices in Donetsk and Luhansk.

Phase I11: 1 July 2014—1 September 2014. Ukraine’s offensive

On 5 July, Slavyansk was retaken by Ukrainian forces. The battle of [lovaysk
(10.08-02.09.2014), a turning point in the war in Donbass, ended on 2
September as the Ukrainian forces withdrew from the area.

Phase IV: 24 August 2014-31 December 2014. Pro-Russian counterof-
fensive

A major offensive against Mariupol started at the end of August (24.08.2014).
The first Minsk ceasefire protocol was signed under the auspices of the OSCE
by both parties on 5 September 2014 in Minsk, but it failed.

The table below shows the four stages of the conflict during the period
under research, plus the two preceding stages (A and B) taking place between
the Vilnius Summit and the annexation of Crimea in March of 2014.

The table is followed by a summary of the military events during the four
periods. The media events are elaborated further in Chapter 5.

41" See more Molder, Sazonov, Virk 2014, Mélder, Sazonov, Virk 2015, pp. 1-28.
142 Signed by Yanukovych and the leaders of the Ukrainian parliamentary opposition.
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Table 3. Overview of the Ukrainian crisis

Phase Political events Military events Media
A 21 November 2013 - —* —*
21 February 2014
EuroMaidan
B 22 February 2014 - —* —*
1 April 2014
Annexation of Crimea
1 1 April 2014 - End of March - April
30June 2014 beginning of May Low variety of anti-
War in Donbass begins Provoking the military Ukrainian information
conflict activities
2 May - beginning of July May-June
Escalation of the military | Multitude of anti-
conflict Ukrainian attitudes and
narratives
3 1July2014 - July-September July-August
1 September 2014 Direct intervention in Multitude of anti-
Ukraine’s offensive the military conflict, Ukrainian attitudes and
changing the situation narratives
4 24 August 2014 - September-December September-December
31 December 2014 Stirring up the military Multitude of anti-
Pro-Russian conflict Ukrainian attitudes and

counteroffensive

narratives

*not analysed in the report
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4.2, Military Overview

Andrei Slabovit§

The intervention of the Russian Federation in Eastern Ukraine can be divided
into four distinct phases.

Phase I: Provoking the military conflict (end of March — beginning of
May 2014)

The first provocations were the activities of the Igor Girkin’s (Strelkov) diver-
sion group in Slavyansk and Kramatorsk on 12-14 April 2014. These included
the first armed attack on representatives of the Ukrainian government and
seizing government and civilian-military authority buildings. The group was
clearly better organised and better equipped than other pro-Russian groups
active during the same period (e.g. in Donetsk, Mariupol). It is possible that
the key individuals in the Girkin group were associated with the Russian
Federation. Bringing Cossacks to the areas of Antracyt and Krasnyi Luch.

Phase I1: Escalation of the military conflict (May — beginning of July)

Forming an assault and defence group based on local pro-Russians and
volunteers from the Russian Federation'*, and taking control of the majority
of the Donetsk and Luhansk oblasts. The Russian Federation supports its
‘volunteers’ in every possible way. They are recruited, trained, transported
to their area, and provided with armament and ammunition. The role of the
civil-military authorities of the Russian Federation mostly involves command
and coordination; however, direct military intervention by the special forces
and the participation of various specialists is also possible. It can be that
the involvement of the Russian Federation in Donetsk was no longer direct
when Girkin left Slavyansk at the beginning of July and moved to Donetsk.
Emphasis switched to the activities of the powers organised and funded by
local oligarchs (e.g. Khodakovsky’s Vostok Battalion by Rinat Akhmetov).
However, the arrival of Chechens and other volunteers from the Russian
Federation in Donetsk, as well as the first attack on the Donetsk airport on
25-26 May, were obviously directly supported by the Russian Federation.

1 However, the majority of them could be regarded as “mercenaries”: there is abundant
information about hiring former servicemen for a remarkable reward.
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Phase I1I: Direct intervention in the military conflict, changing the situ-
ation (July—September)

Since the units involving ‘volunteers’ and local pro-Russians were not able to
stop the attack on Ukrainians, there was a danger of being isolated from the
Russian Federation and isolated from each other (e.g. seizure of border areas
by Ukrainian forces, manoeuver in an area between Donetsk and Luhansk),
thus most probably Russian forces were directly involved. From July the
special forces and artillery units of the Russian Federation denied the activi-
ties of Ukrainians near the border and supported the counterattacks of pro-
Russians with everything they had to restore the situation to normal (e.g.
Zelenopolye, Saur-Mogila, the attacks were carried out from both Donetsk
and the Russian Federation). At first, the activities of the regular forces
of the Russian Army were somewhat limited, most likely in border areas
in the form of tactical battle groups of units up to the size of a company,
while the participation of specialty units (e.g. artillery, air defence, etc.) was
considerably increased. However, with the continued pressure on the part of
Ukrainians, the Russian Federation had to intervene with numerous regular
forces (battle groups of several battalions), and this became the turning point
of the conflict (the Ilovaysk battle). From that point Ukrainians had to stop
attacking and concentrated on defensive activities. Possibly, after this battle
during September, the majority of the Russian regular forces withdrew to the
Russian border.

Phase IV: Stirring up the military conflict (September—December)

After a successful operation against Ukraine in August-September, the
Russian Federation continued to support the conflict. The activities were rela-
tively similar to those of the second phase (providing equipment, armament,
and the supporting of ‘volunteers’). However, there is some evidence that
the percentage of former Russian military personnel (‘individuals on vaca-
tion’) and ‘volunteers’ coming from the Russian Federation. Compared with
August, the regular Russian forces in the form of special forces and special-
ists were less active, yet they remained active in certain places (e.g. attacks
on the Donetsk airport). Russia’s support for rebels in the form of equipment
and armaments remains high. The Russian Federation keeps training ‘volun-

teers’'** who are prepared to participate in the conflict when needed.

!4 The majority of them being reservists who retired recently or even servicemen in active
service.



5. RUSSIAN INFORMATION WARFARE
AGAINST UKRAINE I: ONLINE NEWS
AND SOCIAL MEDIA ANALYSIS

This chapter presents research findings on Russian information activities
against Ukraine based on the media analysis. The results of the interviews
are presented in Chapter 6.

5.1. Russia’s Information Warfare Against Ukraine

Vladimir Sazonov, Kristiina Miiiir

Introduction

Since 2014, during the course of the Ukraine crisis the role of actual mili-
tary interventions has remained low in comparison to different tools of
asymmetric warfare (information warfare, economic measures, cyber war,
and psychological war on all levels), often referred to as hybrid warfare.'®
Despite the recent increased usage of this term due to the Ukraine crisis, the
principles of the phenomenon it is used to describe were also characteristic
to already the Soviet military thinking. According to Andras Récz, in hybrid
war, ‘the regular military force is used mainly as a deterrent and not as a
tool of open aggression’*® in comparison to other types of war. However,
what was new in 2014, was the ‘highly effective, in many cases almost real-
time coordination of the various means employed, including political, mili-
tary, special operations and information measures’ that caught both the Kyiv
government and the West off guard in Crimea and Eastern Ukraine.'*” This
chapter focuses on one component of the unconventional or non-linear war —
information warfare.

145 For further elaboration on the ambiguity of the concept ‘hybrid warfare’, see Chapter 3.
%6 Racz, A. 2015. Russia’s Hybrid War in Ukraine: Breaking the Enemy’s Ability to Resist.
Helsinki: The Finnish Institute of International Affairs, pp. 88—89.

7 Ibid., p. 87.
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According to Ulrik Franke'*, information warfare is about achieving
goals, e.g. annexing another country, by replacing military force and blood-
shed with cleverly crafted and credibly supported messages to win over the
minds of the belligerents. However, for Russia, information warfare is not
simply an accidental choice of instruments in a diverse toolbox of weapons.
The new Russian military doctrine from December 2014'* explicitly states
that in modern warfare information superiority is essential to achieve victory
on the physical battlefield. Or, as Army General Valery Gerasimov'®, Chief
of the General Staff of the Armed Forces of Russia, explains: ‘Information
warfare opens wide asymmetric possibilities for decreasing the fighting
potential of enemy’. Russian scholars Chekinov and Bogdanov'®' use the term
strategic information warfare, which forms a vital part of supporting different
military and non-military measures (e.g. disrupting military and government
leadership, misleading the enemy, forming desirable public opinions, orga-
nising anti-government activities) aimed at decreasing the determination of
the opponent to resist.

Yevhen Fedchenko, Director of the Mohyla School of Journalism in Kyiv
and co-founder of the StopFake.org website describes the Russian state prop-
aganda:

For the Kremlin, propaganda has become an integral part of information
warfare. Throughout the past decade the Russian propaganda machine
has been structured and effectively implemented, reaching a climax during
the occupation of Crimea and the subsequent devastating war in Eastern
Ukraine. It started in 2005 with the creation of Russia Today (subsequently
RT) and every year more ‘media’ outlets are added to this global network.
Almost every week another propaganda outlet, Sputnik International, opens
a new bureau somewhere in the world, hiring qualified local journalists and
producing radio and multimedia content in almost 30 languages. According
to their website, ‘Sputnik points the way to a multipolar world that respects
every country s national interests, culture, history and traditions. This is just
one of the many examples of media outlet double-speak. In reality, their aim
is to influence global public opinion, distort reality and act as a mouthpiece
for the Kremlin."*

'8 Franke, U. 2015. War by non-military means: Understanding Russian information war-
fare. — Avdelningen for Forsvarsanalys. Stockholm: Totalf6rsvarets forskningsinstitut, p. 9.
149 Rossiyskaya Gazeta 2014.

150 Gerasimov 2013, pp. 2-3.

! Yekunos, C. I.; Bormanos, C. A. 2011. Brusnue HenpsAMBbIX AeHCTBUI Ha XapakTep
COBpEeMEHHOM BOiHBI. — BoeHnHas mbIciib (6), p. 6.

'32 Fedchenko 2015.
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Compared with the 2008 war in Georgia, when Russia misjudged the impor-
tance of information warfare'> and eventually it lost the war of narratives to
the West, Russia has learned its lessons and now pays more attention to the
role of information in the high-tech world, strategic communications, and
modern warfare.'>* In 2014, Russia’s information operations against Ukraine
played a significant part in its actions on the territory of Eastern Ukraine.'>
Nevertheless, it is important to note that the Russian information opera-
tions against Ukraine are not new. Vitalii Moroz"*®, Head of the New Media
Department at Internews Ukraine, and Tetyana Lebedeva'®’, Honorary Head
of the Independent Association of Broadcasters, point to the years 2003—
2004 when the Russian propagandists started to develop the idea of dividing
Ukraine into two or three parts. Moroz associates it with the events taking
place in Russia at the same time — the oppression of the N7V news channel
and the appearance of political technologists in the Russian media space.'*®
Some of these technologists were simultaneously hired by the team of Yanu-
kovych to work against the Ukrainian president Viktor Yushchenko (2005—
2010)."? According to Lebedeva, Russian information activities started to
appear already during the presidency of Leonid Kuchma (1994-2004), but
the impact of the ‘first Maidan’ — the Orange Revolution of 2004 — made the
Russian rulers uneasy about maintaining their influence over Ukraine.'®

13 See e.g. Niedermaier, Ana, K. (ed.) 2008. Countdown to War in Georgia. Russia’s Foreign
Policy and Media Coverage of the Conflict in South Ossetia and Abkhazia. Minneapolis: East
View Press.

'3 Ginos, N. D. 2010. The Securitization of Russian Strategic Communication. A Monograph.
School of Advanced Military Studies, United States Army Command and General Staft Col-
lege. Fort Leavenworth, Kansas, AY.

135 See e.g. Berzins, J. 2014. Russia’s New Generation Warfare in Ukraine: Implications for
Latvian Defense Policy. — Policy Paper No. 2 (April 2014). Riga: National Defence Academy
of Latvia Center for Security and Strategic Research; De Silva, R. 2015. Ukraine’s Informa-
tion Security Head Discusses Russian Propaganda Tactics. — Defence 1Q, 01.06.2015.
<http://www.defenceiq.com/defence-technology/articles/ukraine-s-information-security-head-
discusses-russ/> (15.07.2015); Galeotti, M. 2014. Hybrid War’ and ‘Little Green Men’: How
It Works, and How It Doesn’t. — Pikulicka-Wilczewska, A. Sakwa, R. (eds.) 2015. Ukraine and
Russia: People, Politics, Propaganda and Perspectives, Published by E-international Relations
(Bristol, UK), pp. 157-164; Howard, C.; Puhkov, R. 2014. Brothers Armed. Military Aspects
of the Crisis in Ukraine. Minneapolis, USA: East View Press.

13 Interview with Vitalii Moroz, carried out by Sazonov.

157 Interview with Tetyana Lebedeva, carried out by Sazonov.

'8 Interview with Moroz.

159 Ibid.

1 Interview with Lebedeva.
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Back then, Russian information operations were not as massive, aggres-
sive, influential, or visible as they are now. Dmytro Kuleba, Ambassador-at-
Large of the Ukrainian Foreign Ministry, is of the opinion that a more aggres-
sive wave of Russian information campaigns began approximately one year
before the annexation of Crimea, in 2013.'*! The way in which the process
unfolded indicates that this was a well-prepared action and Russia was mili-
tarily ready to conduct the operation in Crimea.

In the conflict in Eastern Ukraine and Crimea during 2014, Russian
information operations were used at all levels from the political level against
the state of Ukraine, its structures, and politicians, up to the military level.
According to Jolanta Darczewska'®, diplomats, politicians, political analysts,
experts, and representatives of the academic and cultural elites supported an
unprecedentedly large-scale exploitation of Russian federal television and
radio channels, newspapers, and online resources.

In Russia’s information campaigns against Ukraine, Moscow propagan-
dists use a number of different myths and narratives that are mostly related
to the Second World War, Stepan Bandera, and the Ukrainian nationalists of
the 1940s, but also refer to Nazism and violence. Additionally, they use the
images of the ‘glorious’ Soviet period. Such manipulations in the Russian
media are very common since Vladimir Putin came to power in the Russian
Federation.'®

Russia’s propaganda machine is powerful, functions well, and targets a
number of different audiences in Ukraine. It aims to disparage the Ukrainian
government and demonstrate that it is a corrupt, illegal, and fascist junta.

The Ukrainian defence forces and its volunteer units are often compared
to Einsatztruppen (executions squads), Nazis, killers, terrorists, bandits, and
servants of the Kyiv junta. Ukraine is portrayed as a failed state, or a puppet
of NATO and Western countries.

Another strong narrative promoted by Russian propagandists is the
existence of a Western conspiracy against Russia, Russians, and the Russian

16! Interview with Kuleba, carried out by Sazonov.

' Darczewska, J. 2014. The Anatomy of Russian Information Warfare the Crimean
operation, a case study. — Point of View, Number 42 (May 2014). Warsaw: Os$rodek Studiow
Wschodnich im. Marka Karpia, Centre for Eastern Studies, p. 5.

19 Lipman, M. 2009. Media Manipulation and Political Control in Russia. — Carnegie
Moscow Center. <http://carnegie.ru/2009/02/03/media-manipulation-and-political-control-
in-russia-pub-37199>.
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World.'®* Western politicians are depicted as cowardly and double-faced
people who support killing civilians in Ukraine, especially children.'®®

5.2. A Comparative Overview of Online News
Kristiina Muitir

Analysis of the three online news channels — Komsomolskaya Pravda (KP),
Regnum, and TV Zvezda — revealed a range of approaches used in Russian
information campaigns to construct a negative image of Ukraine. Although
the three channels under scrutiny do not represent the entire spectrum of the
Russian media, the study nevertheless shows how an anti-Ukrainian approach
can take different stylistic forms and rely on various nuances. By using
different channels with different approaches, Russia’s information warfare
manages to cater for different audiences with different tastes and needs for
media consumption.

As to the genre, each of the channels can be characterised by a different
style of broadcast (see Figure 2). While KP uses the greatest variety of
different journalistic genres, it is 7V Zvezda that spreads the word predomi-
nantly in the form of news.

Therefore, while TV Zvezda focuses on the newsworthiness of different
events and fast facts (whether or not they are actually true), KP takes it one
step further by also providing its readers with conclusions and interpretations
by going in-depth with interviews, reports, and opinion pieces in addition to
classical news stories.

Regnum has adopted an interesting approach by relying mostly on two
genres — news and statements. The statements are mostly quotations from
various politicians, officials, and institutions that are used to gain additional
credibility by relying on the external authority of prominent figures.

The list of main topics (see Figure 3) is dominated by different war-
related events — combat activities, violence, and terrorism. Since the focus
of the study was on the military aspects of the on-going crisis, this is to be
expected.

164 See e.g. Kou, A.; Cremun, JI. 2014. Ononuenen u3 Agranucrana: Jiusus, Cupus, Mpax...
Bac, pycckux, okpyxatoT. — Komcomonbckas npasaa, 20.11.2014. <http://kompravda.eu/
daily/26310.3/3188038> (22.06.2016).
1 See e.g. Tyxanuna, O. 2014. TTouemy 3anan Berynaercs 3a Ilyccu Paifort, a He 3a MEPTBBIX
neouyek u3 Jlyrancka. — Komcomonbckas mpaena, 24.9.2014. <http://kompravda.eu/
daily/26273.7/3150573/> (22.06.2016).
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Figure 2. Genres of the articles analysed

The presence of the participants in the conflict on the ground — Ukrainian and
separatist armed forces, as well as prisoners of war (POWSs) — is less preva-
lent. Nevertheless, in KP and TV Zvezda, the Ukrainian armed forces are still
the third most common topic. These two outlets pay considerably less atten-
tion to the separatist armed forces. In Regnum, on the other hand, the armed
forces, whether Ukrainian or separatist, figure equally little.

Of the three outlets surveyed, it is Regnum that focuses most on the
political aspects of the conflict by including stories that deal with the
Ukrainian government, the West’s interference in Ukraine, and Russia. These
topics also appear in 7V Zvezda, but to a lesser extent. Interestingly, they are
virtually non-existent in KP.

Topics concerning the separatists — the so-called Donetsk and Luhansk
People’s Republics (DPR/LPR), Novorossiya, and Crimea — are present to
only a very small degree as main topics across all three outlets. This shows
that while reporting the military aspects of the crisis, even if the articles
deal with Eastern Ukraine, the main focus was on specific events (battles,
shootings, violence etc.) rather than on broader questions, e.g. legal recogni-
tion of the separatist entities.
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Figure 3. Main topics of the articles in KP, Regnum, TV Zvezda

All in all, it is KP that stands out with the narrowest range of topics, concen-
trating largely on the events on the ground, and leaving the political aspects
of the crisis in the background. Regnum and TV Zvezda have a more even
distribution of main topics.

When it comes to a breakdown of the main topics across the four phases of
the conflict (as specified in Chapter 4), the overall trend is that the first phase
(April 2014 — provoking the military conflict) can be distinguished from the
phases II-1V, which correspond to the direct military conflict (see Appendix
4, Figure 15-19). The various attitudes present in the articles do not display
any major trends throughout phases II-1V, except for the appearance of
certain time-specific events in the media (e.g. MH17 plane crash, the Minsk
peace talks, and ‘humanitarian convoys’).

KP stands out by focusing exclusively on topics related to combat activi-
ties and separatist armed forces (see Appendix 4, Figure 15) during Phase
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I. During Phases II and 111, the relative share of topics related to combat
activities and terrorism is the highest in KP across all outlets, which coincides
with the most acute phases of the military conflict (see Appendix 4, Figure
16—18) and is in line with our expectations. The selection of the main topics
is the widest in Phase IV (see Appendix 4, Figure 18). This illustrates how
the Russian information campaigns against Ukraine grow broader in scope.

In terms of geographic contextualisation (see Figures 4-6), the three
news channels also exhibit different focuses.

KP treats the crisis most ‘locally’. References to Eastern Ukraine and
the different entities in that region — the DNR, Donbass, LNR — dominate.
In comparison to the other outlets KP publishes the least number of refer-
ences to the whole of Ukraine. KP concentrates on Kyiv, mostly in the form
of stories about the Eastern regions being in opposition to the policies of the
new government.

The frequency and scope of geographical/geopolitical references in
Regnum and TV Zvezda is considerably higher, therefore showing more of
the ‘big picture’. Regnum and TV Zvezda mention Ukraine the most. Regarding
the different possible territorial entities in Eastern Ukraine, they refer mostly to
the DNR, followed by Donbass. TV Zvezda and Regnum also bring in Russia,
the West, and the USA/NATO, which remain largely untouched by KP.
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Figures 4-6. Geographic contextualisation of the Ukraine crisis in the articles



78 KRISTIINA MUUR

Contrary to expectation, the temporal contextualisation (see Figure 7) of
the stories was predominantly present-centred. KP did not make a single
reference to past events.

On a few occasions TV Zvezda referred to the events of the recent past,
starting from the EuroMaidan.

Regnum used the widest selection of references to historical events,
including WWII and the Soviet period, but the share of articles referring to
past events did not account for more than 10 per cent of the overall number
of articles examined.

Therefore, the parallels that are often drawn between Ukraine and Nazi
Germany do not come in the form of references to the actual events of the
past. Instead, they appear in the form of labels used to describe target groups
in Ukraine.

The news outlets also differ in terms of sources used (see Figure 8). KP
relies mostly on the Russian media and different groups of people involved
in the events. The categories most often referred to are other Russian media
outlets, participants/civilians among separatists, separatist soldiers, and
Ukrainian soldiers.

number of articles KOMSOMOLSKAYA PRAVDA
Present time 128

Recentpast ()

REGNUM
Present time 126
Recent past ' 2
1991—2003' 2
1945-1991 . 3
wwil [ 4
Soviet Ukraine
1922-1939
TV ZVEZDA
Present time 141

Recent past | 4

Annexation of 1
Crimea

wWw il |1

Figure 7. Temporal contextualisation of the Ukraine crisis in the articles
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Figure 8. Most popular sources referred to in the articles

Komsomolskaya Pravda

58

0

Regnum relies mostly on experts and authorities. Ukrainian and Western poli-
ticians and institutions, the Russian media, and Russian experts/analysts top
their list of sources.

The list of sources used by TV Zvezda is the most varied and includes
Ukrainian politicians and institutions, the Russian media, and separatist and
Western politicians/institutions.

TV Zvezda mostly relies on political figures and institutions as sources
(see Figure 9). While Poroshenko is the most often cited individual politician
in TV Zvezda and KP, Regnum refers mostly to Putin. While Putin is shown
as being critical towards Ukraine, the outlets are critical towards Poroshenko
for a wide array of grievances. Lavrov is also somewhat visible — mostly
with regard to his statements in international organisations — but references to
Yatsenyuk, Shoigu, and Yanukovych are rare. Interestingly, Medvedev is not
referred to even once in any of the outlets. Quotes from ministries and their
spokespeople provide the greatest number of references to other politicians
in Ukraine and Russia.

John Kerry and Anders Fogh Rasmussen figure most as individual Western
politicians, mostly in the context of USA/NATO interference in Ukraine,
together with references to different ministries and their spokespersons.
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Figure 9. Politicians and official institutions referred to the most in the articles

Different target groups in Ukraine — soldiers, army leadership, and the
government (see Figure 10—12) — receive the most diverse and critical treat-
ment by KP.

While TV Zvezda and Regnum only compare the Ukrainian government
with Nazis, KP extends this judgement to the Ukrainian army and its leader-
ship as well. In general KP is the most judgemental of the three.

é 250 [~ - not mentioned
é ] - no judgement
® 5 |- N
200 I - other negative
— - russophobia
150 - - - violence
100 = - - execution squads
=
30~ - belittling
AN
— - - positive
oL O
Komsomolskaya Regnum TV Zvezda
Pravda

Figure 10. Attitude of the articles towards the Ukrainian armed forces'®

1% Including volunteers.



5. RUSSIAN INFORMATION WARFARE AGAINST UKRAINE | 81

£ 200 -
= 150 - - not mentioned
- no judgement
100 — - other negative

- fascists

50 —

against Russia
ol - interference in Ukraine
Komsomolskaya Pravda Regnum TV Zvezda

Figure 11. Attitude of the articles towards the command authorities of the Ukrainian
armed forces — most mentioned
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Figure 12. Attitude of the articles towards the Ukrainian government — most mentioned
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In many cases Regnum and TV Zvezda simply present events in a neutral-
looking manner, whether or not the facts they use are actually true, but do
not draw explicit conclusions and are, therefore, more reserved in their style.

TV Zvezda pays much less attention to the leadership of the Ukrainian
army in comparison with Ukrainian soldiers and government, and also when
compared to the other outlets.

Throughout the period under scrutiny, it is phase I (April — provoking
the military conflict) that stands out in terms of portraying the Ukrainian
armed forces and its volunteers (see Appendix 4, Figure 19). This is evident
by the highest share of non-judgemental articles (KP, Regnum) and the lowest
number of articles to mention the Ukrainian armed forces (TV Zvezda) in
comparison to the later phases.

The overall picture of different labels and keywords used about the
Ukrainian armed forces also becomes more diverse during phases I[I-IV
(direct military conflict) across all outlets as the demonisation of Ukraine
intensifies (see Appendix 4, Figures 20-23).

In terms of change in attitudes towards the Ukrainian government
regarding the different phases of the conflict, the greatest difference comes
into play when associating the government with violence against its people.
Similarly to previous categories, the change also becomes evident when
comparing the first phase with the later ones (see Appendix 4, Figures 23-27).

While TV Zvezda remained relatively modest about the Ukrainian armed
forces in April when compared to the other outlets, then it is in April when
TV Zvezda associates the government the most with violence.

TV Zvezda argues less for acts of violence during the later phases while
KP, on the other hand, increases its use of this narrative. The selection of
narratives used by KP also widens with time, while Regnum and TV Zvezda
display more fluctuation.

The West gets considerably less attention in all three outlets than Ukraine,
whether in the form of USA/NATO, Europe/EU, or as a whole (see Figures
13—15). Across all of these categories, the West figures mostly in Regnum,
despite half of those articles actually not making any explicit judgements.
While TV Zvezda focuses on the West’s involvement in Ukraine, then Regnum
and KP also bring in the narrative of the West’s involvement in Ukraine as
provocation against Russia.

Interestingly, the USA/NATO, which are depicted as the major Western
adversaries, are treated roughly the same way throughout the entire period
under research. No significant change in tonality towards the USA/NATO
can be observed throughout the four phases (see Appendix 4, Figures 27-31).
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Figure 13. Attitude of the articles towards USA/NATO — most mentioned
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Figure 14. Attitude of the articles towards Europe/EU — most mentioned
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Figure 15. Attitude of the articles towards the West as a whole -most mentioned

5.3. Komsomolskaya Pravda

Viadimir Sazonov

Komsomolskaya Pravda (KP), established in 1925 in Soviet Union, is one
of the oldest newspapers in Russia. The Komsomolskaya Pravda Publishing
House does not only have online and print outlets, but also owns a radio
channel.'”’

KP is still well respected among the Russian audience and is very influen-
tial not only in Russia, but has also in Ukraine (especially in Eastern Ukraine),
Moldova, Belarus, and in other countries with large Russian diasporas,
including the Baltic States.'®® It is published in altogether 53 countries: 11
in the CIS and 42 in the rest of the world.'” The overall circulation of the
entire Komsomolskaya Pravda Publishing House comprises 46.1 million
copies per month; the kp.ru web portal is visited by more than 20 million

167 <http://www.kp.ru/radio/>.

1% See Komcomonbcekas Mpagaa, <http://www.kp.ru>; Komcomonnckas Ipasaa B Ykpa-
uHe, <www.kp.ua>; Komcomoanckas [IpaBaa: Ceepnasi EBpona, <www.kompravda.eu>;
Komcomoanckas [Ipasaa B Moanose, <http://www.kp.md>.

19 <http://advert.kp.ru/Files/20150901122913.pdf>. However, the list of CIS countries also
includes the Georgian breakaway territories of Abkhazia and South Ossetia, recognised as
independent by Russia.
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people a month.'” The headquarters of KP are located in Moscow, but it has
several offices across the country. KP gathers information through its own
correspondents, affiliated agencies, and partners.'”" Importantly, the ranks of
‘journalists’ working for KP have historically included numerous spies from
the Soviet intelligence services and the KGB, especially during Soviet times.
Even in the 1990s, KP had about a dozen foreign correspondents, of whom
only one was not related to the intelligence services.'”

In total, the research comprised 128 articles examined using the coding
manual. The majority of articles were news stories, followed by statements,
but there were also many opinion pieces, interviews and reportages.'”

KP, like Regnum, often refers to soft propaganda mechanisms and
methods, but it relies more heavily on aggressive and emotional rhetoric
incriminating the Ukrainian state, its army and army volunteers in different
crimes and misdeeds — e.g. crimes against humanity, genocide, interna-
tional terrorism, torturing and murdering civilians, as well as chauvinism,
the discrimination of Russian-speaking people, nationalism, xenophobia,
and fascism.'™ The most frequent negative narrative used by KP associated
the Ukrainian government with violence and terrorism against its people.
The Ukrainian government was accused of ordering the killing of Russian-
speaking people in KP news stories, and genocide was referred to as the
Ukrainian state policy. For example, one article describes how the Investiga-
tions Committee of the Russian Federation started a criminal case against the
Ukrainian armed forces, which had killed over 2,500 civilians.'”> Another
article stated that ‘the Ukrainian TV channel Hromadske TV announces the
planned killing of at least 1.5 million Novorossiyans.”'"®

During the entire year of 2014, especially since the annexation of Crimea
in April 2014, KP continuously depicted the Ukrainian government and poli-

170 See <http://www.kp.ru/about/>; see also <http://www.chel.kp.ru/daily/24213.4/416227/>;
<http://mediaguide.ru/?p=house&house_id=04>.

1 AO «M]1 «Komcomonbckas npasaay. <http://www.kp.ru> (05.07.2015).

1”2 Earley 2009, p. 244.

1> Additional 50 articles were examined qualitatively to illustrate the case studies of MH17
and the so-called humanitarian convoys, see further in Appendix 2.

7% For a more detailed overview how Komsomolskaya Pravda portrays Ukraine, see Appen-
dix 3.

17> Tpummn, A. 2014. OOBIKHOBEHHBIH TeHOIM T «BhICIIee PYKOBOACTBO YKpaWHBI MPUKa-
3BIBAJIO YHUUTOXKATh PYCCKOSI3BIYHBIX». — KoMcomonbckas npasaa, 29.09.2014. <http://kom-
pravda.eu/daily/26288.5/3166244/> (22.06.2016).

176 Pécnec, O. 2014. Ykpo-HanucTCKuii 10X0TpoH. — Komcomonsckas Ipasaa, 2.09.2014.
<http://kompravda.cu/daily/26276/3154284>.
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ticians, governmental organisations, the defence forces and its volunteers as
Russophobes, Nazis, liars, and criminals.'”” The West (the USA, NATO, and
Europe) is sometimes, but not often, referred to as fascists trying to anni-
hilate the Russian World who use the Ukrainians as puppets in the global
information and economic war against Russia. Sometimes KP gives negative
information about NATO’s ‘interventions’ and ‘provocations’ in the Donbass
conflict and in Ukraine generally.'” Maidan and the conflict in Donbass are
allegedly nothing more than Western provocations against Russia. Other
times, KP choses a Western country and then creates an illusion of this
country being directly involved in the Ukrainian crisis — for example Sweden
‘sent soldiers to Ukraine near Poltava’.'” This is a reference to the famous
battle of Poltava that took place on 27 June 1709 near Poltava (Ukraine).
This was a decisive Russia victory over the Swedish army during the Great
Northern War (1700-1721).

KP pays close attention to the Ukrainian government, usually in a nega-
tive way. Roughly one quarter of the articles from the entire data sample
showed the Ukrainian government as illegitimate and corrupt. Kyiv is
labelled as junta together with the Ukrainian army, and the army leaders are
pictured as blind followers of the junta.

Another popular topic is the misdeeds, crimes, inefficiency, and incapa-
bility of the Ukrainian armed forces, volunteers, and their commanders.
Numerous articles in Komsomolskaya Pravda refer to violence, e.g. against
people of Donbass. Many articles deal with executions, killings and the
torture of Russian-speaking people by Ukrainian forces and volunteers.'*

More than 10 per cent of the whole data sample portrayed the Ukrainian
government and armed forces as fascists or Nazis.

7 Mankun, A. 2014, AKTHBHCT «GOIOTHOTO JIBHKEHHS», BEPHYBIIICH ¢ YKpauHbl: « Thl Kak
3Haelb, Jlema, HO 9To peanbHbIi Qamm3m». — Komcomornbckas npaezaa, 30.09. 2014.
<http://kompravda.eu/daily/26288/3166866>.

8 s, B. 2014, Crenxop «KII»: B /IHP He sxenatot Bunets y ceds congat HATO. — Pagno
«Komcomonnsckas npasaa», 7.10.2014. <http://kompravda.eu/daily/26291.5/3169107/>; Bapa-
HOB, A. 2014. Packporot nu CIIIA «BOeHHBIH 30HTHK» Haj YkpauHoi? — Komcomonbckas
npasna, 28.07.2014. <http://kompravda.eu/daily/26261.5/3140138/>; Mopckasi mexora
CHIA Boicagniach B Kuese. — Komcomonbckas npagia, 26.02.2014. <http://kompravda.eu/
daily/26200.4/3086371/>.

17 Apxanreanckuii, M. 2915. IlIsenckue connarsl OTIpasisores nox Ioarasy? — Komco-
MoJbCKast mpasaa, 15.05.2015. <http://kompravda.eu/daily/26381/3259838/>.

180 E.g. Kou. A. 2014 «Buu Tynoii CTOpoHO# TONOpa 110 MOYKaM...» 3anaHas IpaBo3alliTHAS
opranusanus ooHaponoBaia (akTsl 3BepcTB B JloHOacce kapareneil n3 6aranboHa « Almapy. —
Komcomonsckas mpasna, 24.09.2014. <http://kompravda.eu/daily/26286/3164117/>.
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The Ukrainian army is often associated with the Nazis and their war
crimes, and depicted as execution sqads (‘karateli’) who rape and kill women,
children, etc."™ An article concerning the Ukrainian subunit Tornado estab-
lishing a 360 degree defence perimiter calls Ukrainian soldiers Nazis-perverts
(see Picture 3)."*? Ukrainian soldiers are also portrayed as homosexuals who
do not want to fight in battles.

The humiliation and belittling of Ukrainian soldiers and their leaders is
common. KP journalists often call the Ukrainian army and their volunteers
criminals, rapists, drug addicts, alcoholics, robbers, and cowards who taunt
and torture women, children, and the elderly."® The Ukrainian armed forces
are pictured as revolting due to grave conditions in the army and Ukrainian
soldiers do not want to shoot civilians.'™ One article claims that ‘ The moral
conditions of the Ukrainian army make us more and more concerned. But
the moral condition of army authorities is laughter through tears’.'"> KP
attempts to show that the Ukrainian army is governed by violence and chaos,
hunger and illnesses. During the escalation of the conflict in Donbass, espe-
cially before the mobilisation of Ukrainians, Komsomolskaya Pravda regu-
larly published news of deserters from the Ukrainian army, hundreds and
thousands of soldiers leaving the army en masse to go to the Russian side.'*®

KP refers to opinions regarding to the Ukrainian crisis from different
European countries, also from Eastern Europe (including former Soviet
republics). The style is rather emotional especially in statements, report-
ages and opinion pieces. KP opinion pieces are pro-Russian. Zakharchenko

181 E.g. B narepe kapareseii moa JoHeKoM HALLIH TeJ1a 3BePCKH YOUTBIX JKEHIIMH, —
<http://kompravda.eu/daily/26285/3163684/>; HosukoBa A. 2014. Ononuenust: B paiione
nucinokanuy 6aransona Hanrsapanu nponanu 6e3 Bectu noutu 400 xeHmnmH. — KomcoMons-
ckas mpasna, 31.102.2014. <http://www.kp.ru/online/news/1885285/>; CoopuukoBa, B.
2014. B [loHeuke kaparenu yOHIN IBOUX JETEi Ha MIKOJIHHOM CTaguoHe. — Komcomobckast
npasna, 6.11.2014. <http://kompravda.eu/daily/26304.4/3182699/>.

182 Boiiko, A. 2014. Hauuctei-u3BpanieHipl U3 yKpauHCKOro mnozpasaeneHust « TopHamo»
3aHsUIH KpyTroByIo 06opoHy. — KoMmcomonbckast npasna, 19.06.2014.
<http://kompravda.eu/daily/26395.4/3272387/>.

18 E.g. Bapanen, B. 2014. «KoMcoMonka» y3Hada HMeHa (POHTOBMKOB, KOTOPHIX OIpa-
Ounm ykpauHckue congarsl. — KomcoMonbekas npasaa, 26.9.2014. <http://kompravda.eu/
daily/26287/3165405/>; 13, B. 2014. YkpauHckast apMusi OTKpbLIa OTOHb MO0 CBOUM K€ COJI-
naram. — Komcomonbckast pasna, 17.10.2014. <http://kompravda.eu/daily/26296/3174231>.
'8 B ykpannckoii apmuu Hauaauch GynTol. — Komcomonsckas npasaa, 23.04.2014.
<http://kompravda.eu/daily/26223/3106716>.

185 Ibid.

18 Cremmn, JI. 2014. Croa 6ou noxt JloHenkoM: apMust YKpauHBI Mepelia B OTCTyTLe-
nue. — Komcomonsckas npasna, 3.6.2014. <http://kompravda.eu/daily/26389/3267064/>.
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and Igor Girkin (Strelkov), leaders of the so-called ‘People’s Republics of
Donetsk and Luhansk’, receive very favourable treatment. Along with the
separatist combatants they are described as heroes fighting against the evil
Nazis and terrorists.
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Yutan cBeXuin Homep
RSS | MOBILE | SGNEKTPOKHUIN

1 CentnGpna Ne 98

@ ©0TO & BUOED BCEOKN KOMNEKUWMWM PAOMO KM PEKNAMA  CHELUNPOEKTBI  KOHKYPCbhl M TECTbl MNPt

| Typuam MCcTOpKA COBPEMEHHOCTH COOTEYECTBEHHMKM

QbwecTeO [powncluecTBuA 3p00poBbe ‘ 3Beap

YKPaMHCKMi KpU3HC
Anexcanap BOMKO ( ¥ AlexBoykoKP) (19 Wious, 00:50

Pycnan OHuwge

HaLI,VICTbI-I/ISBpaLI.IeHLIbI N3 YKPanHCKOro
nogpasaesieHuA «TopHa.u,o» 3aHANN
KPYroBYO OOOPOHY [isicispises

Picture 3. ‘Nazis-perverts of the Ukrainian subunit Tornado established a 360 degree
defence’ (Source: Komsomolskaya Pravda)

The majority of news, statements, reports, and interviews in KP are loaded
with strong judgement and play on emotions. Most of them are written in a
relatively simple manner, using primitive propaganda methods. The share of
neutral-looking articles that do not include direct accusations is quite low —
less than 15 per cent. However, some of the neutral articles still manage to
take an implicitly negative stance. Several articles present opinion pieces by
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different experts, analysts and politicians from Russia, Ukraine and the West
in order to increase the authority of the content. KP sometimes refers to criti-
cism against Ukraine by respected Western outlets.

When military operations were in an active phase (battle of Ilovaysk,
in Donetsk airport, Mariupol etc.) and also in the case of MH17 or when
Ukrainians started mobilisation, Komsomolskaya Pravda became more active
in its usage of aggressive rhetoric against the Ukrainian army, volunteers, and
government, in order to create panic or hysteria among the Russian-speaking
audience in Ukraine, but also in Russia.

No doubt, Komsomolskaya Pravda is a powerful instrument of Russia’s
information warfare and has played an important role in spreading anti-
Ukrainian views. This was also confirmed by several Ukrainian media
experts, with whom interviews were carried out in May 2015 in Kyiv."*’

5.4.1.A. Regnum
Holger Molder

The Regnum News Agency is a Russian non-governmental federal informa-
tion agency, which gathers information through its own correspondents,
affiliated agencies and partners. They focus on news from Russia and its
so-called near abroad.'®® According to Livelnternet.ru, the monthly audience
is more than 4.3 million people.'® Vigen Akopyan, the former editor-in-chief
of Regnum, has declared that the agency will oppose Russian investments in
any country, whose politics are hostile to Russia or which support the rehabil-
itation of fascism. "** Regnum is also known for its anti-Baltics activity. For
example, in 2010 it published a memorandum of the principles of Russia’s
politics towards Estonia.'”! The aim of the memorandum was to persuade the
Russian government to continue its anti-Estonian policy (for a more detailed

187 See more in chapter 6. Russia’s Information Warfare Against Ukraine II: Influences on the
Armed Forces of Ukraine. Based on Interviews in Ukraine (May—June 2015).

188 Regnum — uadopmanronnoe arearctso. (04.07.2015).

18 See more <http://www.liveinternet.ru/stat/regnum.ru/>.

" MudopmarenTcTBo «Pernym» He CTaHET PeKJIAMHPOBATL JCTOHMIO JaKe 32 JeHbIH. —
Baltija.eu. <http://baltija.eu/news/read/25568> (04.07.2015).

Y1 O6mecTBeHHBI MemopaHayM 0 NPUHIMIAX NOJUTHKU Poccuu B oTHOIIEHHH DCTO-
aun (saBapb 2010). — IToxpo6rocTH. <http://www.regnum.ru/news/polit/1243064.htmI>
(15.01.2010).
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overview see the 2010 Yearbook of the Estonian Security Police). The memo-
randum accused the Russian Ministry of Foreign Affairs of the attempts to
improve their relations with Estonia, Russian businessmen being mostly to
blame for that. It required to maintain its strict foreign policy. The aggressive
style of Regnum towards Estonia continued afterwards.'*?

Nonetheless, the style used by Regnum is more restrained compared with
the style of newspapers and they use also Ukrainian and Western sources
for balancing Russian and pro-Russian channels in their routine work of
news-building. There are no colourful metaphors for labelling the Ukrainian
armed forces — just siloviki'®* is probably most frequently used for indicating
the Ukrainian fighters in the Eastern Ukraine. Regnum usually refers to soft
propaganda mechanisms, which puts emphasis on facts and does not provoke
emotions. In total, the research involved 148 articles, the majority of them
were news or news related to statements made by somebody on the Ukrainian
crisis. The minority of articles were opinion pieces, interviews and report-
ages. They continue to follow the Ukrainian events on a normal basis, not
focusing its special attention on the Ukrainian crisis.

The majority of news is given without judgement. Regnum often refers to
opinions from different Eastern European countries (including former Soviet
republics) regarding the Ukrainian crisis. They paid attention to the attitudes
especially in Poland, Baltic countries, Moldova and Georgia. The style of
certain authors is emotionally loaded in opinion pieces. Opinion pieces are
overwhelmingly pro-Russian or at least neutral and do not demonstrate criti-
cism towards the Russian government.

Regnum also turns to Ukrainian and Western analysts that have critical
views of the Ukrainian authorities or experts from other CIS countries that
may produce opinions favourable for Russia. However, in the opinion-
building Regnum usually avoids direct disparagement of opponents. There
can be found indirect belittling, which makes the Ukrainian authorities
responsible for the violence and human catastrophe in the Eastern Ukraine
and describes the Ukrainian crisis as a conflict between the Western and
Russian civilisation, where the Ukrainian authorities are the puppets of the
West. At the same time, Regnum avoids calling the Ukrainian authorities
and armed forces fascists or criminals, or using other extreme expressions to

192 Kaitsepolitseiamet. Aastaraamat 2010, pp. 8-9.

<https://www.kapo.ee/cms-data/ text/38/44/files/kapo-aastaraamat-2010-est.pdf>.
Kaitsepolitseiamet. Aastaraamat 2013, p. 9.
<https://www.kapo.ee/cms-data/_text/38/44/files/kaitsepolitsei-aastaraamat-2013.pdf>.

193 “Persons of force”, representatives of the security or military services.
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describe them. Military activities (i.e. battles, direct clashes between armed
units) are usually given fact-based without judgement.

Local news often describes the situation in different places of Ukraine,
including Crimea and the so-called Republics of Donetsk and Luhansk.
Moreover, Regnum often produces news, how Ukrainian war refugees have
been settled in Russia and other humanitarian issues related to the crisis.

5.5.TV Zvezda
Kristiina Miitir

TV Zvezda is a nationwide Russian TV network owned by the Russian
Ministry of Defence. Therefore, it was of special interest for this research
project. Although primarily a TV channel, the study analysed the online news
published on the TV Zvezda website. Altogether 142 articles were analysed.

Similarly to Regnum, the style used by TV Zvezda is more restrained
compared to KP in terms of portraying the crisis. The vast majority of the
articles were news stories as opposed to a wider selection of genres in the
two other outlets. As news stories, the articles were heavily present-centred
with less than 5% of the stories referring to past events. Although the Russian
information campaigns often rely on drawing parallels between Ukraine
and Nazi Germany, these associations were largely missing in 7V Zvezda,
whether referring to past events or describing the Ukrainian government,
army, or army leadership. Although the term karateli (execution squads) was
sometimes used, the frequency was low. The most negatively loaded expres-
sion commonly used for the Ukrainian army was siloviki.

Another feature characteristic of TV Zvezda is a significantly more thor-
ough geographical contextualisation of the stories in terms of frequency.
While KP remained rather Ukraine-centred, then 7V Zvezda and Regnum
also included the West as a counterpart into their information campaigns. The
latter was done mostly by referring to events, speeches, and statements from
the international arena — the USA, NATO, the UN — which also included the
topic of the West providing financial or military support for Ukraine.

Regardless of whether the content was factually correct, the format of news
stories included references to different sources. In comparison with the other
two outlets, references to political figures and institutions were used more
often, but official documents were not referred to at all. While the articles and
sources quoted by TV Zvezda remained stylistically reserved, more colourful
descriptions and negative judgements were brought in when occasionally
quoting civilians. On the political level, bolder statements about Ukraine
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appeared when referring to statements made by Russian Foreign Minister
Lavrov or Russian diplomats in the international arena. John Kerry and Anders
Fogh Rasmussen were the most often mentioned figures from the West; this
mostly happened in the context of the alleged interference of the USA/NATO
in Ukraine. While TV Zvezda refrains from openly attacking high-level politi-
cians, it does allow a considerably more critical approach when it comes to
statements made by spokespersons for different institutions. For example, US
State Department spokesperson Marie Harf is readily described as making
unfounded accusations against Russia on the subject of war crimes'*.

When it comes to portraying different groups of adversaries — Ukrainian
military and government institutions, and the West — TV Zvezda adopted
more subtle methods of conveying its messages. 7V Zvezda mostly targets
the Ukrainian armed forces and the government as ‘enemies’ within Ukraine.
The Ukrainian army leadership does not appear in almost any of the stories.
Half of the articles dealing with the Ukrainian army and government convey
negative attitudes, mostly associating them with various acts of violence and
terrorism within the country. The remainder of the stories describe events
without any explicit judgement, thus seemingly leaving it to the readers
to draw conclusions for themselves. At first glance, the news stories seem
to follow the logic of solid journalistic production — referring to sources,
avoiding the extravagant display of emotions, using reserved language.
Nevertheless, when looked upon as a whole, the anti-Ukrainian stance
becomes apparent.

Also, TV Zvezda has its ways of ‘helping’ the reader reach an anti-
Ukrainian point of view. One ways is choice of illustrative photos. For
instance, a news story with a headline about Poroshenko checking the readi-
ness of the troops in the special operations zones is paired with a photograph
showing Poroshenko holding a pair of rubber boots (see Picture 4).'” As a
result, the article can easily succeed in giving a discrediting impression of
Ukraine — whether targeted specifically at the military supplies of the army,
the ability of Poroshenko or the Ukrainian government to provide that to the
troops, or contributing generally to the overall negative tonality.

1% Tocnen CIIA 6e3ocHoBaTeabHO 00BMHUJI PoccHIO B BOGHHOM NpeCcTyIJIEHHH. —
3Be3na, 26 utons 2014. <http://tvzvezda.ru/news/vstrane_i_mire/content/201407260011-1tmz.
htm>.

1 ITopomenko NpoBOAUT NPOBEPKY G0EroTOBHOCTH BOICK B 30HE CIELONEPALHA. —
3Be3na, 10 okTsi6ps 2014.

<http://tvzvezda.ru/news/vstrane i _mire/content/201410101914-yjur.htm>.
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"% BCTPAHE U MUPE

10 okTRbps 2014, 19:14
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Mpe3uaeHT YkpauHbl MMeTp [MOpPOWEHKO Hayan npoBepKy G0eroTOBHOCTM
CWIOBWMKOE B 30He cneuonepauum. O6 3Tom coobwaet npecc-cnyxOa
aAMMHMCTPALMM YKDaWHCKOrO npe3uaeHTa 10 okTabpa.

Picture 4. Poroshenko checking the military preparedness of troops in the special opera-
tions zone (Source: TV Zvezda)

Another example is choosing a title that implies far-reaching conclusions
than the content of the story that follows justifies. For example, an article
is published under the headline ‘German troops preparing to be deployed
to Ukraine’ (see Picture 5)."° Upon reading the article it becomes clear that
‘Germans troops’ means 200 soldiers securing OSCE observers according to
the Minsk agreements. Nevertheless, before reading to understand, the reader
may have already imagined something significantly more large-scale.

1% Tepmanckue BOCKa TOTOBSITCA K OTHPaBKe Ha YKpauHy. — 3Be3na, 4 okrsops 2014,
<http://tvzvezda.ru/news/vstrane i _mire/content/201410040212-8ujh.htm>.
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lepMaHckue Boiicka byayT BECKOpe OTNPaBNEHbl HA BOCTOK YKPaWHbI.
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cobniodeHe pexnMa NpeKkpalleHa orHA B 30-KUNoMeTpoBoi
«BydepHon zoHe» KoHdnwkTa. 06 3ToMm NKweT razeta Bild.

Picture 5. ‘German troops preparing to be deployed to Ukraine’ (Source: TV Zvezda)

Another subtle way of constructing a negative image of the Ukrainian army
is to report a brutal crime against innocent people and then casually mention
that a Ukrainian army base happens to be located in the same town (see
Picture 6)."” Indeed, technically the article does not accuse anyone but it
does require a conscious effort in critical thinking on behalf of the reader not
to associate these two separate statements.

17 Tena 286 xenuun o6Hapyxkensl nog Kpacuoapmeiickom. — 3Be3na, 31 oxradps 2014.
<http://tvzvezda.ru/news/vstrane i _mire/content/201410311222-k3zy.htm>. The main body of
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3a nocnejgHee BpemMAa B paloHe ropofa KpacHoapmedcka JoHelkon
obnacti Goink obHapyxeHsl Tena 286 XeHwWH, 06 3ToM CO CChiNKOR Ha
npeMbep-MUHMCTPa CaMOMNpoBO3rNaWeHHol  JoHeLKoH HapoaHo#n
Pecnybnukn Anekcangpa 3axapuyeHko coobwaeT PWA HoBocTu. Boero
nponaewwrmMK 6e3 BecTW Ha TeppuTopun AHP uncnunucs 400 yenoBek B
BospacTe oT 18 go 25 net.

«[MoyTkn 400 eHwwH B Bo3pacte oT 18 go 25 neT nponanv B
KpacHoapmelcke De3s BecTW, rAe pacKeBapTUpoBaH BaTanboH «<[Henp- 1.
286 Ten #eHwwWH Bbimkv obHapymedn  Bokpyr KpacHoapmeRcka
WZHACWNOBaHHBIMU®, - LIMTHUPYET 33xapuyeHKo areHTCTEO.

Picture 6. Bodies of 286 women found near Krasnoarmeysk (Source: TV Zvezda)

the article says: “Bodies of 286 women were recently found in a district of the Krasnoarmeysk
town in the Donetsk oblast. This was reported by RIA Novosti with reference to the Prime
Minister of the self-proclaimed People’s Republic of Donetsk Alexander Zakharchenko. Alto-
gether, 400 people aged 18 to 25 have been reported missing on the territory of DPR. Nearly
400 women aged 18 to 25 years went missing in Krasnoarmeysk, where the battalion ‘Dnepr-
1’ is quartered. 286 bodies of women were found around Krasnoarmeysk raped’, — the agency
quotes Zakharchenko.”
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When it comes to constructing an image of the West, it is mostly the US and
NATO that are depicted as the enemy. Europe and the EU do not figure nearly
as much and abstract references to the West are rare. Interestingly, while 7V
Zvezda is the most thorough of the three media outlets analysed in terms of
geographic contextualisation, it does not argue that the West intentionally
stages provocations against Russia as Regnum and KP do on occasion. TV
Zvezda mostly argues that the USA/NATO are interfering in Ukrainian matters.

5.6. RIA Novosti

Valeria Jakobson

Ria Novosti is a nationwide Russian news agency, which originates from
Sovinfrmbyro (1941-1961) and APN (Agentstvo Pechati Novosti 1961—
1990). It has belonged to the state since 1993 and has been a part of the state
corporation Russia Today since December 2013'*®, The study analysed news
items published online: 152 units for 2014 and 204 for 2015, with a total of
356 articles.

The style used by Ria Novosti is closer to Regnum and TV Zvezda than
to Komsomolskaya Pravda, in terms of the topics and vocabulary used in
portraying the Ukrainian crisis. It is interesting that many of the news items do
have sources, but no author. The journalist behind the text remains nameless.

The genre structure is quite specific in comparison to previous channels. It
must be said that it is often difficult to define the genre, as many items have
characteristics of several genres, so a key feature of this channel is genre
vagueness. Nevertheless, the authors of the study have classified 42% of the
coded materials as news (150 articles), 27% as reportages (95 articles), 23%
as statements (84 articles), and 8% as features and others (27 articles). Again,
the news items are mainly so-called “widened news”, as the traditional news
piece (who? what? where? when?) is usually followed by a text of the same
amount or more which puts the event into the wider context of ‘Kiev power
aggression against the population of Donbass, who are not satisfied with
the February putsch’. This paragraph is repeated regularly from 31.08.2014
to 27.12.2015 (and likely continues, although the selection studied did not
include 2016).

198 See <https://ria.ru/docs/about/ria_history.htmI>
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Kuesckue enacmu ¢ anpens npogoosm ma 60cmoxe YKpaunvl cuiogyio
onepayuio, HANPAGIEHHYI0O NPOMUE HEDOBONbHLIX (espanbCcKum
eocnepesopomom dicumenei JJonbacca. Io ungpopmayuu OOH, ¢ cepedunvi
anpens no 27 aeeycma nHa Yxpaune youmul 6onee 2,5 muicauu Mupmvix
Jicumeneti, okoio 6 moicay panenvl.'”

This context is repeated in different texts, with a growing number of victims
(over 9000 killed by the end of 2015). It is likely that this context becomes
more important than the current event. This method is used not only in news
items, but in all genres and it has a “cumulative effect”: when certain infor-
mation is repeated many times, it becomes a fact, providing a framework for
the interpretation of other facts.

The articles are mainly focused on the present; the past is mentioned only
as a background or for comparison in 21 article (5,8%). World War 11 was
mentioned only in 6 articles (less than 2%). The comparison of Ukrainian
power with fascists belongs to prime-minister of Crimea Aksjonov>” and
some Western journalists and antifascists®'. In four of the articles, US poli-
tics in Ukraine and in Middle-Eastern countries were compared with fascism
and former US President Obama with Hitler. These views were mainly articu-
lated by various Western experts or left-wing politicians and once by the
Russian Foreign Affairs Minister, Mr. Lavrov.

Furthermore, in 11 articles (3%) Ukrainian army soldiers are called
fascists and in 14 articles (4%) karateli. Such semantically-colored words
are usually used by DNR or LNR officials, military or civilian, while Russian
officials and military usually avoid name-calling and try to remain within the
frames of politically correct terminology. As in other sources, the term most
often used for the Ukrainian army was siloviki.

It should be noted that the Ukrainian government is repeatedly blamed
for organizing the war in Ukraine. In every third article (119), the ‘non-legit-
imate’ character of the Ukrainian government is mentioned. In 13% of the
articles (47), the Ukrainian government is directly blamed for organizing war,
terrorism, and fratricidal war in Donbass.

19 Since April 2014, Kiev authorities have been carrying out military operations in the East of
Ukraine directed against Donbass residents, who disagreed with the February coup. According
to UN data, from mid-April to 27 August, more than 2.5 thousand civilians were killed and
approximately 6000 injured in Ukraine.

20 AKCeHOB: BJIACTH YKpauHbl, HAYaB BOiiHY ¢ HAPOAOM, YNoA06uIMCch pamucTam. — Ria
Novosti, 22.06.2014. <https://ria.ru/world/20140622/1013073793.htm1> (01.09.2017).

' AnTH(AMHCTHI He MyCTHIIN POTOBLICTABKY 0 «Teposix ATO» B IlonmuTexankym Apun. —
Ria Novosti, 16.11.2014. <https://ria.ru/world/20141116/1033495175.htmI> (01.09.2017).
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(ofxosneno: 13:08 03.08.2014) o © 231409 alm 1287 o oas

1 Z.

CTopoHHukm asikedna MNpaesiii cextop. ApxmeHoe doTo

© PMA HosocTi. Anexcangp Makcumenko | MepeidTi B doToBaHk

FnaBa agMMUHWMCTpPaLMM KpynHeidllero npogcotosa Benmkobputanum Unite the
Union 3Hapto Mioppaii pelunTenbHO oCyan YKpanHcKkoe NpaBUTeNbCTBO,
cKasaB, YTO ero No/MTUKa "HanpaBneHa Ha uctpebneHre cBoero co6cTBEeHHOTO
Hapoga".

The general ideological construction is that this is NATO/US provocation
against Russia and Russian-speaking people, committed via state coup in
Ukraine. Forty-three articles (12%) mentioned Western or NATO provocation
in Ukraine, and 29 articles (8%) say that it is NATO or Western provocation
against Russia. This conflict is connected with Western sanctions against
Russia. A cruel joke has appeared in Russian folk discourse that the US and
Russia will continue the war in Donbass until the last Ukrainian dies.

CIIA ucnonvzyiom kongnukm Ha Yxkpaune 015 npooudicenus CeouUx coocm-
gennvlx ‘‘cmpamezuveckux unmepecos 8 Eepone u Eepazuu”, cuumaem
amepuranckutl scypuanucm Cmueen Jlenoman./.../ B amux yensx, ¢ mouxu
3penust asmopa mamepuana, CLLIA akmusHo ucnonw3yom 60enHblil KOHDAUKM
6 [{onbacce, noooepocusas u 0asice nOOWpsisi KUEBCKYIO Azpeccuio 8 pecuoHe.
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JKypunanucm yeepen, umo Ilenmazon ckpeimo cnoncupyem u npedocmasisem
opyacue ykpaunckoti apmuu.”**

Civilians of Donbass are portrayed as the main victims of the conflict in 58%
of the articles (206). Ukrainians are mentioned as victims of the conflict in
13% of the articles (46). A significant amount of attention is drawn to the
sufferings of the victims — civilians and refugees. In connection with the
refugees, the role of Russia in their reception and assistance measures is
emphasized. Humanitarian convoys are described within this framework of
humantarian assistance to starving and homeless inhabitants of Donbass.

There are several types of casualties that are also mentioned. These are 1)
children; 2) orthodox churches and priests; and 3) the environment. This is
important, because among the audience there is a growing number of people
who distance themselves from politics since they do not expect to read the
truth anyway.””> Humanitarian values, such as children’s well-being, religion
or spirituality, and environmental protection, are usually very important to
this audience, so some articles target this particular group.

A ne eepio, umo Ha xpam moe cayuaino bvims 6powen cHapso. /.../ A 3uaio,
Kakotl 31000U neluiym me, kmo K Haweil Ilepxeu ne npunaonexcum. U ne
UCKTIOYEHO, YMO YesCh 8 IMON XPaM, OHU YETUTUCH 60 6CEX HAC, 80 6¢10 Pych
Csamyio, 60 gcio Pycy ucmopuueckyro, 8 Komopyo MHO2OKPAMHO YeIULUC
Ha npomscenuu éceti nawel ucmopuu’, — 3aséun nampuapx Kupunn®®

FOz0-60cmok Ykpaunsl naxooumcs na epanu mexmo2eHHol Kamacmpoul.
JIrobotl 3a600 unu gabpuka, a ux 30ecb 0KOIO Yemblpex Mmulcsd, MOJCEm

22 Global Research: CIIIA nanpsimyo ynpapJsiioT konduinkrom B Jlonoacce. — Ria Nov-
osti, 25.01.2015. <https://ria.ru/world/20150125/1044223327 . htmI> (01.09.2017). “’The US
uses the conflict in Ukraine to promote their own ‘strategic interests in Europe and Eurasia’,
says the American journalist Steven Landman ./... / With this aim, from the point of view of
the author of the material, the United States actively uses the military conflict in the Donbass,
supporting Kiev aggression in the region. The journalist asserts that the Pentagon secretly
sponsors and provides weapons to the Ukrainian army.”

25 Doherty, J.; Kaljurand, R. 2015. Estonia’s “Virtual Russian World”: The Influence of
Russian Media on Estonia’s Russian Speakers. — RKK/ICDS Analysis. October 2015. <https://
www.icds.ee/fileadmin/media/icds.ee/failid/Jill_Dougherty Riina Kaljurand - Estonia s
Virtual Russian World_.pdf>.

24 Tlarpuapx: monaganue cHapsaa B xpam JoHenkoii 00JacTu He ciy4aiiHocThb. — Ria
Novosti, 24.08.2014. <https://ria.ru/religion/20140824/1021250300.htmI> (01.09.2017). “I do
not believe that the church could be bombed accidentally. /... / I know what hatred feel those
who do not belong to our church. They are not only aiming at the church, they were aiming at
all of us, Holy Russia, all historical Russia in general, which repeatedly happened throughout
our history”, the Patriarch said.
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631ememsb HA 8030YX U3-3A Henpekpawarowuxcs 6oes./.../ om asapuil Ha
npombluLIeHHbIX npednpuamusx Jonbacca mozym nocmpadams 6ce coceonue
cmpanvl Espocorosa u Poccus.™

One of the special features of this propaganda is combining classical methods
(labelling, opposition, semantically-colored words) with more subtle ones
(structuring the text to bring more attention to the background than the facts,
repetition of statements, cumulative effect, targeting specific audiences, etc).

A key method of producing credibility here is the selection of sources of
information. The most acute critics of the Ukrainian government and army
and the US/NATO usually do not come from Russian officials directly. As for
military actions (bombing, shooting, etc), they are heavily criticized mostly
by local civilians, priests and officials (i.e. witnesses, deserving more trust
than those who are away from the front). As for blaming NATO and the US
for fueling the conflict, using it in its own interest against Russia, military
support of Ukrainian troops, etc, Western experts and journalists are often
quoted, thus adding credibility to the information. So the selection of sources
is also well thought out and works as a subtle method of propaganda.

As on TV Zvezda, the Ukrainian army leadership does not appear in
almost any of the stories. Negative evaluations of the Ukrainian army appear
only in 24 articles (7%). Ukrainian soldiers are mainly portrayed in these
articles as being low on morale, undisciplined, poorly equipped, and prone
to robbery, violence and desertion. It is repeated that the management of the
armed forces abandoned poorly equipped and hungry soldiers to their fate. In
fact, these assertions give an implicit message to the Ukrainian soldiers who
read this source (targeting a specific audience again): You are abandoned by
your cowardly and thieving bosses and suffer deprivation and risk your life
for NATO/USA interests.

More than half of the articles dealing with the Ukrainian army and govern-
ment refrain from labelling, but still refer to acts of violence and terrorism.
Ria Novosti depicts the Ukrainian army in a similar style as 7V Zvezda.

25 Orpasiennas sxushb Jonéacca: *Ctupon’ u apyrue karactpodbl. — Ria Novosti,
14.08.2014. <https://ria.ru/radio/20140814/1019980325.html> (01.09.2017). South-East Ukraine
is on the edge of man-made disaster. Any plant or factory, and there are about four thousand of
them, may blow up because of the ongoing fighting. /.../ all neighboring countries of the EU
and Russia could be affected by accidents at industrial enterprises in Donbass.
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YKpanHCKMX BOE€HHbIX Ha JLoHbacc
oTnpaBNAlOT B Kackax BpemeH BOB

Tema:

(obHosnero: 22:40 22.06.2014 0 18456 162 16

© REUTERS/ Baz Ratner

BoeHHocAyXallMe o4HOro U3 6aTaNbOHOB TePPUTOPUAaNnbHOA 060poHbI
YKpauHbl Nepef oTNPaBKoi B 30HY NpoBefeHUs TaK HasblBaeMoi
AHTUTeppOPUCTUYECKOI onepaLl Ha BOCTOKe CTPaHbl paccKasanuy o
HeyZloBNeTEOPUTEIbHOW BOGHHOM NOAroTOBKE U OTCYTCTEMU HeobXoAMMOoii
aMYHULIUW, TEXHUKW U CPefiCTE CBA3N.

One more thing worth noting is that following negotiations or agreements that
have been reached, another ideological construction appears: the government
and the army try to fulfil the agreements, but there are nationalists/volun-
teers who do not obey presidential/army commands, start provocations, break
agreements, commit crimes against peaceful inhabitants, etc.

All these constructions promote the concept of a weak, dependent,
controlled from the outside, unsustainable state, which is breaking apart and
will not survive without considering Russia’s political interests.
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5.7.Social Media

Kristiina Miitir

The Facebook study is based on a single public group, Hayuoranvro-
Ocsobooumenvroe Jeusxcenue — the National Liberation Movement, which
unites political forces who support the ‘territorial integrity of Russia’ and
whose aim is to ‘re-establish the sovereignty lost in 1991°.2%

Level of public engagement in debates

Despite the popular assumption that the almighty Facebook and Russian
troll factories rule the hearts and minds of people simply due to the massive
influx of information, our results provide arguments for more research into
the actual reception and influence of these messages. For example, one of the
initially unexpected results of the study was the lack of public engagement
and passivity of the group. Although the frequency of new postings in the
group was relatively high, the number of individuals actually writing posts
in the data sample was very limited and relied mostly on a few activists even
though the study looked at postings from almost every day. In most cases
the posts were also limited to sharing photos, videos, and links from other
sources. The number of original texts was very small. Furthermore, the reac-
tion from other members in the group remained passive. More than half of
the posts received no comments or likes. Only about 10% of the posts under
scrutiny received any comments at all. Less than half of all posts received any
likes, and those that did, got a maximum of two or three. Whether or not it
was orchestrated by trolls, the group seemed to serve as a channel for a top-
down flow of information. Since these messages did not engage the audience
in any immediate visible way, the possible long-term impact of these infor-
mation activities could depend mostly on the repetition of certain messages.

The content of the information activities

Considering the aims of the National Liberation Movement, the messages
in the group were unsurprisingly mostly contextualised around the clash
between Russia and West, with the Ukraine crisis being the most acute
example. The list of topics was topped by Russia and the West, and followed

26 See HOJ/I: HauuoHa/IbHO-0CBOGOIMTEIbLHOE IUBKEHHE,
<http://rusnod.ru/index/o-dvizhenii/>.(01.09.2017).
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by the combat and terror activities perpetrated by the Ukrainian government
(for a set of more extravagant examples of these topics, see Pictures 7—11).

The content of the posts relating to the Ukraine crisis was of a more general
nature, providing overviews and generalised information, not focusing on
specific events. For example, posts regarding the MH17 catastrophe and the
Minsk peace talks were virtually non-existent. Similarly, almost no refer-
ences were made to Maidan (or AntiMaidan). The study did not include the
content of the videos or links shared.

Contrary to our expectations and similarly to the results of the online news
analysis, the content of the Facebook posts was present-centred and references
to historical events, especially to WWII, were rare. Less than 5% of the stories
contained references to WWII. The same applied to the Soviet period and
even the events related to the on-going crisis, such as the Vilnius summit or
the annexation of Crimea. The sources referred to were most often either links
to Russian press of other social media sources. In the case of social media,
YouTube videos were frequently shared (very often these were videos from
other Russian or separatist news channels), Vkontakte also figured to a lesser
extent. Many of the videos were no longer available due to copyright issues
or accounts being closed. Therefore, we can assume that some sort of coun-
termeasures to Russian information warfare are being carried out.

When it comes to constructing the enemy, two categories emerged —
Ukraine and the West. The Ukrainian government received much more
attention than the Ukrainian armed forces or the army leadership. However,
the share of posts mentioning the Ukraine government was only about one
quarter of the overall amount of posts. While the parallels with the WWII did
not prevail in the stories when referring to past events, associations with the
Nazis and Third Reich were often used to characterise the Ukraine govern-
ment. Two other common characterisations associated the Ukrainian govern-
ment with violence (occupation, genocide, terrorism etc.) in Eastern Ukraine
and portrayed the Kyiv government as puppets of the West, mostly the US.
The Ukrainian armed forces were mostly associated with the war atrocities.

As for the West, it is mostly the USA/NATO that are identified as the
enemy. Europe/EU figure considerably less, and generalisations about the
Western world as the enemy are rare. Again, the share of stories actually
dealing with any of these groups is not high. The USA/NATO figure in
almost one quarter of the posts, the highest share overall. The USA/NATO
were mostly depicted as engaging in confrontation with Russia or interfering
in Ukraine, which was often regarded as indirect provocation of Russia. The
most radical line of thought regarding the US was about its involvement in
genocide against the Russian nationals in Eastern Ukraine.



104 KRISTIINA MUUR

PE®EPEHAYM HA BOCTOKE
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Picture 7. Referendum in the East. Ukrainian media. Reality.

(Source: <https://www.facebook.com/photo.php?fbid=1401189390165493&set=gm.309
015822589221&type=1>)

JOPOT'A HA TOHBAC JOPOT'A 3 TOHBACA

ApPMHA BOIOIONIAS CO CBOHM HaPO/I0 uupelaen.: ...... MaTepu 3anaausix
3eMEJIb ¥ I\p AHHAKI (.'HHE|'I]|II'. YT u I'h B ll!lll'\-lll ChIHOBRAMH [0

1 110 NpHKa3am
"bIHOBEH INTOKA HE

Picture 8. Road to Donbass. Road from Donbass.

(Source: <https://www.facebook.com/photo.php?fbid=1410177119266720&set=gm.314
165772074226&type=1>)
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President Obama in free Poland President Putin in occupied Crimea

Picture 9. Obama vs. Putin, ‘freedom’ vs. ‘occupation’

(Source: <https://www.facebook.com/photo.php?fbid=747957925286365&set=gm.3920
88527615283&type=1>)

PE®EPEHOVM 3A OTCOEOHMHEHHE
CLIJA OT IJIAHETBI 3EMJIA

PETMOCT eCNnNn CornaceH

Picture 10. Referendum for detaching the US from planet Earth. Repost if you agree.

(Source: <https://www.facebook.com/photo.php?fbid=1489749131309518&set=gm.401
719373318865&type=1>)
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CLUA HE COBCEM 3AKOHHO
BbILLISIM M3 COCTABA

BPUTAHCKOM MMNEPUM

Picture 11. The USA did not leave the British Empire entirely legally.

(Source: <https://www.facebook.com/photo.php?fbid=1414239628860469&set=gm.318
447504979386&type=1>)



6. RUSSIA’S INFORMATION WARFARE
AGAINST UKRAINE 1I: INFLUENCES ON
THE ARMED FORCES OF UKRAINE

Viadimir Sazonov and Igor Kopotin

This chapter presents the findings from 24 interviews carried out by Vladimir
Sazonov in Kyiv and Igor Kopdtin in Kyiv, Dnepropetrovsk, and Eastern
Ukraine (also in conflict zone) during May and June 2015.

Vladimir Sazonov focused on civilians — media, political, and security
experts, journalists and politicians, as well as advisors for the Ministry of
Defence of Ukraine, Ministry of Information Policy of Ukraine, and experts
in strategic communication and information policy.

Igor Kopdtin interviewed mostly people with a military background —
officers, volunteers, members of the Ukrainian army, the National University
of Defence of Ukraine, and the Ministry of Defence — some of whom had
participated in battles in the Donbass region (see Table 4 for more informa-
tion).

Table 4. List of interviewees

Interviewee Position Date Place Interviewer

Alina Frolova | Advisor to Deputy Minister, 26.05.2015 | Kyiv V. Sazonov
Strategic Communication
Specialist, Ministry of Defence of
Ukraine/ Ministry of Information
Policy of Ukraine

Dr. habil. Associate Professor, University | 26.05.2015 | Kyiv V. Sazonov
Mykhailo of Kyiv-Mohyla;
Minakov Editor-in-chief, Ideology and

Politics Journal;

President, Foundation for Good
Politics;

Director of Krytyka Institute

Anna International Outreach 26.05.2015 | Kyiv V. Sazonov
Honcharyk | Coordinator, Ukraine Crisis

Centre
Dmytro Ambassador-at-Large, Ministry | 27.05.2015 | Kyiv V. Sazonov

Kuleba of Foreign Affairs of Ukraine
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Interviewee Position Date Place Interviewer

Tetyana Honorary Head, Independent 27.05.2015 | Kyiv V. Sazonov

Lebedeva Association of Broadcasters

Tatyana Deputy Minister, Ministry of 27.05.2015 | Kyiv V. Sazonov

Popova Information Policy of Ukraine

Oleksiy Director, Foreign Relations 28.05.2015 | Kyiv V. Sazonov

Melnyk and International Security
Programmes

Alya Shandra | Managing Editor, Translator, 28.05.2015 | Kyiv V. Sazonov
and Coordinator at Euromaidan
Press

Vitalii Moroz | Head of New Media 28.05.2015 | Kyiv V. Sazonov
Department, Internews Ukraine

Dr. laroslav | Head of Internal Policy 28.05. 2015 | Kyiv V. Sazonov

Kovalchuk Department,
International Centre for Policy
Studies

Anatolii Political Expert, International 29.05.2015 | Kyiv V. Sazonov

Oktysiuk Centre for Policy Studies

Dr. Yevhen Director, Mohyla School of 29.05.2015 | Kyiv V. Sazonov

Fedchenko |Journalism,
The National University of Kyiv-
Mohyla Academy; Co-founder of
stopfake.org

Sergey Deputy of the Verkhovna Rada | 29.05.2015 | Kyiv V. Sazonov

Vysotsky of Ukraine; Member of the
People’s Front parliamentary
faction; Deputy Chairman of the
Department of the Verkhovna
Rada for freedom of speech and
information policy

Oleksandr Former Chief of Staff of the 25.06.2015 | Kyiv I. Kopdtin

Omelchuk former Governor of Donetsk
Oblast Serhiy Taruta

Anonymous | Officers of the National 25.06.2015 | Kyiv I. Kopdtin

University of Defence of Ukraine
(HauioHanbHuWI yHiBepcuTeT
060pOHN YKpaiHu iMeHi IBaHa
YepHAXOBCbKOrO)
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Interviewee Position Date Place Interviewer
Anonymous | Officers at the Ministry of 26.06.2015 | Kyiv I. Kopétin
Defence of Ukraine
Anonymous | Volunteer corpus 26.06.2015 | Kyiv I. Kopotin
Anonymous |Head of the 5" Battalion of the |27.06.2015 | ATO I. Kopotin
Right Sector
Anonymous | Advisor, Armed Forces of 28.06.2015 | Dnepro- I. Kopbtin
Ukraine petrovsk
oblast,
in field
camp of
Pokrovskoe
Anonymous | Colonel, Armed Forces of 30.06.2015 | Kyiv I. Kopétin
Ukraine

The interviews revealed how Russia endeavoured to harm the morale of
Ukrainian soldiers and officers by using any and all available methods and
techniques during the course of Russia’s information and psychological war
against the Armed Forces of Ukraine and its volunteer battalions in 2014.

Russia’s intention was to destabilise the situation at the front in the
Donbass region using specific messages/images to misinform Ukrainian
Armed Forces personnel, the local population in Eastern Ukraine, and
Ukrainians in general, causing chaos and panic.

The interviews confirm that the modern hybrid war in Ukraine is char-
acterised by a plurality of InfoOps and PsyOps features; the key role being
played by the media. In 2014, the most important instrument of Russian
information and psychological warfare was television, but the Internet also
played a significant part.

Russian propaganda goals®”’

The main goal is to spread panic among Ukrainians, foster mistrust between
the Ukrainian state and the Ukrainian army, and to demoralise the soldiers
and their commanders.

27 Based on interviews carried out by Sazonov and Kopdtin.
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Target groups™®

The Russian propaganda machine targets not only soldiers, but also their
relatives and friends. The aim is to split families and other groups by taking
advantage of and further exacerbating conflicts along the lines of ethnic,
religious, sexual, linguistic, political, and regional identities. Identity plays
an important role in influencing international relations, therefore it is not
surprising that Russia exploits identity narratives to stir up conflict in
Ukraine.

Most important channels™”

The following channels are often used in Russian information operations to
achieve its aims in the Ukrainian conflict:

1. Russian national television channels (e.g. LifeNews, Poccusil, Poccusi24,
Ilepswiii kanan, HTB, PEH TB). Although they are banned in Ukraine, it is
possible to watch them via satellite. The most popular TV channel among
Ukrainian soldiers is LifeNews.

2. Ukrainian TV channels (/nter, Hromadske TV, and Ukraina24) that
transmit messages that misinform damage soldiers’ morale.

3. Internet resources including traditional online media (e.g. Komsomols-
kaya Pravda v Ukraine), social media sites such as Facebook, Twitter,
Odnoklassniki, Vkontakte (Vk.com), LiveJournal (lifejournal.com),
Liveinternet (li.ru), YouTube, RuTube.

4. Ukraine’s pro-Russian newspapers, such as the Kyiv-based Vesti.

5. The separatists’ information channels, such as Hosocmu /[oneyxot

2% and IJenmpanvroe ungopmayuonnoe azenmcmeo
Hosopoccuu (Novorus.info).

6. Russian radio channels that are freely transmitted in Ukrainian territory,
e.g. Radio Mayak.

7. Mobile phone operators. The majority of mobile phone operators in
Ukraine are under the direct or indirect control of Russian capital, e.g.
KyivStar and MTS (MTC).*"!

Pecnybnuxu

% Based on interviews carried out by Sazonov and Kopdtin.

2% Based on interviews carried out by Sazonov and Kopdtin.

210 <http://dnr-news.com/>.

N3 Poccum ¢ modoBb10. KoMy npunajuiexxar ykpauHckue oneparopbl. 30.6.2015. —
<http://ukrainianiphone.com/2015/06/owners-of-ukrainian-operators/> (29.06.2015).

211
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8. Loudspeakers and media players used for targeting Ukrainian soldiers and
influencing their morale.

9. Russian agents and spies — pro-Russian activists in Donbass who support
Russian information operations against Ukraine.

The role of Russian TV in information operations against the Ukrainian
armed forces”'”

According to the interviews, TV channels addressed to foreign and Russian-
speaking audiences (such as RT [Russia Today], Ilepsviii Obwiecmsenmbsiii,
Poccus 1, Poccus 2, HTB, and LifeNews) broadcast relentless propaganda
against the Ukrainian defence forces until 2014, when they were banned in
Ukraine. However, although they are banned in Ukraine as cable TV, they can
still be watched via satellite. Moreover, these channels continue to be highly
relevant for the Donbass region and in Crimea.

After the Ukrainian TV channels were banned in the occupied territories,
it was possible to get information from mainly Russian and local separa-
tists’ channels. Several propaganda-oriented channels that were founded as
online news portals have now become influential TV channels, LifeNews in
particular.*"

The role of Ukrainian TV in information operations against the
Ukrainian Armed Forces

According to interviews with Ukrainian military personnel, some Ukrainian
channels with pro-Russian tendencies such as Inter showed demoralised
prisoners of war, reluctant mobilised reservists and poorly maintained facili-
ties. The distribution of such content is detrimental to the reputation of the
Ukrainian Army soldiers (reservists) and the confidence of their families.
Ukrainian reservists and regular forces are particularly sensitive to Russian
and pro-Russian separatist propaganda. Volunteer battalions are less sensitive
and they are more motivated and more informed about Russian propaganda. '

212 Based on interviews carried out by Sazonov and Kopdtin.
213 Interview with Moroz, carried out by Sazonov.
214 Based on interviews carried out by Kop®dtin.
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Control of TV and radio towers

According to officials and advisers of the Ministry of Information Policy of
Ukraine and media experts interviewed, the control of TV and radio towers
was an important method Russia used to support its information operations.
When a group of separatist militants captured a city or town, one of the first
steps taken was to occupy the local radio and TV towers. After that Ukrainian
TV and radio channels were immediately turned off in that area and Russian
channels were broadcast.”'’

The role of the Internet*'®

Our interviewees considered the Internet to be a highly influential propa-
ganda tool. Social media (e.g. Facebook) is especially influential, but
various portals, websites, and online media outlets also play a role. Dr.
Yevhen Fedchenko said that a large number of websites and portals were
created in 2014 and the Russian media began to refer to them regularly.
These newly created portals and websites referenced prestigious Russian
media outlets and agencies (e.g. Umap Tacc*"’, PUA nosocmu®'®, Regnum®"°,
220

, Komcomonvcrasn Ipasoa™") in order to
222

Tenepaouoxomnanusa TV Zvezda
appear as having greater authority and reliability.

This way, a special kind of ‘ecosystem’ was created where members of
the system refer to each other, thereby multiplying the number of messages,
news, and other information. This was done in order to manufacture an infor-
mation bubble and make it more difficult to gain access to more factual news
sources. For example, when someone was searching for something specific
in Google, then large volumes of references to certain types of messages and
news would immediately appear. Trolls also played a significant role in trying
to bring misinformation to the social media sites (e.g. Facebook, Twitter,
public groups, websites) Ukrainian soldiers were using.”*

215 Interview with Popova, carried out by Sazonov.

21® Based on interviews carried out Sazonov.
<http://tass.ru/en>.

<http://ria.ru/>.

<http://regnum.ru/>.
<http://tvzvezda.ru/>.

Based on interviews carried out by Sazonov.
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22 Based on interviews carried out by Sazonov.

3 Based on interviews carried out by Sazonov.
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The trolls mainly spread the same ideas that were communicated by the
other media channels, e.g. the claimed that the Ukrainian army was falling
apart, the army was fleeing in defeat and fear, and the Ukrainian government
or the military leadership had betrayed their soldiers.”**

Media expert Tetyana Lebedeva said that during the first months of
the conflict many local people fell into depression because of such panic-
inducing and frightening information. ***

a) The role of rumours and stories in social media

Panic stories were also distributed en masse on the frontlines. Local popula-
tions and Facebook messages played an important role in distributing such
rumours and stories. As a result, Ukrainians were compelled to abandon a
number of villages without a fight. Rumours or ‘news’ such as ‘Enemy forces
are approaching.’ or ‘Russian tanks are coming.’ spread faster via Facebook
than through the formal chain of command. Ukrainian solders were not aware
that they were helping to distribute these rumours, especially when they
returned home and told their friends about their frontline experiences, also a
cause of dangerous information leakages.?*

b) The role of YouTube and other video portals in information operations
against the Ukrainian Armed Forces

YouTube was used to show video clips of broken or abandoned Ukrainian
army equipment, dead Ukrainian military personnel, prisoners of war and
their poor treatment, the submission of a separatist field commander, and
other content to harm morale.”’

The role of mobile phone operators in information operations against the
Ukrainian Armed Forces

Panic and fear were spread via mobile phone operators as a part of the
Russian psychological operations. The most widely used operator in the anti-
terrorist operations (ATO) region is KyivStar, belonging to Russian busi-
nessmen. Information centres in so-called ‘Novorossiya’ would register the
phone numbers of people who visited the ATO area. They began to send
text messages with content such as: ‘Soldier, go home if you want to live.’

24 Interview with Fedchenko, carried out by Sazonov.
23 Interview with Lebedeva, carried out by Sazonov.
226 Based on interviews carried out by Kop®tin.

27 Based on interviews carried out by Kop®dtin.
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‘Welcome to the territory of Donetsk People’s Republic.”  Your generals are
cowards and liars.” ‘ Your commanders have escaped, because they know that
the war is already lost.” You are alone and nobody will help you.***

The phone numbers of family members and friends are similarly used.
Examples of messages that have been sent include: ‘Your son is a prisoner of
war.” or ‘Your husband is dead.” Sometimes separatists called officers in the
ATO area and tried to intimidate them. The network of separatist agents used
the same scheme.?”’ For example, when the battles were under Debaltsevo
(in July 2014 and later, in January-February 2015) this strategy of calling
or sending SMS was actively used. During the intense phase of the battles,
Ukrainian soldiers also received messages such as: ‘Your commanders have

fled.” or ‘The Ukrainian army will flee.”**

Loudspeakers and reproducers™'

According to the officials of the Ministry of Information Policy of Ukraine
and media experts, another effective way to get people quickly and effectively
under control in the Donbass area is to use the loudspeakers that were actively
used during the Second World War. Information transmitted through loud-
speakers to Ukrainian soldiers on the front lines reduces their willingness to
wage war and influences their morale. Loudspeakers accentuate the idea that
members of the Ukrainian government and army commanders are traitors and
liars who have sent Ukrainian troops to their death and left them there. And
since the Russian military machine is so powerful, they all will die soon.**

The role of FSB, GRU, Russian saboteurs, spies, agents of influences and
pro-Russian activists®’

A widespread and effective network of Russian agents connected to the
GRU** and FSB** was created in the Donbass region even before the

2% Based on interviews carried out by Kopdtin

2% Based on interviews carried out by Kop®dtin.

20 Interview with Kuleba, carried out by Sazonov.

23

Based on interviews carried out by Sazonov.

2 Interview with Popova, carried out by Sazonov.

33 Based on interviews carried out by Sazonov and Kopdtin.

4 Main Intelligence Directorate (ItaBHO€ pa3BeJbIBaTeNLHOE YIPABICHHE).
The Federal Security Service of the Russian Federation (= FSB, ®enepansnas ciryxba

6e3onacHocti Poccniickoit @enepanmn).

235
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outbreak of the military conflict. They began to spread information to create
panic, fear and hatred. The psychological influencing of people was carried
out in a highly methodological and systemic manner. With the support of
local agents, the Russian information operations in Donbass area had begun
already many years before the actual conflict broke out in Donbass. Local
Communist functionaries and pro-Russian activists played an important role
in that. Based on its network of agents, separatists monitor the distribution of
newspapers in the ATO region.”*

When the intensive phase of the conflict began, Eastern Ukraine had
already become susceptible to Russian propaganda, and groups of saboteurs
and spies were brought there. This was done actively and vigorously at an
earlier stage, particularly during the war. Russia had sent its spies and groups
of saboteurs to the Donbass region with approximately thirty to forty people
in each group. They were professional and experienced intelligence officers
(saboteurs, spies), who were sent to Eastern Ukraine to destabilise the situa-
tion and carry out information operations, as well as military tactical tasks.*’

What did such operations look like? One example among several how the
operation was carried out in 2014 in Eastern Ukraine took the following form.
Saboteurs, spies (Russian (quBepcanTn), and intelligence officers arrived in a
certain location and were accompanied by trained journalists (usually two).
One journalist specialised in military issues and the second dealt with civilian
issues. They began to fabricate certain ‘necessary’ situations and then made
a video that was immediately uploaded to YouTube or other social media.”**

These ‘reports’ were shown on television both in Russia and Ukraine.
LifeNews in particular indulged in forwarding them, as well as Russian chan-
nels such as NTV and others. Typical images/messages included the Donbass
people rebelling against the Ukrainian fascists and execution squads; the
Kyiv junta has ordered troops to kill Russians, torture civilians in Donbass,
etc. This operation was coordinated by a group leader who was a professional
saboteur, and spies with significant experience in military operations who
received instructions from an FSB coordinator. The leader of this group had
at least two important numbers in his mobile phone. One was the number of
the F'SB coordinator, who was responsible for the region and local agents.
Both the FSB coordinator and the group leader coordinated their work and
tried to recruit local people. Many of the local groups of the so-called mili-

36 Interview with Vysotsky, carried out by Sazonov.
37 Ibid.
28 Ibid.



116 VLADIMIR SAZONOV AND IGOR KOPOTIN

tants were ready to help and were just waiting for instructions from the coor-
dinator. The other number was that of the local Communist Party leader.
Essentially, almost all the Communist functionaries were recruited in Eastern
Ukraine.”’

Aggressive and emotional rhetoric

The image of the Ukrainian army, as put forward by Russian information
operations, portrays Ukranian soldiers as murderers, criminals, and Nazis.
These images are created methodically, using very aggressive and emotional
rhetoric.”*® Stories of crucified children and women who have been raped and
killed were created and replicated in order to discredit the Ukrainian army
personnel and volunteers. These narratives were disseminated in the media
with such frequency that the action could be considered information overload
specifically meant to reduce the enemy’s ability to think critically. Such steps
are taken with one aim — to decrease immunity against propaganda.*!
There was a significant mass dissemination of information, in order to
confuse militants. CPT Uku Arold highlights this very effective and impor-
tant Russian propaganda method — information overload — in regard to the
MH|17 aircraft incident.*** This method is also being used in other cases.

Most widely used narratives

1. Narratives of World War I

The interviews confirmed that the most common historical narrative in Russian
information warfare is that of World War II and narratives related to the crimes
of Nazis, fascism, and Stepan Bandera. However, Dmytro Kuleba said:

... in this also lies their [the Russians] weakness because the whole narrative
is based largely on Stepan Bandera. They do not have anyone like Bandera.
They can think of someone, but they do not have such a strong candidate as
Bandera regarding symbolism and from semiotics part.**

29 Ibid.
0 Interview with Kuleba, carried out by Sazonov.
1 Interview with Fedchenko, carried out by Sazonov.

2 Arold, U. 2015. Infosdja mdistatus. — Kaja. Kommunikatsiooni ja suhtekorralduse ajakiri,
Vol. 18, p. 14. [Arold 2015]
3 TInterview with Kuleba, carried out by Sazonov.
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In addition, the Information Operations Division officers of the Ukrainian
Defence Ministry believe that the main focus of Russian propaganda is on
historical and cultural aspects through territorial claims and ethnic myths,
for example, ‘eto — nase’ (this belongs to us) or ‘Ukrainians are part of the
Russian people’, are cultivated. The main target group is of course civilian,
but Russia information operations aim to influence Ukrainian soldiers
through them as well.***

2. Narratives of separatists as heroes
Russia is continuously creating images of the so-called martyrs of Novo-
rossiya about separatist fighters such as Igor Girkin (Strelkov) and others
who are ‘fighting against fascism in Ukraine’ or the ‘Kyiv junta’. This image
was created already in spring 2014.%*

3. Narratives of fear and panic as tools
Russia actively attempts to bring about panic and fear within the Ukrainian
army by broadcasting information laden with strong emotions, threats, and
intimidation. Many websites were established to generate such information,
e.g. ‘on Zaporozhye route Russian tanks were seen, that have already crossed
the border city of Chernigov and in three hours will arrive in Kyiv’ or ‘a large
number of bombers are moving toward Kyiv.**

Oleksiy Melnyk, Director of the Foreign Relations & International Secu-
rity Programmes, described how Russia was trying to undermine the morale
of Ukrainians with regard to mobilisation:

Another strong message is to create panic about mobilisation and other issues
related to manning the army. The aim of such messages is to undermine
people’s morale. Not averse to such facts as the abuse of military demon-
stration, bloodied, mutilated corpses aimed to undermine people’s morale
and affect both the soldiers and their relatives. For example, a parade took
place in Donetsk where prisoners were humiliated by showing them. It was
again a strong signal to Ukrainian soldiers to indicate what kind of shame
is ahead for them. The shots repeatedly caught by camera with Ukrainian
solders beaten and shot*"

* TInterview carried out by Kopdtin.

5 Interview with Melnyk, carried out by Sazonov.

6 Interview with Lebedeva, carried out by Sazonov.

7 Interview with Melnyk, carried out by Sazonov.
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Conclusions

Compiled by Viadimir Sazonov

The interviews show that Russian information and psychological operations
in 2014 were successful. However, it is difficult to measure the extent of their
devastating influence in Ukraine.

Several aspects argue for the effectiveness of Russian information activi-
ties in Ukraine in 2014 — the use of innovative aspects of modern information
activities and high-scale exploitation of the opportunities provided by tele-
vision, social media etc. In addition, Russia has a long propaganda tradition
into which it has always invested a great deal of time, money, and human
resources.

Russians used a wide variety of methods, techniques, and approaches in
their information activities. Information and psychological operations were
carried out in parallel with military operations, often integrated to support
each other. For example, at the start of one of the larger military offensives
conducted by Ukraine, fierce fighting fronts were set up at Ilovaysk, Debalt-
sevo, Mariupol, and the Donetsk Airport. Information activities were also
employed to respond to preparations for the further mobilisation of the Ukrai-
nian army. In addition to Russian media and trolls, the FSB and the GRU,
their agents active in Eastern Ukraine, and a myriad of recruited separatist
activists also played an active role in information campaigns.

Information and psychological warfare takes place at all levels. Local
people are interviewed in the street; ‘surveys’ are conducted; referendum
rallies, meetings, and gatherings are organised; posters, brochures, flyers,
and leaflets are distributed; SMSes are sent. It is important to note that the
majority of Ukrainian mobile telephone operators are controlled by Russian
capital —i. e. KyivStar.

The interviews revealed that Russian information activities are situational
in nature, and make use of a wide variety of information tools. Each case
is approached individually. If a narrative is not effective enough, then it is
immediately revised or replaced by another narrative or idea that is expected
to produce better results.

The Russian propaganda machine is quite flexible and quickly adapts
to new situations. Although many propaganda operations are spontaneous,
they are clearly derived from an existing strategic plan. The biological
term ‘mimicry’ describes the nature of Russian propaganda well; it is like a
chameleon that constantly changes and adapts. This makes it difficult to fight.
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However, the system also has its weaknesses. Since many campaigns are
hastily and spontaneously produced, sometimes even serious mistakes occur.

The results obtained from the interviews coincide with the results of our
media analysis. Although the starting point of our research was the explora-
tion of Russia’s use of historical narratives, the results of our media analysis
and interviews show a more diverse picture.

The share of direct references to past events, especially to WWII, the
Nazis and Nazi atrocities, depend on the specific media outlet. These associa-
tions may be frequently employed or almost not at all. In the latter case,
Russian information campaigns actively make use of other types of narratives
and strategies in order to convey a negative image of Ukraine. Although iden-
tity-related arguments are an influential tool, not all Russian communicative
strategies are related to identity. For example, emotional manipulation (e.g.
messages such as ‘your son is dying’, ‘your father has been killed’, ‘the boy
was crucified’, etc.) is also common and effective.
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Compiled by Holger Mélder

At the currents time Russia is not ready to enhance its military presence in
Ukraine and follow the model of Crimea in East Ukraine. Russia s military
aid is used for keeping the conflict up in Donbass, maintaining separatist
governments in Donetsk and Luhansk and destabilizing the Ukrainian state
of to return Ukraine to the Russian sphere of influence.

First, Russia’s behaviour during the crisis has always been rational and calcu-
lated. There is no ‘mysterious Russia’ acting in an untold manner. Sometimes
Russia’s actions are responses to certain situations (e.g. the legitimisation
of Yanukovych, the annexation of Crimea), which indicate flexibility and
openness to scenario changes. The political decision to interfere in Crimea
was probably made some time at the end of February 2014, after President
Yanukovich escaped to Russia, and Russia became worried about their stra-
tegically important military presence in Crimea. The takeover process indi-
cates that this was a well-prepared action and Russia was militarily ready to
conduct its operation in Crimea.

Second, Russia has learned from the previous crisis in Georgia and now
pays more attention to information warfare issues. The Georgian campaign
of 2008 emphasized the demonstration of Russian military power; ‘informa-
tion warfare’ is a key term for the current Ukrainian crisis. Military activities
often support the main battles, which are conducted through media channels.
Russia is testing its new military strategy in which various — ‘non-military
actions, known as hybrid warfare, are used to achieve military goals.

Third, Russia has not taken any initiative favouring crisis management,
though it would have had good tools for mediating between the Ukrainian
government, recognised by Russia, and unrecognised Republics of Donetsk
and Luhansk. Russian behaviour during the crisis indicates that Russia is not
interested in peace and aims to use the current crisis to promote its national
interests and to increase its political influence in Ukraine as an alternative
power to the West.

The Ukrainian crisis has proven that Russia has adapted well to the new
strategic environment and uses non-military tools skilfully to support its
military objectives. The extensive use of special operations to foment public
discontent in the crisis area and manipulate public opinion can be clearly
identified during the Ukrainian crisis. The capability to attack the enemy
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simultaneously in the global information space, in the air, on land, and at
sea may give huge advantages in a contemporary armed conflict. Russia has
stimulated a proxy war in East Ukraine, where the local pro-Russian sepa-
ratists are used as military tools for Russia’s political goals. Russia offers
extensive support to the separatists, but its support is thoroughly calculated
and tied to Russian national interests. In the Eastern part of Ukraine, Russia
mainly participates in hostilities by means of irregular armed groups and
private military companies, which can be supplemented with specialists
needed to operate within a complex system. The active demonstration of
military exercises and military power in the neighbouring areas during the
Ukrainian crisis has also been noted. In conducting its operations against
Ukraine, Russia follows the guidelines of its 2013 military doctrine. With
the new military doctrine, Russian military thinking approaches the military
thinking of Sun Tzu, rather than the Western understanding of wars.
Russia’s information operations have played a significant role in
the overall military operations carried out in the territory of East Ukraine
since 2014. Information operations were used at all levels starting with the
political level (against the state of Ukraine, state structures, politicians) up
to the tactical level for justifying military actions initiated by pro-Russian
forces. Information warfare and various psychological operations continue
to play a substantial role in the current crisis in Ukraine. Russia uses various
media channels to conduct its operations against Ukraine, including govern-
mental and private TV channels (e.g. Pervyi Kanal, Rossiya 1, NTV, RT, Life-
News), radio (e.g. Radio Mayak), mobile phone operators (e.g. KyivStar),
Internet sources (including online publications, e.g. ltar Tass, RIA Novosti,
14 Regnum, TV Zvezda, Komsomolskaya Pravda) and social media networks
(e.g. YouTube, Facebook, Vk.com, odnoklassniki.ru). Some Ukrainian sources
hold pro-Russian attitudes and can also be used to spread disinformation
(e.g. Vesti). The separatist People’s Republics of Donetsk and Luhansk have
their own channels producing anti-Ukrainian propaganda (e.g. dnr-news.
com, novorus.info). The current study has focused on the media channels
that represent the Russian mainstream — Komsomolskaya Pravda, TV Zvezda,
14 Regnum. These mass media channels are generally critical against the
Ukrainian government and armed forces, but do not offer a critical view of
the Russian government; they justify Russian policy in Ukraine and see the
Ukrainian crisis as a battlefield between Russia and West, referring to the
clash of civilisations with the West (primarily the US and NATO, but also
the European Union) allegedly intending to advance its sphere of influence
towards Russian borders. Some social media networks were also examined,
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but we chose not to include pro-Russian channels in Ukraine, and representa-
tive of the self-proclaimed People’s Republics of Donetsk and Luhansk.

Komsomolskaya Pravda (KP), Regnum and TV Zvezda often refer to soft
propaganda mechanisms and methods used for the production of information.
KP tends to be more aggressive against Ukraine, using emotional rhetoric
and a style that constantly incriminates the Ukrainian state, armed forces,
and volunteers in crimes against humanity, genocide, international terrorism,
torturing and killing of civilians, as well as chauvinism, the discrimination
of Russian-speaking people, nationalism, xenophobia, and fascism. The
majority of news, statements, reports, and interviews in KP are given with
a strong judgement. Regnum, on the other hand, usually emphasises facts
and avoids provoking emotions. The majority of news published by Regnum
appears without judgement, but does not offer any criticism of the Russian
government. Similarly to Regnum, TV Zvezda is restrained in portraying the
crisis and its counterparts. 7V Zvezda mostly targets the Ukrainian armed
forces and government when building negative images. Despite the popular
assumption that the almighty Facebook and Russian troll factories rule the
hearts and minds of people due simply to the massive influx of information,
our results demonstrate the need for further research on the reception and
influence of these messages. Two categories emerge strongly in constructing
the enemy — Ukraine and the West.

When conducting information operations, Russia capably uses the defi-
ciencies of the West and Ukraine, the political-social-economic crisis in
Ukraine, and urges the strengthening of nationalist and xenophobic trends
that often occur in a crisis-prone Ukraine, divided between its pro-Russian
population (Russophones) living mostly in the Eastern and Southern parts of
Ukraine (known as Novorossiya), and pro-Ukrainians nationalists (Ukraino-
phones) with their stronghold in Western Ukraine, the areas that belonged to
Poland, Czechoslovakia and Romania before the World War I1.

Russian information warfare against Ukraine is multifaceted and can
be interpreted in different ways. Russian information operations tend to be
situational and flexible; every narrative is given an individual touch, consid-
ering all of its peculiarities. There is no consistent pattern that can be used
for interpreting current Russian information warfare narratives. Instead of
holding back information, Russia frequently floods the media with infor-
mation, providing an overwhelming amount of information about a single
event, skilfully blended with disinformation. These media campaigns stimu-
late strong emotions, promote a culture of fear, and create panic. The majority
of Russian media channels we analysed emphasized nationalist trends in
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Russian society to justify the conflict. Each publication we examined during
this research project has its own specific journalistic style. Some publications
hold restrained views and avoid emotions. Others foment hatred against the
Ukrainian nation, and describe the Ukrainians as puppets of the West, traitors,
criminals, fascists, and extremists among others, but describe the separatists
as ‘true patriots’.
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APPENDIX 1.
OVERVIEW OF MILITARY EVENTS

(1 APRIL UNTIL DECEMBER 2014)

Andrei Slabovits

A Military Chronology of the Conflict in Eastern Ukraine

April 2014
10 April: Leader of the Donetsk People’s Republic (DPR) Puskov announces the
formation of the ‘self-defence forces’.

12 April: A well-equipped group of 50-100 people (with firearms, machine guns,
and antitank weapons) under the leadership of I. Girkin (Strelkov) takes control
of the police and SBU buildings in Slavyansk. There has been shooting, but the
number of casualties is not known. Group members wore military uniforms and
carried military equipment. Based on their way of speaking it is clear that many of
them are not locals. An assumption: it could be a reconnaissance and diversion group
of Russian origin tasked with creating confusion in the rear area of the enemy and
attract attention (the Russian border is approx. 150 km distant). In addition, govern-
ment buildings were taken over in other towns of the Donetsk and Luhansk oblasts:
Kramatorsk, Artjemovsk, Krasnoy Liman, etc.

13 April: An Ukrainian SBU unit made an attempt to enter Slavyansk (a possible
reason: negotiations), but was caught under fire of the Girkin group in one check-
point. — a SBU soldier and an insurgent were killed. Insurgents also occupy govern-
ment buildings in Mariupol, Yenakievo, and Makeyvka. Local militia and ‘Berkut’***
do not attempt to stop them but go to their side instead. Turtshinov announces the
anti-terrorist operation (ATO).

14 April: Gorlovka, Zhdanovka, Kirovskoye are controlled by insurgents.
15 April: Ukrainian Special Forces (the SBU and militia) reoccupy the Kramatorsk
airport. Pro-Russian activists make an attempt to occupy the Slavyansk airport, but

they are fended off.

16 April: The Ukrainian VDV convoy enters Kramatrsk. Part of it is blocked by a
group of civilians and unknown armed individuals (both women and men in uniform

8 Special police within the Ukrainian Ministry of Internal Affairs between 1992-2014.
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without insignia) who seize six IFVs immediately sent to Slavyansk. On the same
day insurgents raid a military unit in Mariupol. An armed attack is fended off by
Ukrainians. Three insurgents were killed and 67 were captured.

At the end of the month several areas, including government and militia buildings
in the Donetsk oblast are taken by insurgents, whereas military units are mostly
controlled by Ukraine.

22 April: A group from the Ukrainian Right Sector movement (Pravoj sektor) makes
an attempt to penetrate (or attack) a checkpoint of insurgents. As a result, three insur-
gents and one Ukrainian soldier were killed. Ukrainian units withdrew.

28 April: The so-called ‘Luhansk People’s Republic’ is proclaimed. Government and
militia buildings are occupied. The militia is loyal to the insurgents.

May 2014
2 May: Ukrainians assemble their units near Slavyansk. Slavyansk is clearly a centre

where insurgents aim to direct the attention of Ukrainians. Ukrainians present an ulti-
matum to Girkin to surrender by May 2. The insurgents did not meet these require-
ments and the first major offensive begins. However, this is fended off with major
losses: Ukrainians lost three helicopters (wrecked or heavily damaged), (unexpect-
edly insurgents had anti-aircraft rockets at their disposal), and there were also casual-
ties. Ukrainians occupied some checkpoints and areas on top of a ridge (Karashun)
but were unable to enter the town. The insurgents preferred fighting in the town.
The battles last until the 5th of May. Fighting, including ambush in the close rear
area of the Ukrainian forces, and indirect fire in Slavyansk and around it continued
throughout the month. Insurgents had both antitank and anti-aircraft weapons.

7-13 May: Clashes in Mariupol. Government forces (National Guard and the special
battalion ‘Azov’) attempted to retake the city administration buildings using heavy
fighting and mortars. Insurgents wear mostly civilian clothes (unlike Slavyansk) and
are capable of seizing or destroying three Ukrainian armoured vehicles. However,
after getting some support, ‘Azov’ and the National Guard units are able to clear the
downtown and take control of Mariupol.

22 May: A group of insurgents attacks the Ukrainian checkpoint near Volnovaha
early in the morning. It is possible that the checkpoint was actually the forward
command post of the Ukrainian 51-Motorized Rifle Brigade (MrBr) (many of the
casualties and injured were staff officers of the 51-51 -Motorized Rifle Brigade).
According to different sources, there were 9 or 16 Ukrainians killed and 3 armoured
vehicles destroyed. There is no information about insurgent casualties. Possibly,
it was a well-prepared diversion group of the enemy to act against the command
elements of Ukraine. Ukraine suffered greater losses.
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25-26 May: Insurgents attempted to take control of the Donetsk airport controlled
by Ukrainian forces. A few days before previously large armed groups arrived in
Donetsk from Russia (e.g. Chechens), these groups even participated in a ‘parade’.
The insurgent assault was unsuccessful — Ukrainian special forces, spetsnaz, managed
to fend off these assaults with the support of air force units. When withdrawing they
went under friendly fire and suffered great losses — up to 100 were killed (many
Russians and Chechens among them). The conflict begins to escalate. Throughout
the summer of 2014 the battles continue and there are a number of assaults (indirect
fire) at Donetsk airport.

29 May: Insurgents shoot down a helicopter near Slavyansk. General Kultshinski
and 14 soldiers were killed. A diversion group of insurgents attacked an Ukranian
convoy near Izyum on the same day. The insurgents become active and act in deep
rear area of Ukraine.

June 2014
3 June: A military offensive on Slavyansk. Ukraine recaptures Krasnoy Liman.

5 June: Insurgents attack the Ukrainian border guard checkpoint in Marinovka.
Attacks from the Russian Federation are carried out and fended off. From the begin-
ning of June insurgents attempt to take control of the border with Russia; they
succeeded in securing several checkpoints (Izvarino, Dyakovo, etc.).

6 June: Insurgents down reconnaissance aircraft Ukraine An-30 near Slavyansk.
Battles for positions in and around Slavyansk continue throughout June. Ukraine
does not have much success in changing the situation.

Later in June: In general terms the insurgents are focused on securing the areas near
the Russian border. This is relatively simple since the Ukrainian authorities are not in
control of their border. Fighting continues north of Luhansk. In Luhansk Ukrainian
aircraft IL-76 is downed, killing 49 Ukrainian soldiers. Insurgents continue their
diversionary attacks against the Ukrainian units in their rear area and against the
convoys in and around Slavyansk. Ukraine uses air force units. At the end of the
month insurgents reported that they managed to secure the BUK air defence system
in an air defence unit in Donetsk. Despite the official ceasefire, clashes and fighting
continue throughout June. In June the ceasefire is ended. Insurgents report that they
have obtained Ukrainian tanks and armoured vehicles as spoils of war, and their units
will use them. They really have tanks T-64 and armoured vehicles BMP-2, etc. at
their disposal. The Ukrainians deny that they have lost that many pieces of equip-
ment in good working order. The exchange of military goods (in Russian voentorg)
becomes more and more active.
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July 2014
Beginning of the month: Ukraine starts a combat operation with the aim to regain

control of its border, while insurgents make every effort to stop them from achieving
this.

5 July: Girkin’s units withdraw from Slavyansk and arrive in Donetsk. In Donetsk
and by the border with Russia the situation of Ukrainians becomes more and more
difficult: insurgents left Slavyansk, Kramatorsk and some other towns, while their
concentration has increased in Donetsk and in border areas. Battles for an important
ridge Saur-Mogila start.

11 July: The attack of the MLRS in the field camp area of Ukraine near Zelenopolye
(ab. 7 km from the Russian border). This is the first time the multiple rocket launcher
BM-21 Grad is used against Ukraine. Ukraine suffers extensive loses; the camp area
is completely burnt down and destroyed.

14 July: Ukrainian transport plane An-26 is shot down at high altitude (more than
5000 m). This means that more efficient air defence systems must have been used to
destroyed the plane than the weaponry used before (e.g. shoulder fired air defence
systems with an effective range of up to 3—3.5 km).

16 July: Insurgents (incl. the Girkin’s group from Slavyansk) start counter-offensives
in an area between Donetsk and the Russian Federation (Stepanovka, Marinovka,
etc.), sealing off the groups located near the border. Ukrainians are isolated: on one
side there are towns controlled by insurgents (Shahtersk, Makeyevka, etc.), and on
the other side there is the border of the Russian Federation. Ukrainians are in defence
claiming that armed groups coming from Russia are attacking them and they are
being shot at by the Russian Federation. Ukraine uses its air force units in support of
its encircled units more widely.

17 July: MH17 shot down.

End of the month: Ukraine continues attacks in all areas of the conflict zone. Insur-
gents are kept under pressure from both north of Donetsk (liberated Lisitshansk and
Debaltsevo) and south of Donetsk (seized Saur-Mogila). Insurgents continue to use
air defence systems (Ukrainians lose two assault planes Su-25).

August 2014
Beginning of the month: The Ukrainian offensive continues. Fighting for Shahterski,

Torez, Snezhnoye continues. Ukraine attempts to encircle the insurgents between
Donetsk and Luhansk and keep the pressure on in the border areas. The situation
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becomes more difficult and critical for the insurgents. The insurgents report getting
equipment from Ukrainians much more frequently — they take dozens of units in
working order at one time. At the beginning of August, the Ukrainian units in the
border areas come under indirect fire more often. The enemy uses UAVs and recon-
naissance groups to control indirect fire. Shooting continues from the direction of
the Russian Federation.

10 August: Fighting for [lovaysk.

11 August: Zahhartshenko declares the DPR army to be ready for extensive counter-
offensive activities since the Ukrainian forces are worn out.

12 August: Insurgents reported having at least 200 units of armoured equipment
‘obtained’ from Ukrainians that they will soon start to use.

12-23 August: The Ukrainian offensive slows down and at times the Ukrainians
are forced to withdraw. Since their resistance grows more adamant, it is clear that
the insurgents receive continuous support from the Russian Federation. Some areas
frequently change ownership, and in some areas Ukraine is forced to withdraw.

23-24 August: A press officer from the DPR armed forces says that another three
brigades and one regiment were formed. He also reports that the armed forces of the
DPR would change their strategy and tactics — employing the offensive activities of
large formations instead of small groups.

24 August — end of the month: Large-scale attack of the DPR army. With effec-
tive artillery fire the tactical battle groups of the enemy armoured battalion isolate
Ukrainian units and encircle them in the llovayski-Starobeshevo region. Also, Novo-
azovsk is secured towards Mariupol. Ukrainian forces withdraw in all directions,
suffering great losses. The use of Russian armed forces in Ukraine has been proves
(‘operation’ Northern Wind).

September 2014
5 September: A cease-fire is established following meetings in Minsk.

Overview of the month: Despite the announced cease-fire, fighting continues in
all regions of the conflict zone (especially at Donetsk Airport, which is shelled
throughout September, most actively at the end of the month). However, the fighting
is considerably less intense compared to August. It is possible that the bulk of the RF
forces have left for Russia.
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October 2014

4 October: Representatives of the DPR report that they have taken control of the
Donetsk Airport; however, this is only partially true. Some of the airport buildings
are still held by the Ukrainian military (incl. both terminals and the air traffic control
tower). This could be called a war of position.

Overview of the month: Artillery assaults and fighting continue both around the
Donetsk Airport and elsewhere.

November 2014

Overview of the month: Artillery assaults and fighting continue both around the
Donetsk Airport and elsewhere. Fierce fighting breaks our in the Donetsk Airport
region from 30.11 to 01.12. Pro-Russian rebels are able to take control of the old
terminal.

December 2014
12 December: A cease-fire is declared at Donetsk Airport. The rotation of Ukrainian
forces takes place under the control of pro-Russian rebels.

Overview of the month: The situation is relatively calm, some fighting and artillery
assaults occur. There are confrontations between rebel groups (including the murder
of ‘Batman’ in Luhansk and clashes between Cossacks and LPR security forces)
and preparations for future battles (i.e. personnel and weapons are resupplied by the
Russian Federation).



APPENDIX 2.
CASE STUDIES OF MH17 AND THE SO-CALLED
HUMANITARIAN CONVOYS BASED ON

MATERIALS FROM KOMSOMOLSKAYA PRAVDA

Viadimir Sazonov

Case study: Malaysia Airlines Flight 17 (MH17/MAS17)

The case of MH17 is an example of what Uku Arold, Estonian expert in strategic
communications, calls the Russian information operations ‘data deluge method’.**
Russia has used this method of information warfare in other cases to overwhelm
people with controversial and/or conflicting information. The purpose is to disorien-
tate the target audience.*’

Many articles and reports from Komsomolskaya Pravda (KP) and other Russian
media channels, including separatist media channels such as the propaganda agency
“Novorossiya’ (azencmeo Hosopoccus)™' on the topic of flight MH17 are a good
example of how Russian propaganda works to supersaturate people with powerful
on-going streams of information.”®* The MH17 catastrophe took place on 17 July
2014 and from that date a special Russian information operation was started with the
purpose of discrediting the Ukrainian armed forces, volunteers, and the government.

Eleven articles were chosen from different issues of KP from 17 July after the
crash until the end of December of 2014, for qualitative analysis.*>

9 Arold 2015, p. 14.

20 Interview with Dmytro Kuleba, carried out by Sazonov on 27" of May 2015.

»! Hopopoccusi. A opManuoHHOE aTeHCTBO.

<http://www.novorosinform.org/> (10.05.2015).

22 Rettman, A. 2015. Russian propaganda wins EU hearts and minds. June 25, 2015.
<http://www.stopfake.org/en/russian-propaganda-wins-eu-hearts-and-minds/> (15.07.2015).
33 Anexcangposa, O. 2014. Congara yKpanHCKOH apMUM 3aTpaBHIH 3a (oTo Ha (GoHe
«byxay». — Komcomonnbckas mpasna, 23.07.2014. <http://kompravda.eu/daily/26259/3138276/>
(02.07.2015). [Anexcanaposa 2014]; Tumomenko, M.; XoxisoB, A. 2014. PoctoBckuit
nucneryep o peiice MH17: Iloxoxe, uTo 00BeKT Havan pacnagarbed... — Komcomons-
ckas mpasaa, 18.09.2014. <http://kompravda.eu/daily/26284.3/3161301/> (06.06.2015);
HoBuxoBa, A. 2014. Csunerenu: [Tocne xpymenus Manaiizuiickoro «bounra» B obmakax
CKpBUICS cephlit camoneT. — Komcomonbckas mpasaa, 5.11.2014, <http://kompravda.eu/
daily/26303/3181867/> (06.06.2015); Bapceros, H. 2014. YkpanHckue mMymKku ObIOT IO
MecTy KaracTpodsl «bonHray, uToObl He 1aTh paboTaTh rOJUTAHACKUM crienuaniucTaM. — Kom-
comonbckast pasnaa, 10.11.2014. <http://kompravda.eu/daily/26305.5/3183895> (08.06.2015)
[Bapceros 2014, YkpanHckue nymku...|; JuseeBa, F0. 2014. «KII» obHapyxwmia eme
OJTHO BHZEO IEPBBIX MUHYT Iocie nanenust «bounra» mox JonernkoMm. — Komcomornbekast



APPENDIX 2 145

A few days after the MH17 crash KP published some brief information about
MH17 and the catastrophe. After 23 July 2014, the situation changed and KP began
producing a specific message that indicated the probable guilt of the Ukrainian armed
forces. In an article published on 23 July, KP aimed to show that the most likely
culprit was a Ukrainian soldier named Sergei Patchenko.”* Soon afterwards KP
stopped mentioning his name. It was only speculation, no serious facts were given to
support it, but the narrative ascribing guilt to Ukraine was planted.”*® This narrative
was forcefully promoted on Russian television as well.

In August, the case of MH17 was not mentioned in Komsomolskaya Pravda. The
situation changed again in September 2014 when the case of MH17 was actively
discussed again. In November and December 2014, KP blamed the Ukrainian army
directly for shooting down Malaysia Airlines Flight 17 and tried to convince its
readers that Ukrainian soldiers were responsible for the catastrophe.**®

Case study: the so-called ‘humanitarian convoys’

Another important case study showing how Russia uses (mis)information in the
war against Ukraine is that of the so-called humanitarian convoys that were sent to
Eastern Ukraine at the beginning of July 2014. Dr. Yevhen Fedchenko said:

... it was important to show that Russia is helping. A promise was made for several

different audiences, a reusable promise. For the Russian audience they showed that

mpasaa, 16.11.2014. <http://kompravda.eu/daily/26308.7/3186425/> (18.06.2015); IToJio-
caroB, C. 2014. [TosBuiicst pOTOCHUMOK, Ha KOTOPOM YKPaUHCKHH MCTPEOUTENb aTaKyeT
Manaisuiickuii «bounry. — Komcomonbckas npaena, 24.11.2014. <http://kompravda.eu/
daily/26307/3186146/> (06.06.2015) [ITonocatos 2014]; I'pumun, A. 2014. Bepcus: [Tunor
ykpanackux BBC, conBmmit manaitzuiickuii «bounr», ckpeiBaetca B Omuparax. — Komco-
MOJIbCKasl mpaBna, 4.12.2014. <http://kompravda.eu/daily/26316.4/3194357> (19.06.2015);
I'pumnn, A. 2014. Yeii «byx» ctpemnsin o «bounry»? — Komcomonsckas npasaa, 18.12.2014.
<http://kompravda.eu/daily/26322.4/3202495/> (19.06.2015); Cynropkun B.; Cremun, JI.;
Bapceros, H. 2014. Manaiizniickuii «borHr» cOMII yKpaHMHCKUH JeTYNK — KanuTaH Boo-
muH. — KoMcomonbcekast mpasna, 22.12.2014. <http://kompravda.eu/daily/26323.5/3204312>;
Kou, A. 2014. Jletunk Bonomun ObuT HarpaXXJIeH OpISHOM 4epe3 JABa IHsS IMOCIe Kpy-
meHusa «bowmnra». — Komcomonsckas mpaBma, 23.12.20146. <http://kompravda.eu/
daily/26323/3204837> (19.06.2015); HoBukoBa, A. 2014. Taiinsiii cBuaerens «KII» mpo-
1IeNT UCcCiIe0BaHue Ha monurpade, U ero cIoBa NOATBEpAHINCE. — KoMcoMonbckas mpasna,
24.12.2014. <http://kompravda.eu/daily/26324/3205888/> (05.06.2015).

4 Anekcanaposa 2014.

23 ‘KomcomoJbckas npasaa’: Manaiisuiickuii Bounr 611 cout B Hebe Hax Jondac-
€COM YKPaHHCKHM JIeTYHKOM. — Pagno Oxo Mockssl, 23.12.2014. <http://echo.msk.ru/
news/1460870-echo/comments.html> (11.05.2015).

6 Bapceros 2014, Vkpaurckue mymikH. ..; [lomocaros 2014,
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Russia is a great power, Russians are a merciful people who support people in the

Donetsk and Luhansk People's Republics and send them bread and medicines.™’

Twelve articles from Komsomolskaya Pravda published between 4 August 2014 and
the end of December 2014 regarding the case of the ‘humanitarian convoys’ were
chosen for analysis.?®

KP dealt most actively with topics related to the humanitarian convoy in August
2014, especially in the middle of the month. Later, they returned to the subject less
actively, several times in autumn and again in December when Russia sent ‘humani-
tarian convoys’ to Ukraine once again. However, the rhetoric was the same throughout
the period: Russia is helping people in Donbass, but the Ukrainian government wants
the destruction of the Donbass region and the suffering of people. A number of prom-
inent Western politicians and institutions also wish people in Eastern Ukraine to
suffer. Other media channels also advocated this view. Their message was that Russia
is trying to rescue the people of Eastern Ukraine by sending them food, medica-
tions etc. Ukraine, however, prevents it in any possible way because it wants that
Donbass people suffer more from hunger, disease, etc. The Ukrainian side organised

»7 Interview with Dr. Yevhen Fedchenko, carried out by Sazonov on 27" of May 2015.

% 9Knmanom, O. 2014. 'ymanutapras ¢ypa. Ilocnecnosue. — KoMmcomonbckas npasna,
04.08.2014. <http://kompravda.eu/daily/26264.5/3142377/> (17.06.2015); Boiiko, A. 2014.
Poccust otnpaBuia ryMaHUTapHBIN KOHBOI Ha YKpauHy. — Komcomonbcekas mpasna, 12.08.2014.
<http://kompravda.eu/daily/26267/31456283> (31.05.2015); I'pumuun, A. 2014. CpiTslii 3amag
nporuB crnaceHus JJonbacca. — Komcomonsckas npasaa, 12.08.2014. <http://kompravda.eu/
daily/26267/3145867/> (11.06.2015) [I'pummn 2014, Certeiii 3anan. . .]; boiiko, A. 2014. Pyc-
CKHI KOHBOH B3sUT Kypc Ha YkpauHy. — Komcomonsckas npasza, 13.08.2014. <http://kompravda.
eu/daily/26267/3145804/5> (18.06.2015); Bapceros, H. 2014. Ecnu rymanuTapHasi HOMOIIIb
u3 Poccuu monaner moj| yKpanHCKHI KOHTPOJIb, €¢ COXKPET Haureapaus, — KoMcoMonbekast
mpasaa, 13.08.2014. <http://kompravda.eu/daily/26269.4/3146541/> (08.06.2015); Iomoms
unet. — Komcomonsckas npasna, 14.08.2014. <http://kompravda.eu/daily/26269.4/3147006>
(22.05.2015); HoBuxoBa, A. 2014. Onos4eH1bl MOHMay AMBEPCAHTOB, TOTOBUBIINX Haraze-
HHE Ha POCCHUICKUI I'yMaHUTapHBII KOHBOH. — KoMcomonbckast pasaa, 15.08.2014. <http:/
kompravda.eu/daily/26269/31475748> (06.06.2015) [HoBuxosa 2014, Omom4eHIb TOiMaIN
IUBEpCaHToB...|; boiiko, A. 2014. IIpencrasurens KpacHoro Kpecra: Mbl rymMmaHUTapHBIH
rpy3 MpPHU3HAIH, TEIEph BCE 3aBUCHT OT YKPaWHCKOil cTOpoHBI. — KoMcoMmonbekas npasaa,
16.08.2014. <http://kompravda.eu/daily/26269/3147703> (18.06.2015) [Boiiko 2014, ITpen-
craBurenb KpacHoro Kpecra]; UBamkuna, JI. 2014. B JloHenke Hayaiu pasrpyxarb Ipy-
30BHKH TPETHETO POCCHUICKOTro r'yMKOHBOs. — Komcomomnbcekas npasna, 20.09.2014. <http://
kompravda.eu/daily/26285.7/3162442> (22.05.2015); Boiixo, A. 2014. 13 [ToqMocKoBbs
B JlonOacc BHIABHIaeTCsS 4eTBEpTas r'yMaHHTapHas KoloHHA. — KoMcomomnbckas mpasja,
28.10.2014. <http://kompravda.eu/daily/26300/3178835/> (18.06.2015); HoBukoBa, A. 2014.
Poccuiickuii rymanuTapHsiii KOHBOH nob6paics no Jonerka u Jlyrancka. — Komcomonbckas
mpaeaa, 31.10.2014. <http://www.kp.ru/online/news/1885109/> (02.07.2015); I'puros-
pbeB, M. 2014. I'ymanuTapHbIii KOHBOU Be3eT Ha JlonOacc momapku aus aereid. — Komcomons-
ckas mpaBpa, 18.12.2014. <http://kompravda.eu/daily/26322.4/3202602> (11.06.2015).
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provocations all the time, including the attacks against ‘humanitarian convoys’.”* In
addition to Ukraine, the Baltic countries were also portrayed as wishing that people
in Donbass region would suffer.?®® The message coming from Russia was that the
‘humanitarian convoys’ were legitimate, correct, and ‘approved by the Red Cross’.?!

% Hosukosa 2014, Onom4eHIIbl oHMAaNK TUBEPCAHTOB. ..
20 T'pummana 2014, CeiTelit 3ana. ..
! Boiiko 2014, Tpencrasurens Kpacuoro Kpecra. ..



APPENDIX 3. EXAMPLES OF CRITICISM
TOWARDS UKRAINE BASED ON

MATERIALS FROM KOMSOMOLSKAYA PRAVDA

Vladimir Sazonov

The following examples describe the anti-Ukrainian stance of Komsomolskaya
Pravda.

Examples of anti-Ukrainian government narratives:

The Ukrainian government is made up of criminals. The government has already
failed: it is a corrupt, feckless regime.

Ukraine is a failed state.”®* The Ukrainian government is incompetent and weak.
The members of Ukrainian government are marionettes of the West, controlled by
NATO, the US and the EU. The view that the US, NATO, and the EU use Ukraine
in their campaign against Russia is widespread in the Russian media. Important
events in Ukraine (e.g. the war in Donbass) are often presented as provocation or
direct interference by the West.

The members of the Ukrainian government are liars. They lie to their own people,
and produce false evidence concerning the conflict in Donbass. They falsify
history, especially in regard to World War II and the role of Russia and Russians
in that war. This is the reason Russia continues to fight against the ‘Ukrainian
fakes’.**

The Ukrainian government is a fascist junta®®; an illegitimate government
made up of Russophobes, nationalists, anti-Semites, and Nazis. The Ukrainian
government intends to annihilate all Russians in Ukraine and forbid the Russian
language, culture, and literature. Kyiv is organising genocide against its Russian-
speaking population (genocide against Novorossiya).’®®

There are at least two very different ‘Ukraines’ (Western and Eastern) and it is
impossible to unite them.

Eastern Ukraine is not Ukraine — it is ‘Novorossiya’ and belongs to the Russian
World. In some cases, the whole of Ukraine belongs to the Russian World.

The Ukrainian people are uncivilised barbarians.**®

262

263

264

265

See e.g. <kompravda.eu/daily/26300/3178819/>.

See e.g. <http://kompravda.eu/daily/26276.7/3153620/>.
See e.g. <http://kompravda.cu/daily/26308.5/3186739/>.
See e.g. <http://kompravda.cu/daily/26288.5/3166244/;

<http://kompravda.eu/daily/26289/3167357> or <http://kompravda.eu/daily/26276/3154284/>.
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See e.g. <http://www.kp.ru/online/news/1868872/>.
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People in Ukraine, especially in Kyiv, are against the Ukrainian government and
President Poroshenko.*®’

The so-called ‘Donetsk and Luhansk People’s Republics’ are fighting against the
evil Kyiv junta.’® Ukrainians permanently break the truce.**’

Examples of anti- Ukrainian army narratives:

Ukrainian prisoners of war are often humiliated. This message is transmitted via
TV (e.g. LifeNews, etc.), radio, Internet (online news, social media).

The Ukranian army promotes violence against non-military personnel and the
suffering of civilians in the Donbass area. The armed forces of Ukraine and their
command authorities are among the main targets of Russian information opera-
tions. They promote an image of Ukrainian army leaders as traitors and terrorists,
and illegitimate, incompetent rulers. They try to influence the moral of Ukrainian
soldiers. The Ukrainian army is depicted as violent and chaotic, and prone to
dedovshchina (the humiliation of young soldiers by older military men), drug
abuse, alcoholism, starving the troops, and homosexuality. They are incapable of
fighting.””® Many deserters run away to the Russian side.””

Henchmen of the Kyiv junta.

Humanitarian convoys — Russia tries to show that Russians are merciful and try
to help save civilian people of Donbass, but the Ukrainian authorities and the
Ukranian army are doing everything they can to counter Russian efforts.
Ukrainian army combatants are terrorists, executions squads, anti-Semites and
Nazis, Neo-Nazis with an affinity for the Third Reich, Hitler.?”

The Ukrainian army revolts against its government.””

The Ukrainian government destroys the Ukrainian army.*”

The Ukrainian army has suffered heavy causalities in combat and is going to lose
the war.””
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See e.g. <http://kompravda.cu/daily/26275.4/3152812/>.
See e.g. <http://kompravda.cu/daily/26272.4/3152378/>.
See e.g. <http://kompravda.cu/daily/26282/3160834/>.
See e.g. <http://kompravda.cu/daily/26296/3174231/>;

<http://kompravda.eu/daily/26296/3174408/>.
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See e.g. <http://www.kp.ru/online/news/1829238/>,

<http://www.rostov.kp.ru/online/news/1830787/>.
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See e.g. <http://kompravda.cu/daily/26276.5/3153634/>;

<http://kompravda.eu/daily/26292/3170104/>; <http://kompravda.eu/daily/26294.5/3172131/>;
<http://kompravda.eu/daily/26302.4/3180087/>; <http://kompravda.eu/daily/26291/3169636/>;
<http://kompravda.eu/daily/26293.4/3170648/>.
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See e.g. <http://kompravda.eu/daily/26294.5/3172347/>;

<http://kompravda.cu/daily/26299/3176948/>.
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See e.g. <http://kompravda.cu/daily/26273.7/3150641/>.
See e.g. <http://kompravda.eu/daily/26272.4/3152503/>.
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Figure 16. Main topics of news articles during Phase Il
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Figure 18. Main topics of news articles during Phase IV
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Figure 19. Attitudes towards the Ukranian armed forces expressed in news articles during
Phase |
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Figure 21. Attitudes towards the Ukranian armed forces expressed in news articles during
Phase llI
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Figure 22. Attitudes towards the Ukranian armed forces expressed in news articles during
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Figure 23. Attitudes towards the Ukranian government expressed in news articles during
Phase |
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Figure 24. Attitudes towards the Ukranian government expressed in news articles during
Phase Il
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Figure 25. Attitudes towards the Ukranian government expressed in news articles during
Phase IlI
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Figure 26. Attitudes towards the Ukranian government expressed in news articles during
Phase IV
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Figure 27. Attitudes towards the USA/NATO expressed in news articles during Phase |
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Figure 28. Attitudes towards the USA/NATO expressed in news articles during Phase Il
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Figure 29. Attitudes towards the USA/NATO expressed in news articles during Phase llI
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Figure 30. Attitudes towards the USA/NATO expressed in news articles during Phase IV
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